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Abstract 

The rapid development of the Internet of Vehicles (IoV) has significantly increased the exposure of intelligent 

transportation systems to sophisticated cyber threats, particularly targeting in-vehicle communication networks such 

as the Controller Area Network (CAN). Conventional intrusion detection systems and traditional machine learning 

approaches often face limitations in capturing complex attack patterns under high-dimensional and dynamic vehicular 

network conditions. To address these challenges, this paper proposes a Transformer-based intrusion detection 

framework for the Internet of Vehicles using a multi-strategy feature selection approach. The proposed method 

integrates Information Gain, Principal Component Analysis, and Random Forest-based feature importance to 

systematically identify the most informative features from vehicular network traffic while reducing redundancy and 

computational overhead. A Transformer architecture with a self-attention mechanism is employed to model global 

dependencies and complex interactions within CAN bus data. The framework is evaluated on the CICIoV dataset 

using multiple data representations, including binary, decimal, and hexadecimal formats, to reflect realistic IoV 

communication scenarios. Experimental results demonstrate that the proposed model achieves consistently high 

detection performance, with accuracy and F1-score exceeding 99% under optimal feature selection configurations, 

while maintaining stable generalization across cross-validation folds. These findings indicate that the proposed 

framework provides a robust and effective solution for intelligent intrusion detection in Internet of Vehicles networks. 

Unlike existing approaches that rely on single feature selection strategies or raw feature inputs, the proposed 

framework uniquely integrates three complementary selection techniques within a unified Transformer-based 

architecture, addressing both feature redundancy and model scalability simultaneously. The findings of this study 

have significant implications for cybersecurity in intelligent transportation systems, offering a scalable and 

computationally efficient intrusion detection solution applicable to resource-constrained vehicular edge devices such 

as Electronic Control Units. 
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1. INTRODUCTION 

The Internet of Vehicles (IoV) has emerged as a core component of intelligent transportation 

systems, enabling real-time communication among vehicles, roadside infrastructure, and cloud services 

to support traffic efficiency, safety, and autonomous driving applications [1]. By leveraging vehicular 

networks such as Controller Area Network (CAN) and vehicle-to-everything (V2X) communications, 

IoV environments facilitate continuous data exchange across heterogeneous network entities [2]. 

However, this increased connectivity also significantly expands the attack surface of vehicular networks, 

exposing them to a wide range of cyber threats, including denial-of-service, spoofing, and message 

manipulation attacks [3]. Such attacks can compromise not only data integrity and privacy but also the 
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operational safety of intelligent transportation systems, highlighting the critical need for reliable and 

intelligent intrusion detection mechanisms tailored for IoV networks. 

Existing intrusion detection systems for vehicular networks have primarily relied on rule-based 

techniques or conventional machine learning models, such as support vector machines, random forests, 

and shallow neural networks [4]. While these approaches have demonstrated effectiveness in controlled 

scenarios, they often struggle to generalize under the high dimensionality, temporal dependencies, and 

dynamic traffic patterns characteristic of IoV environments. Furthermore, many deep learning-based 

methods, including CNNs and recurrent architectures, remain limited in capturing global dependencies 

across vehicular network traffic, particularly when dealing with complex attack behaviors embedded in 

CAN bus data [5]. Another critical challenge lies in feature redundancy and irrelevant attributes, which 

can degrade detection accuracy and increase computational overhead if not properly addressed through 

effective feature selection strategies [6], [7]. The self-attention mechanism of the Transformer 

architecture offers a fundamental advantage over RNN and LSTM models for sequential data analysis 

on CAN bus traffic. Unlike LSTMs, which process sequences step-by-step and suffer from vanishing 

gradient problems over long input windows, the Transformer computes attention weights between all 

feature positions simultaneously in a single forward pass. This parallel computation enables the model 

to capture global inter-feature dependencies without the sequential bottleneck inherent in recurrent 

models. Empirical studies have confirmed that Transformer-based IDS consistently outperform LSTM-

based counterparts on structured network traffic data due to this global receptive field [14], [21], [22]. 

In the context of CAN bus intrusion detection, where attack patterns may manifest as subtle deviations 

across multiple non-contiguous payload bytes within a frame, the ability to model long-range feature 

interactions is critical for reliable attack discrimination. 

Recent studies have explored various learning-based approaches for intrusion detection in 

vehicular and intelligent network environments. Traditional machine learning techniques, such as 

Support Vector Machines and Random Forests [8], have been applied to CAN bus traffic analysis with 

moderate success but often rely on manual feature engineering. More recently, deep learning models, 

including Convolutional Neural Networks [9] and recurrent architectures such as LSTM [10], have 

demonstrated improved capability in modeling temporal patterns in vehicular network data. However, 

these approaches typically focus on local or sequential dependencies and exhibit limited effectiveness 

in capturing global interactions across high-dimensional IoV traffic. In addition, many existing studies 

employ single feature selection or raw feature inputs, which may introduce redundancy and unnecessary 

computational overhead, thereby limiting scalability and robustness in dynamic IoV environments [11], 

[12], [13]. 

To address the aforementioned challenges, this paper proposes a Transformer-based intrusion 

detection framework for Internet of Vehicles using multi-strategy feature selection. The proposed 

approach combines the representational power of Transformer architectures with systematic feature 

selection to effectively handle high-dimensional, heterogeneous, and dynamic vehicular network traffic. 

Information Gain, Principal Component Analysis, and Random Forest-based feature importance are 

jointly employed to identify the most relevant features and mitigate redundancy in CAN bus data. By 

leveraging the self-attention mechanism, the Transformer model captures complex and long-range 

dependencies among vehicular communication patterns, enabling accurate discrimination between 

benign and malicious traffic [14], [15]. The framework is evaluated on the CICIoV dataset using 

multiple data representations, including binary, decimal, and hexadecimal formats, to reflect realistic 

IoV scenarios. Based on this design and experimental investigation, the key contributions of this study 

are summarized as follows: 

• A Transformer-based intrusion detection framework for Internet of Vehicles is proposed, 

designed to effectively model complex and high-dimensional vehicular network traffic through a 
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self-attention mechanism. Unlike conventional deep learning approaches, the proposed 

framework captures global dependencies within CAN bus data, enabling robust discrimination 

between benign and malicious traffic in IoV environments. 

• A multi-strategy feature selection approach is introduced, integrating Information Gain, Principal 

Component Analysis, and Random Forest-based feature importance to systematically identify the 

most informative features for intrusion detection. This strategy reduces feature redundancy, 

improves detection accuracy, and enhances computational efficiency across different data 

representations. 

• A comprehensive evaluation is conducted using multiple vehicular data representations, including 

binary, decimal, and hexadecimal formats, to reflect realistic CAN bus communication scenarios. 

This evaluation provides deeper insights into how feature selection strategies interact with 

Transformer-based learning under different data encodings. 

• The robustness and generalization capability of the proposed framework are validated, employing 

multiple train–test splits and cross-validation experiments. The results demonstrate consistently 

high detection performance and low variance across folds, indicating the reliability of the 

proposed approach for intelligent vehicular network security. 

 

The primary objective of this study is to design, implement, and evaluate a Transformer-based 

intrusion detection framework that integrates multi-strategy feature selection for the Internet of 

Vehicles, with the specific aim of: (1) improving detection accuracy over existing single-strategy feature 

selection and conventional deep learning approaches; (2) demonstrating robustness and generalizability 

across multiple data representations of CAN bus traffic; and (3) providing a computationally efficient 

and practically deployable framework suitable for resource-constrained vehicular edge devices. These 

objectives collectively address the identified research gap and establish the contribution of this work to 

the field of intelligent transportation system security. The remainder of this paper is organized as 

follows. Section II reviews related studies relevant to the proposed approach. Section III presents the 

problem formulation, dataset description, and the overall design of the proposed intrusion detection 

framework. The optimization strategies and multi-strategy feature selection methods are detailed in 

Section IV. Section V describes the Transformer-based intrusion detection model and its architectural 

components. Experimental results and performance analysis are discussed in Section VI, while Section 

VII concludes the paper and outlines potential directions for future research.  

2. RELATED WORK 

Intrusion detection in the Internet of Vehicles (IoV) has attracted significant research attention 

due to the increasing connectivity and complexity of vehicular networks. Early studies primarily 

employed rule-based intrusion detection systems and statistical anomaly detection methods to identify 

deviations in Controller Area Network (CAN) traffic [16]. Although these approaches offer low 

computational overhead, they rely heavily on handcrafted rules and predefined thresholds, making them 

ineffective against sophisticated or previously unseen attack patterns. 

To overcome these limitations, classical machine learning techniques have been widely adopted 

for IoV intrusion detection. Models such as Support Vector Machines, k-Nearest Neighbors, Naïve 

Bayes, and Random Forests have demonstrated improved detection accuracy on CAN bus and vehicular 

datasets [9], [17], [18]. However, these methods typically depend on manual feature engineering and 

exhibit limited scalability when confronted with high-dimensional data and complex temporal 

dependencies. Moreover, their performance often degrades in highly imbalanced attack scenarios, which 

are common in real-world IoV environments. 
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Recent advances in deep learning have enabled more expressive intrusion detection models for 

vehicular networks. Convolutional Neural Networks (CNNs) have been used to capture spatial patterns 

in CAN data [19], while Recurrent Neural Networks (RNNs) and Long Short-Term Memory (LSTM) 

architectures have shown effectiveness in modeling sequential dependencies within vehicular traffic 

[10]. Despite these improvements, CNN and RNN-based approaches remain constrained by their local 

receptive fields and sequential processing mechanisms, which limit their ability to capture long-range 

and global dependencies across complex IoV traffic flows [20]. 

Transformer architectures have recently emerged as a powerful alternative for intrusion detection 

in networked systems due to their self-attention mechanism [21], which enables global context modeling 

and parallel computation. Several studies have explored Transformer-based models for network 

intrusion detection and Internet of Things (IoT) security, reporting improved detection accuracy and 

scalability compared to recurrent architectures  [22]. However, the application of Transformers in IoV 

environments remains relatively limited, particularly when combined with systematic feature selection 

strategies tailored for CAN bus data. Many existing Transformer-based approaches rely on raw or 

minimally processed features, which may introduce redundancy and increase computational overhead. 

 

Table 1. Comparison of state-of-the-art intrusion detection techniques highlighting feature selection 

strategies and limitations 

Authors Domain Model 
Feature 

Strategy 

Dataset / Data 

Type 
Key Limitations 

[25] IoV / V2X CNN-based 

IDS 

None Vehicular 

network traffic 

Limited modeling of 

long-range 

dependencies 

[26] CAN Bus 

Security 

LSTM Raw features Sequential 

CAN frames 

Sequential bias and 

weak global context 

[27] IoT / IoV Hybrid CNN–

LSTM 

Single-

method 

Network flow 

data 

Feature redundancy 

and high complexity 

[28] Intelligent 

Networks 

Transformer-

based IDS 

None Raw traffic 

features 

Lack of feature 

selection and 

efficiency analysis 

[29] Vehicular 

Networks 

Federated 

GNN 

None CAN bus 

anomaly data 

Focus only on 

anomaly detection 

This 

work 

IoV Transformer Multi-

strategy (IG, 

PCA, RF) 

Binary, 

Decimal, Hex 

CAN data 

Improved robustness 

and feature-level 

analysis 

 

In parallel, feature selection has been recognized as a critical component in improving intrusion 

detection performance. Information Gain, Principal Component Analysis, and Random Forest-based 

feature importance have been independently applied to reduce dimensionality and enhance classification 

accuracy in network security tasks [23]. Nevertheless, most prior works employ a single feature selection 

technique or focus on traditional machine learning classifiers [24], with limited investigation into their 

combined impact on deep learning architectures, especially Transformers, within the IoV domain. In 

contrast to existing studies, this work integrates a multi-strategy feature selection approach with a 

Transformer-based intrusion detection framework specifically designed for the Internet of Vehicles. By 

jointly analyzing the effects of Information Gain, PCA, and Random Forest feature importance across 

multiple CAN data representations, the proposed method addresses both feature redundancy and model 

scalability, providing a robust and intelligent solution for IoV network security. To position this study 
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against recent research, Table 1 summarizes representative intrusion detection approaches proposed for 

IoV and intelligent network environments over the last few years. As shown in Table 1, most existing 

studies rely on either raw features or single feature selection strategies. In contrast, limited attention has 

been given to integrating multiple feature selection techniques within a unified Transformer-based 

intrusion detection framework for IoV. 

3. METHOD 

This section describes the proposed Transformer-based intrusion detection framework for the 

Internet of Vehicles (IoV), including the overall system architecture, data preprocessing, multi-strategy 

feature selection, Transformer model design, and evaluation protocol. 

3.1. Overall Framework Architecture 

The overall architecture of the proposed intrusion detection framework is illustrated in Figure 1. 

The framework consists of five main stages: 

• Public IoV dataset (CICIoV)  

• Data preprocessing and representation  

• Multi-strategy feature selection  

• Transformer-based intrusion detection  

• Performance evaluation and validation  

 

Vehicular network traffic is obtained from a publicly available IoV benchmark dataset, which 

captures Controller Area Network (CAN) bus communications under both benign and malicious 

conditions in realistic vehicular environments. The raw traffic data are preprocessed and transformed 

into different representations, including binary, decimal, and hexadecimal formats, to reflect practical 

vehicular communication scenarios. Feature selection is then applied to reduce dimensionality and 

improve model efficiency before feeding the selected features into the Transformer-based intrusion 

detection model. Finally, the trained model is evaluated using multiple performance metrics and 

validation strategies to assess detection accuracy, robustness, and generalization capability. 

 

 
Figure 1. Overall architecture of the proposed Transformer-based intrusion detection framework for 

Internet of Vehicles 
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3.2. Dataset 

The IoV dataset employed in this study is CICIoV2024 [30], which comprises multiple classes. 

This dataset, developed by the University of New Brunswick, was constructed using a fully functional 

2019 Ford vehicle equipped with all Electronic Control Units (ECUs). The CICIoV dataset consists of 

1,408,219 CAN frames distributed across six classes: one benign class and five attack categories, 

including denial-of-service (DoS) and multiple spoofing attacks targeting vehicular signals such as gas, 

RPM, speed, and steering wheel. The dataset is inherently imbalanced, with benign traffic dominating 

the overall distribution, which closely mirrors real-world IoV scenarios. The detailed class distribution 

of the dataset is summarized in Table 2. These representations enable a systematic analysis of feature 

selection strategies and model behavior under diverse encoding schemes. To comprehensively evaluate 

the impact of data representation on detection performance, the dataset is utilized in three different 

formats: 

• Binary representation, where each CAN frame is encoded at the bit level to capture fine-grained 

manipulation patterns.  

• Decimal representation, which provides a compact numerical encoding suitable for statistical 

analysis and feature selection.  

• Hexadecimal representation, preserving the original CAN bus structure and enabling realistic 

simulation of vehicular network data.  

 

Table 2. Class Distribution of the CICIoV Dataset 

No Class Number of Samples 

1 BENIGN 1,223,737 

2 DoS 74,663 

3 Spoofing-GAS 9,991 

4 Spoofing-RPM 54,900 

5 Spoofing-SPEED 24,951 

6 Spoofing-STEERING-WHEEL 19,977  
Total 1,408,219 

 

To ensure robust performance evaluation, multiple data splitting strategies are employed. The 

dataset is initially divided into training and testing subsets using standard split ratios, ensuring that all 

attack classes are adequately represented in both sets. In addition to conventional train–test splitting, k-

fold cross-validation is applied to assess model generalization and stability. The dataset is partitioned 

into multiple folds, where each fold is used once as a validation set while the remaining folds serve as 

training data. This strategy ensures that every data sample contributes to both training and validation, 

reducing bias and providing a more reliable estimate of detection performance. 

3.3. Data Preprocessing and Representation 

Raw CAN bus traffic contains heterogeneous fields, including frame identifiers, data length 

codes, and payload bytes. To ensure data quality and compatibility with the learning model, several 

preprocessing steps are performed. First, incomplete and inconsistent records are removed, followed by 

normalization to mitigate scale differences among features. Min-max normalization is applied to scale 

all numerical features to the range [0, 1] according to the formula:  

𝑥’ =  (𝑥 −  𝑥𝑚𝑖𝑛) / (𝑥𝑚𝑎𝑥 −  𝑥𝑚𝑖𝑛) (1) 

where x is the original feature value, x𝑚𝑖𝑛 and x𝑚𝑎𝑥 denote the minimum and maximum values 

of the feature across the training set, respectively. This normalization strategy ensures that features with 
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large numerical ranges, such as CAN payload byte values, do not disproportionately influence the 

learning process of the Transformer model. To comprehensively evaluate the impact of data encoding 

on intrusion detection performance, the dataset is represented in three formats. The binary representation 

encodes each CAN frame at the bit level, enabling fine-grained analysis of manipulation-based attacks. 

The decimal representation provides a compact numerical form suitable for statistical analysis and 

feature selection. The hexadecimal representation preserves the original structure of CAN traffic, closely 

resembling real-world vehicular network data. These representations allow the proposed framework to 

be evaluated under diverse and realistic IoV data conditions. 

3.4. Multi-Strategy Feature Selection 

Feature selection plays a crucial role in improving detection accuracy and reducing computational 

overhead in high-dimensional vehicular datasets. In this work, three complementary feature selection 

techniques are employed. 

• Information Gain (IG) is used to measure the contribution of each feature to the classification 

task by quantifying the reduction in entropy with respect to the target class. Features with higher 

Information Gain values are considered more informative and are prioritized for model training. 

Formally, the Information Gain of a feature X with respect to the class label Y is computed as:  

𝐼𝐺(𝑌, 𝑋)  =  𝐻(𝑌)  −  𝐻(𝑌|𝑋) (2) 

where 𝐻(𝑌)  =  −∑𝑖 𝑝(𝑦𝑖) 𝑙𝑜𝑔₂ 𝑝(𝑦𝑖) is the entropy of the class distribution, and H(Y|X) is the 

conditional entropy of Y given X. Features are ranked in descending order of IG values, and the 

top-k features are selected for model training (Equation 1). 

• Principal Component Analysis (PCA) is applied as a dimensionality reduction technique to 

transform the original feature space into a set of orthogonal components that preserve the 

maximum variance of the data. PCA enables efficient feature compression while retaining 

essential information, which is particularly beneficial for resource-constrained IoV environments. 

The transformation is computed as Z = XW, where X is the normalized feature matrix, and W is 

the matrix of eigenvectors derived from the covariance matrix  

𝐶 =  (1/𝑛) 𝑋ᵀ𝑋 (3) 

The principal components are ordered by their corresponding eigenvalues λ₁ ≥ λ₂ ≥ ... ≥ λ𝑟, and 

the top-k components that explain at least 95% of total variance are retained (Equation 2). 

• Random Forest (RF) feature importance evaluates feature relevance based on impurity 

reduction across decision trees. Features that contribute significantly to splitting decisions are 

assigned higher importance scores, providing an ensemble-based perspective on feature 

relevance. The importance score of feature j is defined as:  

𝐼𝑚𝑝(𝑗)  =  (1/𝑇) ∑𝑡 ∑𝑁 𝛥𝑖(𝑡)  ·  𝐼(𝑗(𝑡)  =  𝑗) (4) 

where T is the number of trees, the summation is over all nodes N in each tree, Δi(t) is the impurity 

decrease at node t, and I(⋅) is an indicator function equal to 1 when the split at node t uses feature 

j (Equation 3). The top-k features with the highest Imp(j) scores are selected for model input. 

 

By integrating these three strategies, the proposed framework systematically analyzes feature 

relevance from information-theoretic, statistical, and ensemble-learning perspectives. Different feature 

subsets are generated and evaluated to identify optimal configurations for Transformer-based intrusion 

detection. 
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3.5. Transformer-Based Intrusion Detection Model 

The core detection component of the proposed framework is a Transformer-based deep learning 

model. Unlike recurrent architectures, the Transformer leverages a self-attention mechanism to model 

global dependencies among input features, enabling effective learning of complex intrusion patterns in 

vehicular network traffic. The model consists of an input embedding layer, multi-head self-attention 

blocks, and feed-forward neural network layers, followed by a softmax classification layer. Positional 

encoding is incorporated to preserve the relative order of feature sequences. The self-attention 

mechanism allows the model to dynamically focus on critical features associated with malicious 

behavior, enhancing detection accuracy and robustness. The scaled dot-product self-attention is formally 

defined as:  

𝐴𝑡𝑡𝑒𝑛𝑡𝑖𝑜𝑛(𝑄, 𝐾, 𝑉)  =  𝑠𝑜𝑓𝑡𝑚𝑎𝑥(𝑄𝐾ᵀ / √𝑑𝑘)𝑉 (5) 

where Q, K, and V are the query, key, and value matrices respectively, and d𝑘 is the 

dimensionality of the key vectors used for scaling to prevent vanishingly small gradients. Multi-head 

attention extends this as:  

𝑀𝑢𝑙𝑡𝑖𝐻𝑒𝑎𝑑(𝑄, 𝐾, 𝑉)  =  𝐶𝑜𝑛𝑐𝑎𝑡(ℎ𝑒𝑎𝑑₁, . . . , ℎ𝑒𝑎𝑑ₕ)𝑊𝓂 (6) 

where each ℎ𝑒𝑎𝑑𝑖 =  𝐴𝑡𝑡𝑒𝑛𝑡𝑖𝑜𝑛(𝑄𝑊𝑖𝑄, 𝐾𝑊𝑖𝐾, 𝑉𝑊𝑖𝑉). The model is configured with the 

following hyperparameters: number of attention heads = 4, embedding dimension = 64, number of 

Transformer encoder blocks = 2, feed-forward network dimension = 128, dropout rate = 0.2, learning 

rate = 0.001 with the Adam optimizer, batch size = 256, and maximum training epochs = 100 with early 

stopping (patience = 10). These configurations were determined empirically to balance detection 

accuracy and computational efficiency. 

During training, the model parameters are optimized using categorical cross-entropy loss, and 

regularization techniques such as dropout and early stopping are employed to mitigate overfitting. The 

Transformer architecture is designed to balance detection performance and computational efficiency, 

making it suitable for intelligent vehicular network security applications. This design choice is 

particularly suitable for IoV environments, where attack patterns exhibit long-range and non-linear 

dependencies across CAN frames. Unlike generic Transformer applications, the proposed model is 

tailored for tabular CAN bus features rather than natural language sequences, enabling effective 

attention learning over heterogeneous vehicular signals. This adaptation allows the model to capture 

inter-feature relationships that are critical for distinguishing subtle intrusion patterns in IoV traffic 

3.6. Evaluation 

The performance of the proposed intrusion detection framework is evaluated using widely 

adopted metrics in network security research. These include accuracy, precision, recall, F1-score, true 

positive rate (TPR), false positive rate (FPR), and area under the receiver operating characteristic curve 

(AUC-ROC). Accuracy provides an overall measure of correct classifications, while precision and recall 

assess the model’s ability to correctly identify attack traffic and minimize false alarms. The F1-score 

offers a balanced evaluation of precision and recall, particularly important in imbalanced datasets. AUC-

ROC is used to evaluate the discriminative capability of the model across different classification 

thresholds. The formal definitions of the evaluation metrics are as follows, where TP, TN, FP, and FN 

denote true positives, true negatives, false positives, and false negatives respectively:  

𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 =  (𝑇𝑃 +  𝑇𝑁) / (𝑇𝑃 +  𝑇𝑁 +  𝐹𝑃 +  𝐹𝑁) (7) 

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 =  𝑇𝑃 / (𝑇𝑃 +  𝐹𝑃) (8) 
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𝑅𝑒𝑐𝑎𝑙𝑙 =  𝑇𝑃 / (𝑇𝑃 +  𝐹𝑁) (9) 

𝐹1 − 𝑠𝑐𝑜𝑟𝑒 =  2 ×  (𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 ×  𝑅𝑒𝑐𝑎𝑙𝑙) / (𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 +  𝑅𝑒𝑐𝑎𝑙𝑙 (10) 

For multi-class classification, macro-averaging is applied to compute precision, recall, and F1-

score across all attack classes, giving equal weight to each class regardless of sample size. This is 

particularly important given the class imbalance present in the CICIoV2024 dataset, where benign traffic 

constitutes the majority of samples. 

4. RESULT 

This section presents the experimental results of the proposed Transformer-based intrusion 

detection framework and provides a detailed discussion of detection performance under different feature 

selection strategies and data representations. 

4.1. Overall Detection Performance 

The proposed framework demonstrates consistently high detection performance across all 

experimental configurations. Table 3 summarizes the results obtained using different feature selection 

methods, data representations, and feature dimensions. Overall, the Transformer-based model achieves 

accuracy and F1-score values exceeding 99% in most configurations, indicating its strong capability to 

distinguish between benign and malicious vehicular network traffic. 

 

Table 3. Performance comparison of the proposed Transformer-based intrusion detection model under 

different feature selection strategies. Experiment IDs denote the feature selection method and the 

number of selected features (M: Mixed, D: Decimal). 

Exp. ID FS Features Acc F1 Prec Recall 

IG-20-M IG 20 1.0 1.0 1.0 1.0 

PCA-9-D PCA 9 1.0 1.0 1.0 1.0 

RF-9-D RF 9 1.0 1.0 1.0 1.0 

PCA-20-M PCA 20 0.9996 0.9996 0.9996 0.9996 

RF-20-M RF 20 0.9982 0.9982 0.9983 0.9982 

PCA-9-D (Alt) PCA 9 0.9914 0.9918 0.9930 0.9914 

RF-9-D (Hex) RF 9 0.9696 0.9763 0.9887 0.9696 

RF-20-M (Alt) RF 20 0.9676 0.9786 0.9942 0.9676 

 

 
Figure 2. Normalized confusion matrix of the proposed Transformer-based intrusion detection model 

using Information Gain with 20 selected features. 
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The best performance is achieved when Information Gain (IG) with 20 selected features is 

applied, where the model attains near-perfect classification results across all attack classes. This 

outcome highlights the effectiveness of IG in identifying highly discriminative features from CAN bus 

traffic that align well with the self-attention mechanism of the Transformer architecture. In contrast, 

configurations using Random Forest-based feature selection exhibit slightly lower performance, 

particularly when applied to hexadecimal representations, suggesting that ensemble-based importance 

measures may not always produce feature subsets optimally aligned with Transformer learning. As 

illustrated in Figure 2, the proposed Transformer-based model achieves near-perfect classification 

performance across all attack classes, with negligible misclassification. Similar confusion matrix 

patterns were observed across different data representations, indicating consistent performance of the 

proposed framework. It is important to note that the near-perfect scores (accuracy and F1-score = 

1.0000) observed in several configurations are consistent with the characteristics of the CICIoV2024 

dataset, which was collected in a controlled laboratory environment using a real Ford vehicle. The high 

discriminability of this dataset has been reported in prior studies using the same benchmark, where clean 

separation between attack classes is achievable due to the deterministic and structured nature of CAN 

bus traffic patterns. Furthermore, the use of cross-validation with zero variance across folds confirms 

that these results are not an artefact of a specific train-test split but reflect stable model behaviour across 

all data partitions. The absence of class leakage was ensured through strict stratified partitioning, where 

each fold maintained the original class distribution. Therefore, the observed performance reflects 

genuine discriminative capability rather than overfitting or data leakage. 

4.2. Impact of Feature Selection Strategies 

A key objective of this study is to evaluate the impact of multi-strategy feature selection on 

Transformer-based intrusion detection. The results clearly indicate that feature selection plays a critical 

role in both detection accuracy and computational efficiency. Information Gain consistently outperforms 

other strategies in terms of classification accuracy, as it prioritizes features with the highest information 

contribution to attack discrimination. PCA, on the other hand, achieves a favorable balance between 

performance and efficiency. Despite reducing the feature space to as few as nine principal components, 

PCA-based configurations maintain detection accuracy comparable to IG-based models, demonstrating 

that dimensionality reduction can be effectively applied without significant information loss. Random 

Forest-based feature selection shows relatively lower performance compared to IG and PCA. This 

behavior may be attributed to the fact that RF importance scores are optimized for tree-based decision 

boundaries, which do not always translate effectively to attention-based deep learning models. These 

findings suggest that feature selection methods should be carefully aligned with the underlying learning 

architecture, rather than selected independently. 

4.3. Effect of Data Representation 

The proposed framework is evaluated using binary, decimal, and hexadecimal data 

representations to assess robustness under different CAN traffic encodings. The results reveal that all 

three representations can achieve high detection performance when combined with appropriate feature 

selection strategies. Binary representations enable fine-grained bit-level analysis and perform 

particularly well in detecting spoofing-based attacks. Decimal representations provide computational 

efficiency and stable performance across multiple feature selection methods. Hexadecimal 

representations, which closely resemble real-world CAN traffic, demonstrate competitive results, 

especially when combined with PCA and IG. These findings indicate that the proposed Transformer-

based framework is flexible and adaptable to diverse IoV data formats, enhancing its practical 

applicability. Table 4 reports the macro-averaged classification performance across different feature 
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selection strategies. The results indicate that Information Gain and PCA consistently achieve near-

perfect performance across all classes, while Random Forest exhibits slightly lower robustness, 

particularly with reduced feature dimensions. 

 

Table 4 Macro-averaged classification performance of the proposed Transformer-based intrusion 

detection model under different feature selection strategies 

FS Features Accuracy Macro Precision Macro F1-score 

IG 20 1.0000 1.0000 1.0000 

PCA 9 1.0000 1.0000 1.0000 

PCA 20 0.9996 0.9996 0.9996 

RF 9 0.9696 0.9887 0.9763 

RF 20 0.9982 0.9983 0.9982 

4.4. Robustness and Generalization Analysis 

To assess model robustness, cross-validation experiments are conducted using multiple folds. The 

results show low variance across folds, with consistently high accuracy and F1-score values, indicating 

strong generalization capability. The stability of training and validation curves further confirms that the 

proposed model does not suffer from significant overfitting, even under high-dimensional input 

scenarios. Compared to single train–test splits, cross-validation provides a more reliable estimation of 

model performance, particularly for minority attack classes. While cross-validation introduces 

additional computational overhead, the improved reliability and robustness justify its use in evaluating 

intrusion detection systems for safety-critical IoV environments. The consistency between cross-

validation and test set results further confirms the robustness of the proposed model. As reported in 

Table 5, the model achieves identical performance across all evaluation metrics, indicating negligible 

performance variance and strong generalization capability. This consistency is particularly important 

for intrusion detection in safety-critical IoV environments, where reliable performance across unseen 

data is essential. 

 

Tabel 5 Comparison between cross-validation and test set performance of the proposed Transformer-

based intrusion detection model 

Metric Cross-Validation (Mean ± Std) Test Set 

Accuracy 1.0000 ± 0.0000 1.0000 

Precision 1.0000 ± 0.0000 1.0000 

Recall 1.0000 ± 0.0000 1.0000 

F1-Score 1.0000 ± 0.0000 1.0000 

5. DISCUSSIONS 

The experimental results demonstrate that combining Transformer architectures with multi-

strategy feature selection yields a powerful intrusion detection framework for the Internet of Vehicles. 

The self-attention mechanism enables effective modelling of complex dependencies within vehicular 

network traffic, while feature selection enhances efficiency and detection precision. From a practical 

perspective, Information Gain-based configurations are suitable for scenarios prioritizing maximum 

detection accuracy, whereas PCA-based configurations offer a more efficient alternative for resource-

constrained deployments, such as edge gateways in vehicular networks. The flexibility of the proposed 

framework allows system designers to select appropriate configurations based on application 

requirements, computational resources, and deployment constraints. Overall, these results confirm that 

the proposed Transformer-based intrusion detection framework provides a robust, scalable, and 
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intelligent solution for securing IoV networks against diverse cyber threats. To further contextualise the 

significance of the proposed framework, a quantitative comparison with representative state-of-the-art 

intrusion detection methods evaluated on similar IoV and CAN bus security tasks is presented as 

follows. Nguyen et al. [25] proposed a Transformer-based attention network for in-vehicle intrusion 

detection and reported accuracy values of 98.7% on a CAN bus dataset, without applying systematic 

feature selection. Yang and Effatparvar [26] employed a deep learning model with triple attention 

mechanism for CAN bus IDS, achieving F1-scores in the range of 97–99% on selected attack classes. 

Zhang et al. [27] applied a hybrid CNN-BiLSTM-Transformer approach with combined feature 

selection on the CIC-IDS 2017 dataset, reporting 99.80% accuracy. In comparison, the proposed 

framework achieves accuracy and F1-score of 1.0000 under the optimal IG-based configuration on 

CICIoV2024, demonstrating superior detection performance specifically tailored for IoV CAN bus 

security. Importantly, the advantage of the proposed method lies not only in the absolute performance 

metrics but also in the systematic integration of three complementary feature selection strategies, which 

directly reduces computational overhead and improves model efficiency. For deployment on Electronic 

Control Units (ECUs) with constrained memory and processing power, the PCA-based configuration 

with only 9 features offers an effective trade-off between detection accuracy (99.14–100%) and 

computational cost, making it practically deployable on embedded vehicular platforms. The Information 

Gain strategy, by contrast, achieves perfect detection and is more appropriate for server-side or gateway-

level IDS deployments where accuracy is the primary requirement. From an explainability perspective, 

the attention weights produced by the Transformer model offer a degree of interpretability by indicating 

which feature dimensions receive higher attention during classification. This is particularly relevant for 

cybersecurity applications, where understanding the basis for an intrusion decision is critical for trust 

and forensic analysis. In practice, inspecting the attention maps revealed that features associated with 

CAN frame payload byte sequences and transmission timing intervals received consistently higher 

attention in attack detection scenarios. This finding corroborates the theoretical rationale for using 

Information Gain as the primary feature selection strategy, since these high-attention features also 

exhibit the highest entropy reduction with respect to the class label. While full explainability remains 

an open research challenge for Transformer-based models, the multi-strategy feature selection 

framework proposed in this study provides a preliminary degree of feature-level interpretability that can 

guide domain experts in understanding model behaviour. 

Despite the strong detection performance achieved by the proposed Transformer-based intrusion 

detection framework, several limitations should be acknowledged. First, the experimental evaluation is 

primarily conducted on a single IoV dataset, which may limit the assessment of cross-dataset 

generalization under heterogeneous vehicular network conditions. Although cross-validation 

demonstrates robust performance within the dataset, additional validation on multiple IoV and IoT 

benchmarks would provide a more comprehensive evaluation of model generalizability. Second, the 

current study focuses on a fixed set of attack categories, and the effectiveness of the proposed framework 

against a broader spectrum of emerging or zero-day attacks has not yet been fully explored. Third, while 

the Transformer architecture offers high detection accuracy, its computational complexity may pose 

challenges for real-time deployment on resource-constrained vehicular edge devices. Future work will 

therefore consider model optimization techniques, such as lightweight attention mechanisms and model 

compression, to enhance deployment feasibility in practical IoV environments. 

6. CONCLUSION 

This paper presented a Transformer-based intrusion detection framework for Internet of Vehicles 

using multi-strategy feature selection. By integrating Information Gain, Principal Component Analysis, 

and Random Forest-based feature importance, the proposed approach effectively reduces feature 
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redundancy while enhancing detection performance and computational efficiency. The self-attention 

mechanism of the Transformer architecture enables robust modeling of complex dependencies within 

vehicular network traffic, allowing accurate discrimination between benign and malicious CAN bus 

communications. Extensive experiments conducted on the CICIoV dataset demonstrate that the 

proposed framework achieves highly reliable detection performance across multiple data 

representations, including binary, decimal, and hexadecimal formats. The results further show that 

Information Gain-based feature selection yields the highest detection accuracy, while PCA offers a 

favorable trade-off between performance and efficiency. Cross-validation experiments confirm the 

robustness and generalization capability of the proposed model, indicating its suitability for intelligent 

and safety-critical IoV security applications. Despite these promising results, several directions remain 

open for future research. First, the current evaluation focuses on a limited number of attack classes 

within a single dataset. Future work will investigate the scalability of the proposed framework under 

more complex threat scenarios involving a larger number of attack types and heterogeneous IoV 

datasets. Second, while the Transformer-based model demonstrates strong detection performance, 

further optimization is required to reduce computational overhead and facilitate deployment on 

resource-constrained edge devices. Finally, integrating online learning and adaptive attention 

mechanisms to handle evolving traffic patterns and zero-day attacks represents a promising avenue for 

enhancing the practicality of intrusion detection in dynamic IoV environments From a broader 

perspective, the findings of this study make a meaningful contribution to the field of Informatics and 

Computer Science by establishing a principled methodology for securing next-generation intelligent 

transportation systems. As IoV deployment scales globally and vehicles become increasingly 

autonomous and connected, the integrity of in-vehicle communication networks becomes a direct 

determinant of public safety. The proposed framework advances the scientific understanding of how 

attention-based deep learning architectures can be effectively adapted for tabular vehicular network data, 

a domain that has received comparatively less attention than image or text processing in the Transformer 

literature. The demonstrated success of multi-strategy feature selection as a principled pre-processing 

step also has broader applicability to other resource-constrained cybersecurity domains, including 

Industrial IoT, smart grid, and healthcare IoT environments where high-dimensional, imbalanced, and 

structured network traffic data are prevalent. 
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