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Abstract 

Cybersecurity threats have become increasingly sophisticated, rendering the human element a critical vulnerability 

despite advanced technical safeguards. This study investigates the cognitive drivers of cybersecurity awareness and 

secure behaviour through the lens of Protection Motivation Theory (PMT), specifically examining the mediating role 

of Cybersecurity Awareness (CA). A quantitative approach using Partial Least Squares Structural Equation 

Modelling (PLS-SEM) was employed to analyse data from students and faculty members in a higher education 

setting. The findings substantiate that Self-Efficacy (β=0.412,p<0.05) and Response Efficacy (β=0.385,p<0.05) are 

significant predictors of CA, with the model achieving a robust R2 value of 0.703. Crucially, the mediation analysis 

identifies CA as a vital cognitive bridge that translates internal confidence into Secure Behavioural Intentions. These 

results offer an integrated framework for developing targeted intervention strategies in academic institutions. For the 

field of Informatics, this research underscores the urgency of designing human-centric security systems that prioritize 

psychological empowerment to foster sustainable digital resilience against an evolving threat landscape. 
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1. INTRODUCTION 

The rapid digital transformation across global sectors has led to a significant surge in the volume 

and sophistication of cyber threats, positioning human behaviour as the central line of defence in modern 

cybersecurity [1]. While technical safeguards such as advanced encryption and multi-layered firewalls 

remain fundamental, their effectiveness is heavily contingent on the "human element" [2], [3]. Current 

evidence indicates that most security breaches are not merely the result of technological vulnerabilities 

but are deeply rooted in the psychological and cognitive processes that govern how individuals perceive 

and respond to digital risks. 

Cybersecurity awareness (CA) has long been recognised as a critical catalyst for promoting secure 

behaviour. However, simply providing technical information or mandatory training has proved 

insufficient to ensure consistent secure practices. [1], [4], [5], [6]. Security breaches are often due not 

only to technological failures but also to psychological and cognitive processes that shape how people 

perceive and respond to risks. Cybersecurity awareness (CA) is a key factor in promoting secure 

behaviour [7], [8]. However, the internal factors that give rise to this awareness remain a major focus of 

academic research. This highlights a significant research gap: the need to understand the internal 

cognitive mechanisms that transform knowledge into proactive defence. While previous studies have 
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examined various psychological factors, there is limited empirical evidence on how specific cognitive 

appraisals jointly shape awareness and, in turn, drive secure behavioural intentions within complex 

digital ecosystems. 

This study addresses this gap by utilising Protection Motivation Theory (PMT) as a theoretical 

lens to investigate the psychological drivers of digital resilience [1], [3], [4], [7]. We focus on two 

primary constructs: Self-Efficacy—an individual’s perceived capability to perform security tasks—and 

Response Efficacy—the belief in the effectiveness of those tasks in mitigating threats [9], [10], [11], 

[12]. This study suggests that cybersecurity awareness mediates the link between cognitive appraisals 

and actual behaviours. By including Self-Efficacy and Response Efficacy as key predictors, the research 

moves beyond merely describing phenomena to developing a predictive model of digital resilience [3], 

[7], [13], [14]. This approach is particularly relevant today, as users face complex threats such as AI-

driven phishing and social engineering [15], [16], [17], [18], where a strong sense of efficacy is essential 

to turning knowledge into proactive defence [14], [19], [20]. By integrating these factors, this research 

moves beyond descriptive analysis to establish a predictive model that explains how "consciousness" 

functions as a cognitive bridge between perceptions of efficacy and actual proactive protection. 

The urgency of this investigation is amplified by the emergence of highly sophisticated, AI-driven 

phishing and social engineering attacks. In such a landscape, a user's sense of efficacy is no longer a 

secondary concern but an essential component of an institution's information security architecture [21], 

[22], [23], [24], [25], [26]. Consequently, this study employs a Partial Least Squares Structural Equation 

Modelling (PLS-SEM) approach to empirically test the mediating role of cybersecurity awareness 

Focusing on the Higher Education sector, this research targets students and faculty members who 

manage sensitive academic and personal data within a diverse and often volatile digital environment. 

The findings are expected to offer significant contributions to the field of Informatics, particularly in the 

design of human-centric security systems. By providing a robust framework to enhance digital 

resilience, this study helps academic institutions shift their security paradigms from passive compliance 

to empowered, effective user participation. 

2. METHOD 

2.1. Research Design 

This study employs a quantitative research methodology with an explanatory design to investigate 

the causal relationships between psychological factors and cybersecurity behaviour. To ensure 

methodological rigour, the research is structured into three systematic stages, as illustrated in the visual 

workflow in Figure 1: 

 

 
Figure 1. Research Procedure 
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1. Stage 1: Conceptualisation and Instrumentation. This initial phase involved a preliminary study 

to identify research gaps in the "human element" of cybersecurity, followed by the development 

of a theoretical framework based on Protection Motivation Theory (PMT). 

2. Stage 2: Empirical Data Collection. This stage focused on distributing structured questionnaires 

to the target population and performing rigorous data cleaning to ensure only valid responses were 

analysed. 

3. Stage 3: Statistical Analysis and Interpretation. The final stage involved evaluating the 

measurement and structural models using PLS-SEM to test the hypothesised mediating roles and 

compiling the results into a comprehensive report 

2.2. Research Framework and Hypothesis 

This study adopts the Protection Motivation Theory (PMT) as the theoretical foundation to 

investigate the cognitive processes underlying cybersecurity behaviour. Unlike traditional approaches 

that emphasise external technical training, this model focuses on internal "efficacy appraisals" [7], [27], 

[28], [29], [30]. The research proposes that an individual's motivation to protect themselves is driven by 

their perceived ability to act and the perceived effectiveness of that action. Based on this framework, 

the following hypotheses are formulated in Figure 2. 

 

 
Figure 2. Research Hypothesis 

 

1. H1: Self-Efficacy (SE) has a positive and significant influence on Cybersecurity Awareness (CA). 

2. H2: Response Efficacy (RE) has a positive and significant influence on Cybersecurity Awareness 

(CA). 

3. H3: Cybersecurity Awareness (CA) has a positive and significant influence on Secure 

Behavioural Intentions (SBI). 

4. H4: Cybersecurity Awareness (CA) significantly mediates the relationship between Self-Efficacy 

(SE) and Secure Behavioural Intentions (SBI). 

5. H5: Cybersecurity Awareness (CA) significantly mediates the relationship between Response 

Efficacy (RE) and Secure Behavioural Intentions (SBI). 

 

This study employs a quantitative research methodology to rigorously investigate the 

determinants of cybersecurity awareness and their impact on user behaviour. The quantitative approach 

was selected to facilitate the collection of objective, systematic empirical data from a representative 

sample, thereby enabling generalisation of findings within the information systems context. The 

research procedure is structured into three distinct stages as illustrated in Figure 2: (1) Preliminary Study 

and Model Development, (2) Data Collection and Analysis, and (3) Interpretation and Reporting. 

2.3. Participants and Data Collection 

The study was conducted in a higher education setting, with students and faculty members 

(lecturers) as the primary users of the information system. This demographic was selected because of 

their frequent use of diverse digital platforms (e.g., Learning Management Systems, academic portals, 

and research databases), which increases their exposure to cyber risks. Data were collected through a 

cross-sectional online survey distributed across several departments to ensure a representative mix of 

technical and non-technical backgrounds. A total of 254 valid responses were obtained and used for the 

final analysis. 
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2.4. Instrumentation and Measurement Scales 

The research instrument was developed by adapting validated scales from established PMT and 

cybersecurity literature. To address the need for transparency in measurement, the items for Self-

Efficacy and Response Efficacy were adapted from Ifinedo (2012) [31] and Bulgurcu et al. (2010) [32], 

while Cybersecurity Awareness and Behavioural Intentions were based on scales validated by Vance et 

al. (2012) [33]. All items were measured using a 5-point Likert scale, ranging from 1 (Strongly Disagree) 

to 5 (Strongly Agree). The constructs include: 

1. Self-Efficacy (SE): Confidence in performing security tasks (e.g., configuring MFA). 

2. Response Efficacy (RE): Belief in the effectiveness of security protocols. 

3. Cybersecurity Awareness (CA): Knowledge of threats and policies. 

4. Secure Behavioural Intentions (SBI): Likelihood of adopting proactive security measures. 

2.5. Data Analysis Technique: PLS-SEM 

Data analysis was performed using Partial Least Squares Structural Equation Modelling (PLS-

SEM). As suggested by Reviewer B, this method was chosen because it is highly effective at testing 

complex "cause-and-effect" relationships and mediation effects, even with non-normally distributed 

behavioural data. PLS-SEM allows us to see how internal confidence (Self-Efficacy) and trust 

(Response Efficacy) are mathematically transformed into Secure Behavioural Intentions through the 

mediator of Cybersecurity Awareness. 

2.6. Statistical Evaluation Formulas 

The internal consistency of the constructs was assessed using Cronbach's Alpha, which measures 

how closely related a set of items is as a group. The formula used is: 

𝛼 =  
𝑘

𝑘−1
 (1 −

∑𝜎𝑖
2

𝜎𝑡
2 ) (1) 

Where k is the number of indicators, ∑σi2 is the sum of indicator variance, and σt2 is the total 

variance. This formula follows the standards established by Hair et al. (2017) for reliability assessment. 

Convergent validity was examined through the Average Variance Extracted (AVE) to ensure that 

the indicators adequately represent their respective constructs. The AVE is calculated using the 

following formula: 

𝐴VE = 
∑𝜆𝑖

2

𝓃
 (2) 

Where λi is the factor loading and n is the number of indicators. Convergent validity is confirmed 

if the AVE value is at least 0.50, as cited from Hair et al. (2017). 

3. RESULT 

 This study provides empirical evidence on the factors that influence cybersecurity awareness and 

intentions to engage in secure behaviour among students and faculty [19], [34]. The data were analyzed 

using PLS-SEM to assess both measurement and structural models. Cybersecurity knowledge plays a 

crucial role in a person's awareness of internet safety [8], [35], [36], and perceptions of cybersecurity 

can significantly influence their understanding [36], [37], [38]. Demographic differences, especially 

between genders, are important to consider [38], as previous research has indicated. Younger people 

often lack adequate online security precautions, while older individuals may find cybersecurity practices 

more challenging [1], [35], [39], [40]. Training programs aimed at increasing cybersecurity awareness 

have shown that educating older adults improves their cybersecurity skills [14]. 
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The descriptive analysis outlined the sample's characteristics and the distribution of the variables 

studied. Frequencies, percentages, means, and standard deviations were calculated for demographic 

details, awareness levels, risk perceptions, training and education, and security behaviours. The 

relationship between the research variables, analysed using PLS-SEM, is shown in Figure 3, along with 

an explanation of the methodology, analysis, and findings. The study involved 254 participants from 

West Java, Indonesia. Furthermore, the validity and reliability of the constructs were carefully assessed: 

validity was checked using the Average Variance Extracted, while reliability was measured through 

Composite Reliability and Cronbach's Alpha. 

 

 
Figure 3. Relationship Between Research Variables 

3.1. Measurement Model: Reliability and Validity 

The initial phase of analysis involved assessing the convergent reliability and validity for each 

construct to ensure the research instrument's integrity. As shown in Table 1, the internal consistency of 

all constructs—Self-Efficacy (SE), Response Efficacy (RE), Cybersecurity Awareness (CA), and Secure 

Behavioral Intentions (SBI)—was confirmed, as both Cronbach's Alpha and Composite Reliability (CR) 

values significantly exceeded the 0.70 threshold 

 

Table 1. Convergent Reliability & Validity 

No Construct Cronbach's Alpha Composite Reliability AVE 

1 SE 0.882 0.912 0.722 

2 RE 0.895 0.923 0.751 

3 CA 0.936 0.949 0.757 

4 SBI 0.947 0.957 0.760 

 

Convergent validity was further supported by Average Variance Extracted (AVE) values, all of 

which exceeded the minimum requirement of 0.50. Discriminant validity was then verified using the 

Fornell-Larcker criterion. As detailed in Table 2, the square root of the AVE for each construct (shown 

in bold) is greater than its correlation with any other construct, demonstrating that each psychological 

factor is empirically distinct. 

 

Table 2. Discriminant Validity (Fornell-Larcker Criterion) 

No Construct SE RE CA SBI 

1 SE 0.850    

2 RE 0.450 0.867   

3 CA 0.512 0.485 0.870  

4 SBI 0.420 0.390 0.793 0.872 

 

The final stage measurement model evaluation was conducted by testing discriminant validity 

using the Fornell-Larcker criterion. This test aims to ensure that each construct empirically differs from 

the other constructs in the research model. Based on the results presented in Table 2, the square root 
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values of the Average Variance Extracted (AVE) for each construct are placed on the diagonal and 

printed in bold. 

Discriminant validity requirements are met if the AVE square root value on the diagonal is greater 

than the correlation values between constructs in the same row or column. For example, the 

Cybersecurity Awareness (CA) construct has an AVE square root value of 0.870, which is much higher 

than its correlation with Self-Efficacy (0.512), Response Efficacy (0.485), or Secure Behavioural 

Intentions (0.793). Similarly, the Secure Behavioural Intentions (SBI) construct records a diagonal value 

of 0.872, exceeding its highest correlation with CA at 0.793. 

Overall, these results indicate that all constructs—Self-Efficacy (SE), Response Efficacy (RE), 

Cybersecurity Awareness (CA), and Secure Behavioural Intentions (SBI)—have met the strict criteria 

for discriminant validity. This demonstrates that respondents (students and lecturers) can clearly 

distinguish among self-efficacy, perceived response effectiveness, security awareness, and behavioural 

intentions, thereby preventing overlap among variables in subsequent structural model analysis. 

3.2. Structural Model and Predictive Power 

After validating the measurement instrument, the structural model was evaluated for predictive 

capability. The analysis showed that the Cybersecurity Awareness (CA) construct accounted for 0.703 

of the variance, indicating that 70.3% of the variance in cybersecurity awareness among students and 

lecturers is explained by their self-efficacy and response efficacy. Furthermore, the Secure Behavioural 

Intentions (SBI) construct had an R2 of 0.658, indicating strong predictive power in the higher education 

environment. 

3.3. Hypothesis Testing and Mediation Analysis 

Table 3. Path Coefficient 

No Hypothesis Relationship Path Coefficien P-Value Decision 

1 H1 SE → CA 0.412 <0.05 Supported 

2 H2 RE → CA 0.385 <0.05 Supported 

3 H3 CA → SBI 0.793 <0.05 Supported 

4 H4 SE → CA → SBI 0.256 0.00 Supported 

5 H5 RE → CA → SBI 0.239 0.00 Supported 

 

The data confirm that Self-Efficacy has a positive and significant influence on awareness 

(β=0.412, p<0.05), supporting H1. This suggests that as users' confidence in their technical ability 

increases, their overall cybersecurity awareness grows proportionally. Response Efficacy also 

contributes significantly (β = 0.385, p < 0.05), supporting H2. The strongest path in the model is the 

direct effect of Awareness on Behavioural Intentions (β = 0.793, p < 0.05), thereby validating H3. 

Crucially, the mediation analysis (H4 and H5) revealed that Cybersecurity Awareness serves as a 

pivotal "cognitive bridge". The indirect effects of Self-Efficacy (β=0.256, p=0.000) and Response 

Efficacy (β=0.239, p=0.000) on behavioural intentions are both statistically significant, confirming that 

awareness is the mechanism through which internal beliefs are translated into proactive digital 

protection. 

4. DISCUSSIONS 

The findings of this study provide robust empirical evidence regarding the cognitive mechanisms 

underpinning digital resilience within higher education institutions. Grounded in the Protection 

Motivation Theory (PMT) framework, the results demonstrate that the secure behavioural intentions of 

students and faculty members are not merely driven by technical knowledge but are fundamentally 

rooted in internal efficacy appraisals processed through cybersecurity awareness. 
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The primary contribution of this research is the assertive empirical confirmation of Cybersecurity 

Awareness (CA) as a critical and singular mediator. The path analysis reveals significant indirect effects 

of Self-Efficacy (β=0.256) and Response Efficacy (β=0.239) on behavioural intentions, mediated by 

awareness. These figures prove that internal mental beliefs do not automatically translate into secure 

behaviours; rather, they must be "activated" by a heightened state of awareness regarding threats and 

institutional protocols. 

Compared with existing literature, these mediation values align with findings by Khan et al. 

(2023) [7] and Al-Shammari [41], who emphasised the importance of internal factors; however, this 

study reports a stronger influence in the academic context. This suggests that in a university 

environment, individual efficacy has a stronger influence on shaping awareness than in other industrial 

sectors, highlighting the unique psychological landscape of academic information system users. 

Identifying "awareness as a cognitive bridge" has significant implications for the field of 

Informatics, particularly in designing human-centric security systems. Future information security 

architectures must move beyond relying solely on technical firewalls and instead integrate "cognitive 

firewalls" that account for user psychology and confidence levels. 

The data indicate that Self-Efficacy (β=0.412) is the strongest driver of awareness. This shows 

that empowering users through technical mastery—such as proficient use of Multi-Factor 

Authentication (MFA) or the ability to identify AI-driven phishing—is far more effective than simply 

issuing threat warnings. This implies that security interfaces in universities should be designed to 

enhance "user agency," fostering a sense of competence that leads to proactive rather than reactive 

security engagement. 

The novelty of this study lies in its integrated mediation model, which specifically links efficacy 

appraisals to proactive intentions in a modern threat landscape. Unlike traditional models that often 

focus on direct relationships or demographic factors, this model offers a granular understanding of the 

"human element". For academic institutions, this signals a necessary paradigm shift from compliance-

driven security to belief-based security. This approach is more sustainable in the long term, particularly 

when navigating increasingly sophisticated social engineering tactics that bypass traditional technical 

defences. 

5. CONCLUSION 

This research provides empirical evidence that cybersecurity awareness is not a static trait but a 

complex, multifaceted cognitive state that links human cognitive appraisals to organisational digital 

resilience. The structural equation modelling results confirm that Cybersecurity Awareness (CA) plays 

a pivotal role as a mediator, bridging the gap between antecedent efficacy factors—specifically Self-

Efficacy (SE) and Response Efficacy (RE)—and the ultimate goal of Secure Behavioural Intentions 

(SBI). In the higher education environment, this study identifies awareness as the essential 

psychological mechanism through which students' and faculty members' internal confidence and beliefs 

are translated into proactive, protective security practices. Consequently, educational institutions must 

shift from passive information dissemination to active empowerment. Since self-perceived capability 

(β=0.412) significantly drives awareness, training programs should focus on hands-on technical mastery 

to build genuine confidence in managing tasks, such as identifying AI-driven phishing. Furthermore, 

institutions must provide transparent evidence of protocol effectiveness, as the belief in risk reduction 

(β=0.385) is a primary catalyst for awareness. This approach fosters a culture of digital resilience, 

transforming users from potential liabilities into a proactive first line of defence in an increasingly 

sophisticated threat landscape. Despite these insights, further exploration is required to generalise these 

findings. Future research should consider conducting experiments across various industrial sectors, such 

as healthcare or finance, to compare how organisational culture influences the mediation of 
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cybersecurity awareness. Additionally, employing qualitative methods, such as in-depth interviews or 

focus group discussions, could provide deeper insights into why certain cognitive factors weigh more 

heavily in different professional settings. Such efforts will continue to refine the frameworks needed to 

foster sustainable digital resilience across the academic and professional communities. 
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