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Abstract

Fingerprint image identification plays a crucial role in biometric authentication systems; however, selecting an
appropriate algorithm remains challenging due to trade-offs between identification accuracy and computational
efficiency. This study aims to comparatively evaluate the performance of a traditional Minutiae-Based algorithm and
a Convolutional Neural Network (CNN) for fingerprint image identification to determine their respective strengths
and limitations. The Minutiac-Based method extracts distinctive ridge features, such as ridge endings and
bifurcations, followed by a similarity-based matching process. In contrast, the CNN model automatically learns
discriminative features from raw fingerprint images through deep learning. Experiments were conducted on a multi-
subject fingerprint dataset, and performance was assessed using identification accuracy, False Acceptance Rate
(FAR), False Rejection Rate (FRR), and computation time per image. The results show that CNN achieved a higher
identification accuracy of 98.6%, with a FAR of 1.2% and FRR of 1.4%, outperforming the Minutiac-Based
algorithm, which obtained 92.3% accuracy, 4.8% FAR, and 3.9% FRR. However, the Minutiae-Based approach
demonstrated superior computational efficiency, requiring an average processing time of 0.42 seconds per image
compared to 1.35 seconds for CNN. These findings highlight a clear performance trade-off between accuracy and
processing speed. The novelty of this study lies in providing a structured quantitative comparison that integrates
accuracy, security metrics, and computational cost within a unified evaluation framework. The results contribute to
the development of biometric systems by offering practical guidance for selecting fingerprint identification
algorithms based on application-specific requirements, whether prioritizing high recognition accuracy or real-time
computational efficiency.
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1. INTRODUCTION

Fingerprint image identification is one of the most established biometric technologies due to its
uniqueness, permanence, and ease of acquisition. It has been widely implemented in access control
systems, attendance monitoring, forensic investigations, and personal authentication applications [1][2].
Compared to other biometric modalities such as face and iris recognition, fingerprint identification
generally offers a favorable balance between reliability, user acceptance, and implementation cost,
making it highly suitable for large-scale deployment [3][4]. However, the increasing demand for highly
accurate and secure biometric systems introduces significant challenges. In real-world scenarios,
fingerprint images are often affected by noise, low resolution, partial impressions, sensor limitations,
and variations in finger pressure or orientation [5][6]. These factors may degrade identification
performance and increase the risk of False Acceptance (unauthorized access) or False Rejection (denial
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of legitimate users), both of which have critical security implications [7][8]. Consequently, improving
robustness and reliability under practical conditions remains a central research concern.

Traditional fingerprint identification systems predominantly employ Minutiae-Based algorithms,
which extract distinctive ridge features such as ridge endings and bifurcations, followed by a matching
process based on spatial similarity [9][10][11]. These methods are computationally efficient and
interpretable, making them suitable for embedded and real-time systems. Nevertheless, their
performance is highly dependent on image quality and preprocessing accuracy. Imperfect enhancement,
thinning errors, and noise contamination may lead to missing or spurious minutiae, significantly
reducing identification accuracy [12][13][14]. Thus, while efficient, Minutiae-Based approaches are
sensitive to variations in acquisition conditions. Recent advances in deep learning, particularly
Convolutional Neural Networks (CNNs), have introduced a paradigm shift in fingerprint recognition.
Unlike handcrafted feature extraction methods, CNNs automatically learn hierarchical and
discriminative representations directly from raw images [15][16]. This capability allows CNN-based
systems to better tolerate noise, distortion, and partial fingerprints. Empirical studies have reported
substantial improvements in recognition accuracy using CNN architectures. However, these gains often
come at the cost of increased computational complexity, longer processing time, and higher hardware
requirements, which may limit their applicability in resource-constrained environments [17][18].

Although both Minutiae-Based and CNN-based methods have been extensively investigated,
existing studies tend to focus on optimizing a single approach rather than conducting a balanced
comparison between the two paradigms. Moreover, several comparative works suffer from
inconsistencies in datasets, preprocessing procedures, or evaluation metrics, making objective
performance comparison difficult [19][20][21][22]. As a result, there remains limited empirical
evidence that systematically analyzes the trade-off between identification accuracy, security metrics
(FAR and FRR), and computational efficiency under identical experimental conditions [23][24]. To
address this gap, this study provides a structured and fair comparative evaluation of Minutiaec-Based and
CNN algorithms for fingerprint image identification using the same dataset, preprocessing pipeline, and
evaluation metrics. The primary novelty of this work lies in integrating accuracy, error rates (FAR and
FRR), and computation time into a unified quantitative framework to explicitly analyze the
performance—efficiency trade-off between classical and deep learning-based approaches.

Therefore, this research aims to comparatively evaluate the Minutiae-Based algorithm and
Convolutional Neural Network (CNN) for fingerprint image identification [25]. The findings are
expected to provide practical guidance for researchers and practitioners in selecting appropriate
fingerprint identification techniques based on application requirements, data characteristics, and
computational constraints..

2. METHOD

This study conducts a comparative evaluation of Minutiaec-Based and Convolutional Neural
Network (CNN) algorithms for fingerprint image identification[26][27]. The methodology consists of
four main stages: dataset preparation, preprocessing, feature extraction and matching, and performance
evaluation.

2.1. Dataset

Experiments utilized the FVC2004 fingerprint dataset, containing 800 images from 100 subjects
with variations in orientation, pressure, and image quality. The dataset was divided into a training set
(60%) for CNN model training and a testing set (40%) for performance evaluation. All images were
resized to 256 x 256 pixels for uniformity.
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2.2. Preprocessing

All fingerprint images underwent preprocessing to enhance ridge patterns and reduce noise:
1. Grayscale conversion

2. Histogram equalization

3. Gabor filtering

4. Thinning (for Minutiae-Based extraction)

2.3. Feature Extraction and Matching

a) Minutiae-Based Algorithm

Minutiae points (ridge endings and bifurcations) were extracted from thinned images. Matching
compares spatial location and orientation of minutiae between input and template images. Similarity
scores are computed based on matched minutiae points[28][29].

b) Convolutional Neural Network (CNN)

The CNN model automatically learns discriminative features directly from raw fingerprint
images. The proposed architecture consists of three convolutional layers with kernel sizes of 3x3, each
followed by a Rectified Linear Unit (ReLU) activation function and 2x2 max-pooling layers. The 3x3
kernel size was selected because it effectively captures local ridge patterns and fine texture details in
fingerprint images while maintaining a manageable number of parameters. The number of convolutional
layers was limited to three to balance feature representation capability and computational efficiency,
considering the moderate size of the dataset.

The extracted feature maps are then flattened and passed to two fully connected layers, with the
final layer using a softmax activation function for multi-class classification. A dropout layer (rate = 0.5)
was applied between fully connected layers to reduce overfitting and improve generalization
performance. The model was trained using the cross-entropy loss function, which is suitable for multi-
class classification problems, and optimized using the Adam optimizer with a learning rate of 0.001.
Adam was chosen due to its adaptive learning rate mechanism and faster convergence compared to
conventional stochastic gradient descent. The training process was conducted for 50 epochs, as
performance stabilization was observed after this range during preliminary experiments. A batch size of
32 was used to ensure stable gradient updates while maintaining computational efficiency.

To enhance robustness and prevent overfitting, data augmentation techniques including rotation
(£15°), scaling (£10%), and translation were applied. These transformations simulate real-world
variations in fingerprint acquisition, such as changes in finger orientation and placement.[30][31].

2.4. Performance Evaluation

Performance metrics were calculated using the following formulas:
1. Accuracy (%):

Number of Correct Identifications

Accuracy = X 100% (1)

Total Number of Tests

2. False Acceptance Rate (FAR):

__ Number of Unauthorized Fingerprints Accepted

= 0
FAR Total Number of Unauthorized Attempts X 100% (2)
3. False Rejection Rate (FRR):
FRR = Number of Genuine Fingerprints Rejected % 100% (3)

Total Number of Genuine Attempts

4. Computation Time: Average time to process and identify a single fingerprint image, measured in
seconds.
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This comparative methodology ensures a fair and reproducible evaluation of both classical
(Minutiae-Based) and deep learning (CNN) approaches, highlighting trade-offs between accuracy and
computational efficiency[32][33].

3.  RESULT

3.1. Dataset

Table 1. Dataset Composition for Fingerprint Identification

Subject Total Training Set  Testing Set Notes on Variations

ID Images (60%) (40%)
1 8 5 3 Rotation £15°, varying pressure
2 8 5 3 Partial fingerprints included
3 8 5 3 Low-quality images included
4 8 5 3 Finger moisture variation
5 8 5 3 Finger dryness variation
6 8 5 3 Rotation £10°, translation +3 pixels
7 8 5 3 Scaling variation 0.9—1.1
8 8 5 3 Partial prints, low contrast
9 8 5 3 Smudged fingerprints
10 8 5 3 Dry and rough skin
11 8 5 3 Rotation £20°, pressure variation
12 8 5 3 Varying finger positioning
13 8 5 3 Partial prints, rotation
14 8 5 3 Low-quality sensor capture
15 8 5 3 Wet finger conditions
16 8 5 3 High contrast, clean prints
17 8 5 3 Partial print with noise
18 8 5 3 Variable finger pressure
19 8 5 3 Slight rotation and translation
20 8 5 3 Skin dryness, low contrast
21 8 5 3 Finger scars affecting ridges
22 8 5 3 Partial prints with blur
23 8 5 3 Rotation £15°, noisy background
24 8 5 3 Fingerprint smudges and artifacts
25 8 5 3 Varying pressure and rotation
26 8 5 3 Combination of low quality and partial prints
27 8 5 3 Sensor noise, rotation
28 8 5 3 Wet and dry finger variation
29 8 5 3 Finger movement blur
30 8 5 3 High-quality clean prints
100 8 5 3 Combination of all variations

The dataset used in this study consists of 800 fingerprint images from 100 subjects, with each
subject contributing 8 images. The images were collected under controlled conditions using a high-
resolution optical fingerprint scanner. Variations in finger orientation, pressure, and positioning were
intentionally introduced to simulate real-world acquisition scenarios.

a) Subjects: 100 individuals (male and female, aged 18—50)
b) Images per subject: 8 images (4 for training, 4 for testing)
c) Image resolution: 512 x 512 pixels, 8-bit grayscale

d) Acquisition variations:
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1) Different finger orientations (rotated +15°)
2) Varying finger pressure
3) Partial fingerprint capture
For CNN training, 60% of the images (480 images) were used as the training set, and 40% (320
images) were used as the testing set. For the Minutiac-Based algorithm, the same testing set was applied
to evaluate performance under identical conditions, ensuring a fair and reproducible comparison.

Total: 100 subjects, 800 images (480 training, 320 testing)

Notes:

a) Each subject contributes 8 fingerprint images.

b) Training set (60%): 480 images used for CNN model training.

c) Testing set (40%): 320 images used to evaluate both CNN and Minutiae-Based algorithms.

d) Variations include rotation, pressure differences, partial fingerprints, and low-quality images to
simulate realistic acquisition conditions.
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Gambar 1. Dataset Fingerprint

The dataset ensures a representative sample for fingerprint identification research, containing
challenging cases such as low-quality and partially captured fingerprints, making it suitable for testing
the robustness of both classical and deep learning-based algorithms.

3.2. Preprocessing

Preprocessing is a critical step in fingerprint image identification, as it directly impacts the quality
of extracted features and overall recognition performance. The preprocessing pipeline enhances image
quality, reduces noise, and standardizes fingerprint patterns across the dataset. In this study, all 800
fingerprint images from 100 subjects underwent the following steps, with quantitative observations
recorded for each stage to evaluate improvements in image clarity and usability.
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a) Grayscale Conversion

All RGB fingerprint images were converted to grayscale to reduce computational complexity and
emphasize ridge structures. After conversion, the average pixel intensity variance increased from 45.2
(RGB channel mean) to 62.8, indicating improved contrast between ridge and valley regions. This step
ensures that color information does not interfere with feature extraction.

b) Histogram Equalization

Histogram equalization was applied to enhance contrast. The average contrast-to-noise ratio
(CNR) improved from 1.35 before equalization to 2.14 after, making ridge and valley structures more
distinguishable. Approximately 98% of the images showed enhanced ridge visibility, which is
particularly beneficial for accurate minutiae detection in the Minutiae-Based algorithm.

c¢) Gabor Filtering

Gabor filters with orientations ranging from 0° to 180° in 15° increments were applied to
emphasize ridge patterns while suppressing noise. Post-filtering, the ridge clarity index increased by an
average of 27%, and noisy artifacts were reduced by 15%, as measured using standard deviation of
background pixel intensity. This step significantly improved the quality of features used for both
Minutiae-Based and CNN algorithms.

d) Image Thinning (Skeletonization)

For the Minutiae-Based method, the images were thinned to a one-pixel-wide skeleton, preserving
ridge connectivity. After thinning, the average ridge pixel count decreased from 74,500 pixels to 12,300
pixels, reducing computational complexity while maintaining essential structural information for
minutiae detection.

e) Noise Reduction
Morphological operations and median filtering were applied to remove small artifacts. After noise

reduction, the number of isolated noise pixels decreased from an average of 1,150 pixels per image to
85 pixels per image, enhancing the accuracy of minutiae extraction and reducing false matches.

By systematically performing these preprocessing steps, all fingerprint images became
standardized and high-quality, ensuring fair and reproducible input for both the classical Minutiac-Based
algorithm and the CNN-based deep learning method. The data from each preprocessing stage
demonstrates measurable improvements in image clarity, noise suppression, and feature visibility,
forming a solid foundation for accurate fingerprint identification.

3.3. Feature Extraction and Matching

Feature extraction and matching are crucial stages in fingerprint identification, as they determine
the accuracy and reliability of recognition. In this study, both Minutiae-Based and Convolutional Neural
Network (CNN) methods were applied to the preprocessed dataset of 800 fingerprint images from 100
subjects, with each method evaluated using quantitative measures.

a) Minutiae-Based Algorithm

The Minutiae-Based algorithm identifies ridge endings and bifurcations in thinned fingerprint
images. After preprocessing and skeletonization, minutiae points were extracted by analyzing the 3x3
neighborhood of each ridge pixel. Each detected minutia was represented as a feature vector containing:

Minutia = (x,y, 0)

Where:
1) x,y= coordinates of the minutia point
2) 6= orientation of the ridge
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Quantitative Data:

1) Average number of minutiae per fingerprint: 42 + 6 points

2) Detection success rate after noise reduction: 95% of expected points
3) False minutiae rate: ~3.1%

Similarity Score
Matching between input and template fingerprints was computed using a similarity score (S):

_ N
- max(N;,N¢)

x 100% (4)

Where:
1) N,,=number of matching minutiae points
2) N;=number of minutiae in the input fingerprint
3) N;=number of minutiae in the template
Matching Results:
1) Average similarity score for genuine matches: 87.4%
2) Average similarity score for impostor comparisons: 21.6%
3) Threshold for acceptance (T5) = 60%
These results indicate that the Minutiae-Based method is robust for high-quality fingerprints but
can be sensitive to partial or low-quality images.

b) Convolutional Neural Network (CNN)

CNN automatically extracts hierarchical features from raw fingerprint images. The architecture
used in this study consists of:
1) Input Layer: 256x256 grayscale images
2) Convolutional Layers: 4 layers with 3x3 kernels, ReLU activation, stride=1
3) Pooling Layers: Max pooling 2x2 to reduce feature map size
4) Fully Connected Layers: Two layers generating a feature vector of 512 dimensions
5) Output Layer: Softmax over 100 subjects
Training Parameters:
1) Epochs: 50
2) Batch size: 32
3) Optimizer: Adam, learning rate 0.001
Quantitative Data:
1) Average feature vector per image: 512 dimensions
2) Training accuracy after 50 epochs: 99.2%
3) Testing accuracy: 98.6%
4) Average probability for correct identification: 0.986
5) Misclassification rate: 1.4%
Data Augmentation: Rotation (15°), translation (5 pixels), scaling (0.9—1.1) increased robustness
against variations in fingerprint capture.

¢) Comparison of Methods

Table 2. comparison of methods

Metric Minutiae-Based CNN

Avg. Features per Image 42 minutiae 512-dimensional vector
Genuine Match Similarity Score 87.4% 98.6% probability
False Match Rate 3.1% 1.2%

Processing Time per Image 0.42s 1.35s

The Minutiae-Based algorithm provides interpretable features and faster computation, but CNN
demonstrates superior accuracy, robustness to noise, and generalization across varying image qualities.
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The quantitative data clearly supports the advantages of CNN in fingerprint identification, especially in
real-world, noisy, or partial fingerprint scenarios.

The performance of the Minutiae-Based and Convolutional Neural Network (CNN) algorithms
was evaluated using the FVC2004 fingerprint dataset, which contains 800 images from 100 subjects
with variations in orientation, pressure, and image quality. The evaluation metrics included accuracy,
False Acceptance Rate (FAR), False Rejection Rate (FRR), and computation time per image. Table 1
presents the comparative results of both algorithms.

Table 3. Performance Comparison of Minutiae-Based and CNN Algorithms

Algorithm Accuracy (%) FAR (%) FRR (%) Computation Time (s/image)
Minutiae-Based 92.3 4.8 3.9 0.42
CNN 98.6 1.2 1.4 1.35

1) Accuracy Analysis

The CNN algorithm achieved the highest accuracy of 98.6%, which is 6.3% higher than the
Minutiae-Based method (92.3%). This indicates that CNN can more effectively recognize fingerprint
patterns, even in the presence of noise, partial prints, or distortions. The higher accuracy of CNN is
attributed to its ability to automatically learn hierarchical features from the raw images, whereas
Minutiae-Based algorithms rely on manual extraction of ridge endings and bifurcations, which may be
affected by image quality.
2) Error Rate Analysis

The False Acceptance Rate (FAR) and False Rejection Rate (FRR) further illustrate the superiority

of CNN. CNN achieved a FAR of 1.2% and FRR of 1.4%, while Minutiae-Based algorithms recorded
FAR of 4.8% and FRR of 3.9%. The lower FAR indicates that CNN is less likely to incorrectly accept
an unauthorized fingerprint, and the lower FRR shows that it is more reliable in correctly accepting
genuine fingerprints. In contrast, the Minutiae-Based method’s higher error rates suggest that minutiae
extraction errors, partial ridge structures, and low-quality images can compromise identification
performance.
3) Computational Time

The Minutiae-Based algorithm demonstrated a faster processing time, averaging 0.42 seconds per
image, compared to 1.35 seconds per image for CNN. This reflects a clear trade-off between accuracy
and computational efficiency. While CNN provides superior recognition performance, its higher
computation time may limit its suitability for real-time or resource-constrained applications. The
Minutiae-Based method remains advantageous in scenarios where fast processing is critical, such as
embedded systems or attendance monitoring.
4) Summary of Results

Overall, the results highlight that CNN offers better accuracy and robustness, particularly for
noisy or low-quality fingerprint images, while the Minutiae-Based method excels in computational
efficiency. These findings establish a strong foundation for the subsequent discussion of algorithm
strengths, weaknesses, and practical implications in real-world biometric systems.

4. DISCUSSIONS

The experimental results show that CNN outperformed the Minutiae-Based method in fingerprint
identification accuracy (98.6% vs. 92.3%), as well as in FAR (1.2% vs. 4.8%) and FRR (1.4% vs. 3.9%).
This improvement can be attributed to CNN’s ability to learn hierarchical and discriminative features
directly from raw images, making it more robust to noise, distortion, and partial fingerprints. In contrast,
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the Minutiae-Based approach relies heavily on accurate ridge feature extraction, which is sensitive to
image quality and preprocessing errors.

Unlike several previous studies that used different datasets or evaluation settings, this research
applies identical datasets, preprocessing procedures, and performance metrics to both methods, enabling
a more controlled and objective comparison. However, the higher performance of CNN comes at the
cost of increased computational time (1.35 s/image) compared to the Minutiae-Based method (0.42
s/image), confirming a clear trade-off between accuracy and efficiency. Therefore, CNN is more suitable
for high-security applications requiring high recognition performance, while the Minutiae-Based
method remains advantageous for real-time or resource-limited systems.

Despite its superior accuracy, CNN requires sufficiently large and diverse datasets to ensure
generalization and may be susceptible to overfitting. Additionally, this study is limited to a single dataset
and sensor configuration, which may restrict generalizability to other acquisition environments. On the
other hand, although less accurate, the Minutiae-Based method offers lower computational complexity
and better interpretability.

From an informatics perspective, the findings reflect the broader transition from handcrafted
feature-based systems to data-driven deep learning approaches in biometric identification. This study
contributes by providing a structured evaluation framework that highlights the performance—efficiency
trade-off, thereby supporting informed algorithm selection based on application requirements and
computational constraints.

5.  CONCLUSION

This study conducted a structured comparative evaluation of Minutiae-Based and Convolutional
Neural Network (CNN) algorithms for fingerprint image identification under identical experimental
conditions. The results confirm that CNN achieved superior identification performance, with 98.6%
accuracy, 1.2% FAR, and 1.4% FRR, compared to 92.3% accuracy, 4.8% FAR, and 3.9% FRR for the
Minutiae-Based method. However, the Minutiae-Based algorithm demonstrated significantly faster
processing time (0.42 s/image) than CNN (1.35 s/image), indicating a clear trade-off between
recognition performance and computational efficiency. The main scientific contribution of this study
lies in providing a balanced quantitative comparison that integrates accuracy, error rates, and
computation time within a unified evaluation framework. This contribution supports more informed
decision-making in the design of biometric systems, particularly in selecting algorithms based on
application-specific requirements such as security level, processing speed, hardware capability, and
deployment environment. Despite its findings, this study is limited by the use of a single dataset and a
moderately complex CNN architecture, which may affect generalizability and computational cost.
Future research should investigate cross-dataset validation, lightweight CNN architectures, model
compression techniques, or hybrid approaches that integrate minutiae features with deep learning
representations to achieve a more optimal balance between accuracy, robustness, and efficiency.
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  Accuracy =   Number of Correct Identifications  Total Number of Tests × 100 %


  FAR =   Number of Unauthorized Fingerprints Accepted  Total Number of Unauthorized Attempts × 100 %


  FRR =   Number of Genuine Fingerprints Rejected  Total Number of Genuine Attempts × 100 %


  Minutia = ( x , y , 𝜃 )
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