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Abstract 

As cyber threats and the misuse of personal data continue to increase, private browsing modes in web browsers such 

as Google Chrome and Mozilla Firefox are often perceived as solutions to enhance user privacy. However, these 

modes still leave traces of sensitive data in volatile memory (RAM), even though artifacts stored on disk-based 

storage are removed. This study evaluates the effectiveness of private browsing modes using the National Institute 

of Standards and Technology (NIST) framework integrated with Artificial Intelligence (AI) for forensic analysis. 

Simulation scenarios were conducted to assess the ability of private browsing modes to prevent data retention. The 

results indicate that although private browsing modes successfully eliminate disk-based traces, sensitive data such as 

account credentials can still be extracted from RAM. The integration of AI accelerates the detection of these artifacts. 

This research contributes to the field of digital forensics by providing a systematic framework for evaluating browser 

privacy mechanisms and offering insights for the development of real-time browser security tools. 
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1 INTRODUCTION 

Use privacy on the internet is increasingly important amid the rise of cybercrime [1] and the 

misuse of personal data [2]. Many browsers offer a private mode (private/incognito) [3] which is claimed 

to protect user data from local traces such a browsing history, cache, cookies, and other stored artifacts 

[4]. However, several studies have shown that private mode does not guarantee the complete removal 

of activity traces [5],  as digital evidence may still appear in volatile storage (RAM) or system memory 

[6]. A browser is software designed to retrieve and display information resources from the internet [7].  

Browser play a critical role in the digital ecosystem, as users cannot acess online content without them 

[8]. Modern browsers have undergone extensive developmnet in both quality and quantity, resulting in 

varying usage percentages among users [9]. According to statistical reports from survey platform 

StatCounter, Google Chrome, Internet Explorer and Firefox are the most widely used browsers [10], 

consistently ranking among the top three globally in overall market share [11]. 

 

Table 1. Top Three Web Browsers 

Browser Market Share 

Google Chrome 67,63% 

Mozilla Firefox 8,83% 

Internet Explorer 7,26% 
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The increasing adoption of web browsers aligns with the rapid advancement of internet 

technologies, which have become the backbone of digital transformation. This trend is particularly 

evident in Indonesia, where the number of internet users has shown significant growth. According to the 

latest Reportal data (2024), Indonesia has reached a record of 185.3 million internet users, with the 

majority accessing information through search enginers and sosial media platforms [12]. See Figure 1. 

 

 
Figure 1. Internet Users in Indonesia 

 

The process of handling cyber incidents through forensics analysis has proven effective in 

successfully collecting evidence of criminal activities [13]. The digital forensic investigation method 

developed by the National Institute of Standards and Technology (NIST) has been compared with the 

National Institute of Justice (NIJ) method in the context of MicroSD analysis, with findings indicating 

that the NIST method is more efficient for rapid investigations, while the NIJ method offers a more 

comprehensive and detailed approach [14].  

Privacy mode features are widely implemented in many internet browsers, including Avant, 

Brave, Chrome, Chromium, Comodo IceDragon, Comodo Dragon, Edge, Epic, Falkon, Firefox, 

GreenBrowser, Internet Explorer, Konqueror, Links, Lynx, Maxthon, Midori, Netsurf, Opera, Pale 

Moon, Puffin, Seamonkey, Sleipnir, SlimJet, Tor Browser, Torch, US Browser, Vivaldi, and WaterFox, 

with increasing user awareness of their functions and intended purposes. However, further research is 

needed to understand their true effectiveness and ensure user data privacy [15]. 

Although numerous studies have evaluated the effectiveness of private browsing modes 

[6][16][15] independently, and other research has examined the application of AI [17][18][19] or the 

use of the NIST framework [20][21][22] in digital forensics, there is still no study that systematically 

integrates browser forensic analysis, the NIST framework, and AI modules into a single unified 

approach, particularly for evaluating data leakage in browser private modes. This lack of integration 

results in the absence of a comprehensive and adaptive evaluation framework capable of addressing 

modern investigative challenges that demand high speed and accuracy.  

Based on this research gap, the present study aims to evaluate the effectiveness of private 

browsing modes in Google Chrome and Mozilla Firefox through a digital forensic approach based on 

the NIST framework, enhanced with AI modules [23]. This research examines residual digital artifacts 

[24] in both permanent storage and volatile memory, and assesses the contribution of AI [25] in 

accelerating and improving the accuracy of forensic analysis. The primary contribution of this study is 

the development of a systematic framework that integrates digital forensics, AI, and NIST standards to 

assess browser privacy security [26], thereby strengthening the novelty in the domain of modern browser 

[27] forensics. 
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2 LITERATUR REVIEW 

A comparative study of forensic tools on Mozilla Firefox Private Mode revealed that even with 

private mode enabled, digital artifacs were still found in RAM, with tools such as Autopsy recovering 

up to 83% of browsing logs [4]. A case study involving Google Chrome, Mozilla Firefox, and Opera 

further demonstrated that incognito/private modes continue to leave digital traces, particulary within 

volatile memory (RAM) [10]. Studies on Google Chrome and Mozilla Firefox in a Linux environment 

show that although private mode does not store data on the hard disk, sensitive information can still be 

recovered from RAM [28].  

Research analyzing Chrome, Brave, Firefox, and Tor on Android devices found that private mode 

does not store browsing traces in the file system; however, volatile analysis can recover login 

credentials, and devie restarts do not fully eliminate memory residues [27]. A study on Tor and P2P 

applications reported that artifacts remain stored in the registry, RAM, and hard disk, with tools such as 

Reghost and Bulk Extractor proving effective for extraction, indicating that private mode does not 

completely erase digital traces  [29]. Research on browser credential migration demonstrated that 

automatic login credentials could be successfully migrated in 25 out of 28 browsers, enabling access to 

cloud services without re-authentication, using tools such as Rehost, Mimikatz, and 

DataProtectionDecryptor [30]. 

The implications of these findings highlight that private mode is not fully secure againts forensic 

analysis [31], RAM is the primary source of digital residue [10], memory capacity influences data 

persistence [26],  and forensic tools continue to evolve to address privacy protection challeges [32]. 

In a broader context, the use of NIST-based forensic methods has proven effective in digital 

security investigations, both in file systems and mobile devices [33]. 

 On the AI side, recent studies have begun exploring the adoption of AI and machine learning 

(ML) in digital forensics to automate artifact detection, evidence classification, and large-scale analysis 

[23]. Based on several studies, automation tools such as the MultiAgent Digital Investigation Toolkit 

(MADIK) and the Open Computer Forensic Architecture (OCFA) have been developed, utilizing 

machine learning (ML) based approaches in digital forensics. These approaches incorporate supervised, 

unsupervised, and reinforcement learning, enabling automated data classification and anomaly detection 

[34].  

Research has been conducted to address the growing challenges in digital forensics resulting from 

the increasing complexity of cybercrime. Traditional manual methods are considered inefficient and 

prone to error. Therefore, recent studies propose AI based frameworks to automate evidance acquisition, 

analysis, and reporting, thereby improving both the speed and accuracy of investigations [18]. 

The application of AI in digital forensics [35], particularly for extracing digital evidence, has 

shown promising advancements. AI especially machine learning and deep learning [36], can enhance 

the efficiency of analyzing digital evidence such as emails and network data by automating the detection 

of suspicious patterns [37].  

Another line of research applies AI to automate the evidence analysis phase in digital forensic 

through methods such as Answer Set Programming (ASP), which enables the objective resolution of 

complex investigation problem [38].  

Despite these advancements, there remains a lack of literature that integrates all there aspects 

browser private mode, forensic analysis, and AI into a single systematic framework. 

3 METHOD 

This study employs an experimental approach by integrating digital forensic analysis based on 

the National Institute of Standards and Technology (NIST) framework with Artificial Intelligence (AI) 

modules to evaluate the effectiveness of private browsing modes in web browsers. The research 
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methodology is structured in a systematic and reproducible manner through six main stages, as 

illustrated in Figure 2. 

 

 
Figure 2. Research Stages 

3.1 Research Framework 

The research stages consist of: (1) a forensic and AI-based approach, (2) test scenario design, (3) 

testing platforms and environments, (4) digital evidence acquisition, (5) traditional forensic analysis, 

and (6) integration of AI modules for automated analysis. This approach ensures that the entire 

investigation process adheres to standard forensic procedures while simultaneously leveraging the 

advantages of AI to enhance the efficiency and accuracy of the analysis. 

3.2 Integration of the NIST Framework 

This study adopts the four main phases of the NIST framework—Collection, Examination, 

Analysis, and Reporting—which are integrated with AI modules in the Analysis phase. 

a. Collection  

This stage focuses on the collection and preservation of digital evidence from the test systems. 

The process is carried out by performing disk imaging and RAM capture after browsing sessions in both 

private and normal modes. Memory acquisition is conducted using live forensics techniques to maintain 

data integrity and minimize the loss of volatile artifacts. 

b. Examination 

At this stage, the collected digital evidence is examined using forensic tools such as Belkasoft 

Evidence Center and Autopsy. The examination includes the identification of browser artifacts such as 

cache, cookies, browsing history, login credentials, session tokens, and memory structures associated 

with browsing activities. 

c. Analysis 

The analysis stage is conducted using two approaches: traditional forensic analysis and AI-based 

analysis. Traditional analysis aims to manually identify the presence of artifacts, while AI-based analysis 

is used to automatically and systematically detect artifact patterns and potential data leakage. 

d. Reporting 

The final stage encompasses the documentation of the entire investigation process, the tools used, 

the results of both forensic and AI analyses, as well as recommendations for improving browser privacy 

security. The report is prepared in accordance with forensic soundness principles to ensure academic 

and legal accountability. Figure 3 illustrates the stages of the NIST methodology. 

 

 
Figure 3. NIST Methodology 
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3.3 Testing Scenarios and Data Acquisition 

To ensure reproducibility, this study employs four testing scenarios that represent common 

browsing activities, namely: 

a. Website access and keyword searching, 

b. Web-based account login and logout, 

c. Social media interaction and email services, 

Each scenario is executed on Google Chrome and Mozilla Firefox in private browsing mode. 

After each session, disk and RAM acquisition are performed to obtain consistent digital artifact datasets 

that can be compared across scenarios. See the test scenarios in Figure 4. 

 

 
Figure 4. Four Case Scenarios and Their Implementation 

3.4 Design and Integration of AI Modules 

To clarify the AI-based data processing workflow, this study introduces a dedicated AI integration 

pipeline, as illustrated in Figure 5, which includes the following stages: 

 

 
Figure 5. NIST Method Development with an AI Module 

3.4.1 Data Processing 

Artifacts obtained from the collection and examination phases are cleaned of redundant data, 

normalized, and converted into structured formats (CSV/JSON). This process includes noise removal, 

timestamp synchronization, and encoding of non-numeric attributes. 

3.4.2 Feature Extraction 

Extracted features include URLs, domains, timestamps, session IDs, authentication tokens, cache 

objects, memory metadata, and indicators of user activity. These features represent browsing behavior 

patterns and potential residuals of private browsing modes. 
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3.4.3 AI Modules and Algorithms 

This study employs a supervised machine learning classification approach using the Random 

Forest algorithm due to its ability to handle heterogeneous data and reduce overfitting. The model is 

used to classify artifacts into the following categories: 

a. Normal activity,  

b. Residual artifacts of private browsing mode, 

c. Potential leakage of sensitive data. 

The model is implemented using the Scikit-learn library in a Python environment. See Figure 6 

for the integration of the AI module in the Autopsy tool. 

 

 
Figure 6. Structure of the Autopsy Module Integrated with AI 

 

An example of the Autopsy module framework (Python) is shown in Figure 7 below: 

 

 
Figure 7. Autopsy AI Module Framework 

3.4.4 Model Training and Validation 

The dataset is divided into training and testing data with a 70:30 ratio. The training process is 

validated using k-fold cross-validation (k = 5) to ensure model stability. Model performance is evaluated 

using accuracy, precision, recall, and F1-score metrics.  

3.4.5 Result Interpretation and Human Validation 

The AI classification results are translated into forensic indicators that can be interpreted by 

analysts, such as leakage risk levels and confidence scores. Subsequently, forensic analysts perform 

manual validation to identify potential false positives and false negatives.  
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3.4.6 Reproducibility and Method Validity 

To ensure research reproducibility, all testing environment configurations, activity scenarios, 

forensic tools, and AI model parameters are documented in detail. This approach ensures that the 

proposed method can be replicated and further developed in future studies with variations in browsers, 

operating systems, or AI algorithms. 

4 RESULT 

4.1 Overview of the Experiment 

This experiment aims to evaluate the capability of integrating Autopsy with an external AI module 

in conducting browser forensic analysis on Google Chrome, particularly in scenarios involving email 

(Gmail) and social media (Facebook) login and logout activities, including private browsing (incognito) 

sessions. Forensic data were obtained from disk images, memory dumps, and browser artifacts (history, 

cache, and cookies). The entire process followed the stages of the NIST Digital Forensic Framework. 

4.2 Data Acquisition Results (NIST – Collection) 

4.2.1 Browser Artifacts Extracted by Autopsy 

Autopsy successfully extracted browser artifacts as presented in Table 2. 

 

Table 2. Autopsy Extraction Results of Browser Artifacts 

Artifact Type Quantity Source 

Web History 5 entries History DB 

Browser Cache 3 entries Cache 

Cookies 3 entries Cookies DB 

Memory Artifacts 3 entries RAM Dump 

 

Artifacts from incognito mode did not fully appear in the web history; however, they were 

successfully reconstructed from memory and cache, consistent with the characteristics of private 

browsing. 

4.3 Autopsy Examination Results (NIST – Examination) 

4.3.1 Gmail Login Activity 

Autopsy identified the URL accounts.google.com along with supporting artifacts from history 

and cache. The session cookie (SID) was found in the memory dump. From a forensic perspective, this 

indicates a legitimate email login, with residual authentication evidence preserved in memory. 

4.3.2 Facebook Login Activity (Incognito Mode) 

Autopsy did not display Facebook login activity in the history database. However, several artifacts 

were identified, as shown in Table 3. 

 

Table 3. Facebook Activity Artifacts 

Artifact Source 

Session token Memory 

c_user cookie Cache 

Login timestamp Memory 
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From a forensic interpretation, the Facebook login was performed using incognito mode; 

however, digital traces could still be reconstructed through volatile artifacts. 

4.4 AI Engine Analysis Results (NIST – Analysis) 

Initial integration testing attempted to embed the AI module directly into Autopsy through the 

ingest process. Although the integration was technically successful, it did not produce the expected 

analytical results during Autopsy execution. Therefore, an alternative approach was implemented by 

deploying an external AI engine. In this approach, artifacts extracted by Autopsy were exported into 

CSV files and subsequently processed by the AI engine. The processed data are shown in Table 4. 

 

Table 4. Data Processed by the AI Engine 

AI Feature Source 

URL & Domain Web History 

Login Patterns Cookies & Cache 

Access Time Timestamp 

Sensitive Strings Memory Dump 

4.4.1 AI Processing 

The AI module performed feature extraction on the Autopsy output, followed by vectorization 

using TF-DF and risk classification using logistic regression. The resulting risk predictions are presented 

in Table 5. 

 

Table 5. Risk Prediction Results 

Domain Activity Risk Score Risk Level 

accounts.google.com Email Login 0.62 Medium 

facebook.com Social Media Login (Incognito) 0.84 High 

 

The AI classified the Facebook incognito activity as high risk due to the presence of active session 

artifacts that appeared only in memory and were not recorded in the history database. 

4.5 Integration of Autopsy and AI within the NIST Framework 

4.5.1 NIST Phase Mapping 

The integration mapping between Autopsy and the AI module within the NIST framework is 

shown in Table 6. 

 

Table 6. Integration Mapping of Autopsy and AI in the NIST Framework 

NIST Phase Implementation 

Collection Disk and memory acquisition 

Examination Artifact extraction by Autopsy 

Analysis AI-based risk classification 

Reporting AI result CSV and visualization 

NIST Phase Implementation 

Collection Disk and memory acquisition 

Examination Artifact extraction by Autopsy 

Analysis AI-based risk classification 

Reporting AI result CSV and visualization 
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The integration of AI with the Autopsy forensic tool strengthens the Analysis phase, which is 

traditionally manual in the NIST framework. Autopsy excels at artifact extraction, while AI enhances 

data correlation, risk assessment, and anomaly detection. The integration of both tools results in more 

comprehensive and objective forensic analysis. 

In the context of private browsing, the findings demonstrate that private mode does not completely 

eliminate digital traces. Memory forensics, augmented by AI, is capable of uncovering hidden activities. 

These findings reinforce modern digital forensic literature. 

Validation of the research results was conducted through manual investigator comparison, 

timestamp consistency checks, and cross-artifact verification. The AI results demonstrated analytical 

accuracy consistent with forensic investigators. Table 7 summarizes the forensic results of the AI-

integrated NIST framework. 

 

Table 7. Summary of Results 

Aspect Result 

Autopsy Successful artifact extraction 

AI Engine Successful risk classification 

NIST Compliance Fulfilled 

Incognito Analysis Successfully reconstructed 

 

The results of this study confirm that private browsing mode in Google Chrome and Mozilla 

Firefox does not fully guarantee user anonymity. The primary vulnerability lies in Random Access 

Memory (RAM), which continues to store session artifacts, temporary credentials, and activity traces 

during browser execution. Technically, RAM is volatile but actively records application states, making 

it a critical weakness that private browsing mechanisms cannot fully eliminate. 

Compared with previous studies reporting artifact recovery rates of up to 83% using Autopsy, this 

study demonstrates consistent forensic residue patterns with improved analytical precision through AI 

integration. AI enables cross-artifact correlation and systematic risk assessment, particularly for 

sensitive social media login activities. 

From a computer science perspective, this research contributes a scalable hybrid NIST–AI 

framework for browser forensic automation. This framework supports the development of real-time 

security and privacy evaluation systems and has the potential to serve as a foundation for standardizing 

private browser forensic analysis within the computing discipline. 

5 DISCUSSIONS 

The results of this study confirm that private browsing mode in Google Chrome and Mozilla 

Firefox does not fully guarantee user anonymity. The primary vulnerability lies in Random Access 

Memory (RAM), which continues to store session artifacts, temporary credentials, and activity traces 

during browser execution. Technically, RAM is volatile in nature but actively records application states, 

making it a weakness that is difficult to eliminate through private browsing mechanisms. 

When compared with previous studies, such as research reporting artifact recovery rates of up to 

83% using Autopsy, the findings of this study demonstrate consistency in forensic residue patterns, 

while achieving improved analytical precision through AI integration. AI enables cross-artifact 

correlation and more systematic risk assessment, particularly for sensitive social media login activities. 

From an informatics perspective, this research contributes by introducing a scalable hybrid NIST–

AI framework for browser forensic automation. This framework supports the development of security 

and privacy systems based on real-time evaluation and has the potential to serve as a foundation for 

standardizing private browser forensic analysis within the field of computer science. 
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6 CONCLUSION 

This study evaluated the effectiveness of private browsing mode in Google Chrome and Mozilla 

Firefox using a NIST-based digital forensic approach enhanced with AI. The results indicate that private 

mode provides only partial protection: while activity artifacts are removed from disk storage, digital 

residues such as URLs, timestamps, and session tokens can still be recovered from volatile memory 

(RAM). 

The integration of AI in the analysis phase of the NIST framework was proven to improve 

efficiency and consistency in artifact detection compared to traditional forensic analysis. The hybrid 

NIST–AI approach enables a more systematic, scalable, and reproducible investigation process, 

particularly for complex browser memory analysis. 

From the perspectives of informatics and computer science, this research contributes to the 

advancement of digital forensics and privacy engineering by providing a standardized AI-based 

framework for browser privacy evaluation. This framework has the potential to support browser security 

development and real-time forensic automation. Future research is recommended to extend testing to 

other operating systems such as Linux and Android, include additional browsers such as Brave and Tor 

Browser, and develop AI-based browser plugin prototypes for real-time data leakage detection. 

The AI engine is executed externally to maintain forensic tool integrity, while Autopsy functions 

as the evidence acquisition and visualization platform. 
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