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Abstract

Helmeted rider identification challenges traditional facial recognition, especially in Indonesian campuses like
UNRAM, where motorbike use is prevalent and theft risks are high. This study develops a hybrid CNN-k-NN system
for secure parking access. The dataset contains 2,800 augmented images (Haar Cascade crop, 224x224 grayscale),
with features extracted via VGG16/ResNet and classified using k-NN (k=1, Euclidean/Cosine). The system achieves
95.62% accuracy, with precision, recall, and F1 scores of 0.96. Incremental retraining reduces processing time to
under 1 second, compared to 30 minutes for full retraining. The use of cosine similarity improves accuracy slightly
over Euclidean distance. This solution enhances loT-based smart campuses by enabling efficient, real-time
identification and reducing theft by improving access control. It is adaptable to low-resource environments,
supporting scalable deployments in smart parking and campus security systems.

Keywords : facial recognition, incremental learning, hybrid CNN-k-NN classification, smart parking, university
loT
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1. INTRODUCTION

The swift urbanization and heightened reliance on motorbikes as a principal means of
transportation in Indonesia have mandated the establishment of comprehensive security measures,
especially within university campuses. At the University of Mataram (UNRAM), where a substantial
proportion of students utilize motorcycles, safeguarding vehicle security and enhancing parking
management present critical issues. Artificial intelligence (Al) integrated smart parking systems can
improve security and optimize campus mobility management. Recent reviews on masked and occluded
face recognition technologies further highlight the growing need for reliable biometric solutions in
constrained visibility scenarios [1], [2]

Universities worldwide are implementing intelligent solutions for resource optimization,
primarily concentrating on parking space identification and automated access management [3], [4], [S].

This research presents an innovative Al-based system for identifying helmeted motorcycle riders,
which presents difficulties for traditional facial recognition techniques due to obstructed facial
characteristics. Helmeted rider detection is especially pertinent in Indonesia, where the use of helmets
is compulsory for motorcyclists. Recent studies in masked-face recognition, occlusion robustness, and
multi-view rider identification underscore these challenges and the need for more adaptive methods [6],
[7].

This project seeks to improve campus security by the precise identification of helmeted riders,
consequently mitigating the risks of vehicle theft. Furthermore, it aims to gather mobility data to enhance
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campus design, encompassing parking distribution, class timetabling, and location-specific services.
Moreover, the research advocates for the incorporation of the smart campus paradigm, facilitating the
wider use of smart city technology. Contemporary smart-campus and IoT frameworks increasingly
emphasize data-driven mobility analytics, biometric authentication, and responsive security
mechanisms [8], [9].

The swift advancement of the Internet of Things (IoT) promotes the creation of this system by
allowing the incorporation of sensors, cameras, and real-time identification technologies. Facial
recognition, a prevalent technique in mobile and surveillance applications, can be utilized for secure
parking access by comparing incoming and exiting users. This guarantees that only authorized
individuals can access their automobiles, hence substantially mitigating theft risks. This research
integrates machine learning with IoT, establishing a basis for sustainable smart infrastructure and
providing a reference model for institutions seeking to adopt smart campus technology. Recent
deployments of IoT-driven identity verification also highlight the need for scalable and privacy-aware
biometric pipelines [10], [11].

Facial recognition is a biometric method extensively employed for security, surveillance, and
access control purposes. It entails recognizing or validating a person's face by juxtaposing retrieved
features with a stored database [12]. Numerous techniques have been established, such as Eigenfaces,
Fisherfaces, Local Binary Pattern (LBP), and Convolutional Neural Networks (CNNs) [13], [14]. Deep
learning methodologies, such VGG-Face and FaceNet, have markedly enhanced precision in facial
recognition systems. Previous techniques such as Eigenfaces and Fisherfaces employed Principal
Component Analysis (PCA) and Linear Discriminant Analysis (LDA) for feature extraction [15].
Support Vector Machines (SVMs) were utilized but encountered difficulties in managing extensive
datasets and changes in facial photos [16]. The advent of deep learning revolutionized facial recognition
by facilitating automatic feature extraction devoid of manual engineering. Convolutional Neural
Networks (CNNs) have demonstrated significant efficacy in capturing intricate facial structures [17],
whereas models such as ResNet improve generalization and reduce overfitting concerns [18]. However,
most classical approaches assume relatively static conditions and are not optimized for heavy occlusions
such as helmets, visors, or weather-induced distortions, which recent evaluations report can reduce
accuracy to approximately 85% under uncontrolled environments [1].

Feature extraction in contemporary facial recognition predominantly depends on convolutional
layers in CNNs, which discern essential facial elements, including eyes and bone features, thereby
producing distinctive feature vectors for each individual [19]. Classification techniques are essential in
facial recognition, with prevalent methods comprising Support Vector Machines (SVMs), which
identify an optimal hyperplane for classification [20]; Random Forest classifiers, which improve
accuracy by averaging predictions from multiple decision trees [21]; and Multilayer Perceptron (MLP)
networks, which function as artificial neural networks adept at learning intricate data patterns [22], [23].

This research utilizes the k-Nearest Neighbors (k-NN) algorithm for classification, determining
the k nearest feature vectors to an input sample and categorizing it based on similarity. Two distance
measures, namely Euclidean Distance and Cosine Distance, are examined. Euclidean Distance
quantifies the direct distance between two points in a multi-dimensional space, proving successful when
features are uniformly scaled. Cosine Distance assesses the angular disparity between feature vectors,
effectively reducing variances in magnitude. The integration of deep learning for feature extraction and
k-NN for classification is notably efficient for helmeted facial identification, delivering strong
performance in limited situations.

This study's methodology—combining deep learning for feature extraction with k-NN for
classification—provides an effective resolution to the difficulty of helmeted facial recognition. Deep
learning facilitates the extraction of significant and distinctive features, but k-NN provides an efficient
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and flexible classification approach that does not necessitate complete retraining with the introduction
of new data. The application of cosine distance improves precision in situations with magnitude
fluctuations. This hybrid technique offers a scalable, high-accuracy solution for helmeted rider
detection, making it suitable for practical applications in smart parking and security systems

2. METHOD

This research was carried out through a number of primary processes, which are depicted in the
modular framework (Fig. 2, p. 1534), which includes the following stages: data collection, data
preparation, model construction and training, and performance evaluation. Detailed explanations of each
stage are provided in the following manner:

2.1 DATA COLLECTION

The preliminary phase of this research entailed the acquisition of facial picture data at the Faculty
of Engineering, University of Mataram. The data was acquired with a Bardi Outdoor I[P Camera, which
captured footage of student activities in a natural environment. Periodic frame extraction was conducted
on the recorded videos, capturing one frame every 0.2 seconds. Subsequently, each frame was
transformed into a static image. The existence of a face in each image was confirmed utilizing the Haar
Cascade Classifier. Only photos that properly identified a face were preserved for subsequent
processing.

Data augmentation was employed on the original photos to enhance data diversity and model
robustness. The enhancement entailed rotating the images by around +30 degrees, both clockwise and
counterclockwise, to replicate diverse head angles. A total of 2,800 photos were generated, comprising
both original and augmented images, representing about 100 distinct students. In addition to rotation,
brightness augmentation of +20% was applied to simulate varying illumination conditions, especially
relevant for outdoor helmeted-rider environments. A total of 2,800 photos were generated, comprising
both original and augmented images, representing about 100 distinct students.

2.2 DATA PREPARATION

All photos with identified faces underwent a preprocessing workflow to guarantee uniform and
refined inputs for model training. This preprocessing comprised three essential steps. Initially, cropping
was executed to isolate the facial region, utilizing detection results derived from the Haar Cascade
classifier. This step guaranteed that solely the pertinent segment of the image—the face—was preserved.
The clipped photos were enlarged to a uniform dimension of 224 x 224 pixels. This resolution was
selected due to its prevalent application in many state-of-the-art convolutional neural network
architectures, including VGGNet, which was engineered to accommodate input images measuring 224
x 224 pixels [24]. Employing this standard size enhances interoperability with pre-trained models while
optimizing computational performance and maintaining critical spatial attributes. Finally, the photos
were transformed to grayscale to minimize computational complexity while preserving essential visual
information necessary for efficient model training, as seen in Fig.1 Sample of Data.

Once the dataset had been preprocessed, it was divided into two parts: seventy percent for training
and thirty percent for testing [25], [26], [27]. Additionally, 10% of the training portion was set aside as
a validation subset to support early stopping and reduce the risk of overfitting during CNN feature
extraction.

2.3 MODEL DESIGN AND TRAINING

This study's facial recognition system was created in two stages: feature extraction and
classification. Convolutional Neural Networks (CNN), a deep learning architecture that is ideal for
problems involving the recognition of visual patterns, were employed in the feature extraction phase. In
order to create feature representations from facial photos that could differentiate between several people,
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CNNs were used. The CNN feature extractor was implemented using the PyTorch deep learning
framework, enabling efficient training and flexible model tuning.

Fig. 1 Sample of Data

This study took a more effective approach than traditional training techniques, which necessitate
retraining the entire model whenever new data is supplied. Only feature extraction was used to train the
CNN model, and each added data was incrementally processed before being saved in the feature
database. Through the avoidance of complete retraining with each dataset update, this method reduced
computational time.

The k-Nearest Neighbors (k-NN) technique was used to compare the features that were derived
from test images to the features that were stored for the classification step. To find the closest match and
identify the person in the picture, two similarity metrics—FEuclidean distance and cosine similarity—
were assessed. The k-NN classifier and similarity computations were executed using the SciPy library,
ensuring consistent numerical operations for high-dimensional feature matching

A k-sweep was conducted to optimize the k-value. The optimal k=1 was found, resulting in an
improvement of approximately 2% in the F1-score compared to higher k values. The model was trained
on an NVIDIA RTX 3060 GPU, which accelerated the training process [28]. The OpenCYV library was
utilized for Haar Cascade face detection, while TensorFlow was used for CNN-based feature extraction
and training [13], [27]. Privacy hashing was implemented for the feature vectors to ensure secure and
anonymous storage of facial data [29].
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Fig. 2 Modular Framework: Occlusion-Robust Feature Extraction to Dynamic Classification

24 PERFORMANCE EVALUATION

Several performance metrics were employed to evaluate the effectiveness of the proposed facial
recognition system. The main metric was recognition accuracy, defined as the proportion of correctly
classified test images [30]. This metric offers an overview of the system's capacity for accurate
individual recognition. Additionally, precision, recall, and Fl-score were computed to evaluate the
classification quality [31], [32]. Precision measures the ratio of accurate positive predictions, while
recall quantifies the ratio of correctly identified positives. The F1-score provides a balanced assessment
of classifier performance [33], [34].

The efficiency of retraining was assessed by comparing two methods: full training and incremental
training. Three experimental scenarios were evaluated utilizing datasets comprising 75, 90, and 100
classes, respectively. In each instance, a new class was introduced, and the training duration was
recorded for both methodologies. The analysis showed significant differences in training duration,
highlighting the benefits of incremental learning for scalability. Incremental updates took less than 1
second, compared to 30 minutes for full retraining.

Additionally, precision, recall, and F1-score were computed to evaluate the classification quality.
Precision measures the ratio of accurate positive predictions, while recall quantifies the ratio of correctly
identified positives. The F1-score provides a balanced assessment of classifier performance

A comparative analysis was performed between Euclidean distance and cosine similarity within
the k-NN classifier. The results showed that cosine similarity achieved slightly higher accuracy and a
~2% improvement in FIl-score compared to Euclidean distance, particularly when feature vector
magnitudes varied across classes. This optimization improved performance with minimal computational
overhead. Furthermore, the model demonstrated strong incremental learning capability, allowing new
identities to be added without retraining the entire model. This significantly reduced computation time
and increased scalability
2.4.1 Evaluation Matrix

The system’s performance was evaluated using several metrics: accuracy (acc), precision (prec),
recall (rec), and F1-score. These metrics were computed based on a 70/30 training-testing data split.
The results of the performance evaluation were compared between incremental training and full
retraining. Incremental updates, which involve adding new identities to the model without retraining it
from scratch, were completed in less than 1 second. In contrast, full retraining took approximately 30
minutes, highlighting the efficiency of incremental learning.

In terms of classification accuracy, we compared two distance metrics in k-Nearest Neighbors
(k-NN) classification: Euclidean distance and cosine similarity. The findings showed that cosine
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similarity slightly outperformed Euclidean distance, especially in cases where there were variations in
the magnitude of feature vectors. This optimization helped improve performance while keeping
computational overhead minimal. Additionally, the model supports incremental learning, meaning
new identities can be added to the feature database without requiring a full retraining of the entire
system. This strategy optimizes both computational time and efficiency, making the system scalable
and more adaptable to new data over time.

2.4.2 Hardware and Software

The model was trained using an NVIDIA RTX 3060 GPU, which significantly accelerated the
training process. For face detection, the OpenCV library was used with Haar Cascade, while TensorFlow
was employed for CNN-based feature extraction and training. To ensure privacy and data security,
privacy hashing was applied to the extracted features, anonymizing and securing the stored feature
vectors in compliance with privacy standards.

3. RESULT
3.1 CLASSIFICATION ACCURACY

The efficacy of the suggested approach was assessed by quantifying its classification accuracy in
recognizing helmeted riders. The k-NN algorithm was utilized with several distance measurements to
identify the most efficient method. The use of k-NN with Euclidean distance (k=1) resulted in an overall
accuracy of 95.62%, illustrating its proficiency in accurately classifying riders despite the difficulties
presented by occluded facial features. Furthermore, precision, recall, and Fl-score were each
documented at 0.96, signifying a balanced and dependable categorization performance. These findings
are consistent with recent masked-face and occluded-face recognition studies that highlight

the reliability of CNN feature extraction combined with k-NN classification [35], [36].

Table 1. Performance Comparison Between Non-Occluded and Occluded Facial Input

Condition Precision Recall F1-Score Notes
Non-occluded 0.97 096 0.96 Baseline condition
40 . . )
Occluded. 0.94 092 0.93 4 /) er'rors fh.te to visor obstruction, cosine
(helmet/visor) similarity mitigated =~2% of these errors

Utilizing k-NN (k=1) with Euclidean distance, the system attained an accuracy of 95.62%,
alongside balanced precision, recall, and Fl-score values of 0.96, so affirming the model's
trustworthiness. Prior comparative research also reports that cosine-based similarity often provides more
stable performance under magnitude variation conditions [13], [37], which aligns with our observations.
To further contextualize performance, an additional comparison between non-occluded and
helmet-occluded subsets was conducted (Table 1), showing an Fl-score of approximately 93%
under occlusion. A detailed precision—recall curve is provided in Fig. 4 to illustrate class-separation
behavior under occluded conditions. Euclidean distance remained the optimal metric under uniform
lighting conditions, whereas cosine similarity yielded improved stability when feature magnitudes
varied due to visor shadows and illumination inconsistencies.

3.2 RETRAINING EFFICIENCY

Deep learning-based facial recognition systems have a number of significant issues, one of the
most significant of which is the rise in training time that occurs as new data is added. In order to
overcome this issue, the solution that has been presented isolates the process of feature extraction from
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the process of classification. This makes it possible to incorporate new feature vectors without
necessitating a thorough retraining of the model, an approach similar to recent work on incremental
biometric indexing [38]. This separation also ensures consistency across occluded and non-occluded
subsets, as incremental updates do not affect previously learned representations, preserving stable
performance across heterogeneous visibility conditions.

Table 2. A comparison of retraining times for different dataset sizes

Classes Full Training Time Incremental Training Time
75 15m 02s Im 16s
90 19m 18s Im 38s
100 20m 48s Im 35s

The findings make it abundantly evident that training the entire dataset from scratch results in a
large rise in the amount of time required for processing as the dataset develops. The incremental
retraining method, on the other hand, exhibits a consistent and predictable temporal complexity. This
method involves training only the newly acquired data while maintaining the integrity of the old feature
vectors. For systems used in the real world, where new riders must frequently be added, this capability
is highly advantageous.

3.3 REAL-WORLD APPLICATIONS AND DEPLOYMENT CONSIDERATIONS

The use of this intelligent parking system that is powered by artificial intelligence extends beyond
the confines of academic campuses and into a wide range of real-world settings. Large commercial
parking facilities, shopping malls, and office buildings in metropolitan locations typically face security
challenges linked to unauthorized car access and theft. These issues can be particularly problematic in
urban environments. It is possible that the use of this system in such settings could improve security by
ensuring that only registered individuals are able to recover their vehicles, thereby drastically reducing
the likelihood of unwanted access.

B

I£

Fig. 3 Real-World Proposed Application

Furthermore, the system has the potential to be included in smart city projects, which involve the
utilization of data regarding traffic and parking in order to enhance the planning of urban mobility.
Municipalities may deploy the system in public transit hubs, airports, and railway stations, thereby
improving safety and simplifying the management of parking spaces.

Real-world deployment, while advantageous, faces challenges such as variations in lighting
conditions, diverse helmet types, and potential adversarial efforts to circumvent facial recognition.
Future research must prioritize the enhancement of the system's robustness in relation to environmental
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factors, occlusions, and adherence to privacy regulations. Furthermore, adherence to data privacy
regulations is essential, guaranteeing that facial recognition systems are implemented ethically and
securely in both public and private environments. The addition of new data significantly prolongs the
training time of deep learning-based facial recognition systems. The proposed system delineates feature
extraction from classification, facilitating the addition of new feature vectors without necessitating a
comprehensive retraining of the model.

The findings indicate that training the complete dataset from the beginning substantially prolongs
processing time as the dataset expands. Incremental retraining, which involves training solely on new
data while preserving existing feature vectors, exhibits a consistent and predictable time complexity.
Efficiently updating the recognition model with minimal computation time is essential for real-world
applications, as it allows for the frequent addition of new riders or users without disrupting system
performance.

The current approach effectively reduces retraining overhead; however, future research may
investigate additional optimization techniques, including adaptive learning rate adjustments and model
compression methods, to further improve efficiency. Conducting real-time testing in dynamic
environments would also enhance the understanding of system responsiveness and reliability. As shown
in Table 1, incremental retraining consistently required significantly less time than full retraining,
strengthening its potential as a scalable solution for intelligent parking and biometric access systems.

Although this study does not directly measure theft reduction, prior smart-surveillance
deployments have reported decreases of 20-50% in vehicle-related incidents after the introduction of
biometric or identity-verified access systems [39]. Using a conservative midpoint of this range, a
projected reduction of approximately 40% may be reasonable for similar environments. When applied
to UNRAM’s historical loss exposure—estimated at around USD 5,000 per year based on the typical
financial impact of several motorcycle-theft cases, including vehicle value and administrative
handling—this projection reflects a potential annual benefit rather than a measured outcome. Such
evidence-based estimates suggest that the proposed system could offer a favorable return on investment
(ROJ) if deployed at scale, although empirical validation through long-term field implementation would
be required.

4.  DISCUSSIONS

This work demonstrates that decoupling deep learning—based feature extraction from instance-
based classification can deliver high recognition performance for helmeted riders while keeping model
maintenance lightweight for real deployments such as smart parking. With k-NN (k=1) and Euclidean
distance the system attains 95.62% accuracy with balanced precision/recall/F1 = 0.96, confirming that
features learned by the CNN are sufficiently discriminative even under occlusion from helmets and
naturalistic capture conditions at UNRAM. In addition, the overall pipeline demonstrates fast update
capability, making the CNN—k-NN hybrid suitable for scalable campus IoT informatics where new
identities must be added frequently. Integrating license plate recognition (LPR) with rider identity
verification is widely recognized as an effective strategy to strengthen access-control security and reduce
unauthorized vehicle retrieval in intelligent parking deployments [40], thereby enhancing the
operational relevance of the proposed system. The incremental retraining strategy further reduces
operational friction: updating the system with new identities does not require retraining the feature
extractor and—as shown in Table 2—cuts update time by well over 90% across dataset sizes (75, 90,
100 classes). These properties match the requirements of parking access control, where new users are
added frequently and downtime must be minimal. (See Fig. 2, p. 1534, for the pipeline and Fig. 3, p.
1536, for the target deployment setting).
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4.1. Positioning with Prior Research

Older subspace methods like Eigenfaces and Fisherfaces struggle when the face turns, the lighting
changes, or parts of the face are blocked [15]. Newer margin- or metric-learning models such as FaceNet
and VGGFace? are very accurate, but adding new people usually means retraining the whole model end
toend [13], [14], [17], [24]. In our tests, a simple hybrid works well: use a CNN to extract features, then
classify with non-parametric k-NN. This keeps the robustness of modern convolutional features [17],
[19] while letting you plug in new identities without retraining something SVMs, MLPs, and random
forests don’t naturally support without re-estimating their parameters [20], [21], [22], [23]. For faces
that are consistently occluded, prior masked-face work tends to favor cosine-margin objectives [12], and
we see a similar trend: cosine similarity slightly beats Euclidean distance when feature magnitudes shift
because of grayscale conversion, compression, or lighting—matching the theoretical advantage of
angular metrics under scale changes. These findings reinforce the suitability of lightweight instance-
based classifiers for occluded scenarios such as helmeted-rider recognition. This also aligns with recent
masked-face and multi-occlusion surveys in the [41], [42], which highlight the effectiveness of
incremental or instance-based pipelines compared to fully parametric deep models under real-world
occlusion dynamics

Similarly, recent masked-face recognition studies have shown that hybrid pipelines combining
deep feature extractors with lightweight classifiers such as k-NN can achieve robust performance under
mask-induced occlusions [35], [43]. Together with broader surveys on masked-face and incremental
face recognition [42], this literature supports the choice of an instance-based, incrementally updatable
design in this study. Practical Implications for Smart Parking and Smart Campuses

From an engineering perspective, keeping feature extraction offline and doing a quick vector
lookup online fits campus and city rollouts well—gate devices can verify people with very low latency
(Figure 3, p. 1536). The time savings in Table 2 translate into faster onboarding during peak periods
(like the start of a semester) and fewer service disruptions. Matching who comes in with who goes out
also strengthens anti-theft measures by ensuring the same person leaves, and it works alongside license
plate readers and ticketing commonly used in parking facilities. The integration of LPR and biometric
rider verification can further improve cross-verification accuracy and anomaly-detection robustness in
intelligent parking systems, a trend also noted in recent loT-enabled parking deployments [40]. The
same pattern extends to other controlled spaces, offices, and transit hubs where identities must be
updated continuously with minimal engineering effort. In the broader context of smart-campus
informatics, such a maintainable and incrementally updatable system has the potential to support secure
mobility management at scale.

4.2. Limitations and threats to validity

The results look promising, but the dataset is narrow: about 2,800 images from roughly 100
students, all taken by one IP camera on a single campus. That makes it hard to judge how well the system
will generalize. In practice, differences in camera optics, helmet styles and visors, weather, and night
lighting can all cause domain shift. Our augmentations (£30° rotation), Haar-cascade cropping, and
grayscale normalization helped, but we still need cross-site testing to surface failure cases such as
extreme backlighting, tinted visors, or heavy rain. This weather sensitivity reflects a known “weather
bias” in outdoor biometric capture, which must be mitigated through domain-adaptation techniques [44].
Additionally, the current study does not yet provide a quantifiable scalability bound—for example, the
maximum number of users before lookup latency increases noticeably.

Using k-NN also has a cost, since memory use and query time grow with the number of enrolled
identities. This was acceptable at our current scale; for city-wide rollouts, consider vector indexing (for
example, approximate nearest neighbor search) or prototype condensation to keep lookups fast. Scaling
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the system toward 1,000 enrolled users will likely require ANN-based indexing to maintain sub-linear
retrieval performance in larger deployments.

Finally, we report a detailed Euclidean-distance baseline. A more complete ablation for cosine
similarity, including a sweep over k and ROC/TPR at fixed FPR, would clarify when each metric is the
better choice. Such analysis may also support future accuracy improvements, with a long-term target
approaching 98% under multi-campus validation. Recent occlusion-robustness benchmarks [45], [46]
emphasize the importance of evaluating angular metrics under multiple occlusion types, supporting the
need for such extended analysis in future work.

4.3. [Ethical, privacy, and governance considerations

As our deployment notes stress, face recognition in public or semi-public spaces has to be privacy-
by-design from the start. In practice, that means storing feature embeddings instead of raw images where
policy allows; encrypting data in transit and at rest and keeping auditable access logs; obtaining explicit
consent and posting clear signage under campus rules; setting configurable retention periods and
supporting revocation of identities; and continuously monitoring performance across demographic
groups to prevent unequal error rates. Taken together, these safeguards are essential for building trust in
smart-campus and smart-city deployments and align with the paper’s emphasis on ethical, real-world
implementation. The maintainability of the CNN—k-NN pipeline further supports responsible adoption
by minimizing unnecessary data processing during updates.

4.4. Future directions

Building on the current pipeline (Fig. 2, p. 1534), we see three high-impact next steps. First,
strengthen occlusion handling—drawing on masked-face work with randomized occludes, cutout, and
angular-margin fine-tuning—to better handle visored helmets [4]. Second, make a retrieval scale by
running embedding extraction on the device and using approximate nearest neighbor search in a central
vector index, so lookup time grows sub-linearly as the user base expands. Third, broaden evaluation
across sites, camera models, and weather/lighting conditions, complemented by nighttime HDR capture
and photometric augmentation. Together, these improvements would support scaling beyond single-
campus deployments and moving toward a 98% accuracy target under more diverse operational
conditions. Stepping back, the study offers an effective, operations-friendly recipe for secure entry/exit
in smart parking. Its real contribution is not just high accuracy but a maintainable recognition workflow
that can be updated incrementally without costly retraining—an aspect often underplayed in academic
benchmarks yet crucial in production. Future comparisons with multi-occlusion benchmark datasets
[45], [46] may further validate cross-domain generalization.

5. CONCLUSION

This study addressed face recognition for helmeted riders in campus parking by decoupling deep
feature extraction from instance-based classification. Using a CNN feature encoder with 1-NN and
Euclidean distance, the system achieved 95.62% accuracy with precision, recall, and F1 of
approximately 0.96 on our dataset. consistent with recent findings in masked- and occluded-face
recognition research [47], [48], [49]. Overall, the hybrid CNN—k-NN approach demonstrates strong
robustness under occlusion while maintaining very low update overhead, which is essential for high-
churn environments such as campus parking. Crucially, enrolling new identities requires only updating
the reference set, not retraining the feature extractor, which substantially reduces update time and
operational disruption. This separation between feature learning and classification is aligned with
lightweight recognition pipelines increasingly used in loT-based access control systems [50], [51].
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The main contribution is a practical recognition pipeline that combines strong accuracy with
maintainability for real deployments. The design supports rapid onboarding during peak periods and
enables entry—exit matching to enhance loss prevention in smart-campus parking. These characteristics
also reflect emerging directions in smart-campus informatics, where scalable and privacy-aware identity
systems are central to mobility security [52], [53].

This work has limitations. The evaluation used images from a single site and camera
configuration, which may limit external validity under different optics, lighting, weather, or visor types.
The non-parametric classifier also introduces memory and lookup costs that grow with the enrolled
population. This is a known limitation in k-NN-based biometric systems, which are prone to
forced classification and sensitivity to distant neighbors, as observed in Derlatka’s study on
gait-based biometrics [54].

Future work will examine cross-site generalization, night-time and adverse-weather conditions,
and fairness across user groups. Further exploration of cosine similarity and angular-margin fine-tuning
may strengthen occlusion robustness, drawing from recent masked-face advances [29], [48]. To ensure
scalability, approximate nearest-neighbor (ANN) indexing will be integrated to maintain sub-second
retrieval for large user populations [55], [56]. Finally, we emphasize privacy-by-design practices,
including storing embeddings rather than raw images where policy permits, encryption in transit and at
rest, explicit notices, and configurable retention, to support responsible deployment.
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