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Abstract 

The rapid growth of the Internet of Things (IoT) has created increasing demands for reliable and efficient data 

delivery mechanisms in wireless multi-sensor systems, particularly in terms of latency, scalability, and 

synchronization. This work introduces an efficient data transmission architecture for a wireless multi-sensor 

monitoring system designed for IoT-based environmental applications. The suggested design incorporates ESP8266-

based sensor nodes, RabbitMQ as a message broker, InfluxDB for the storage of time-series data, and a Flask-based 

web interface for the viewing of real-time data. A hybrid communication protocol integrating MQTT, AMQP, and 

Server-Sent Events (SSE) ensures rapid data transmission, accurate message queuing, and continuous online 

streaming availability. We developed and evaluated three network topologies: Star, Tree, and mesh. We employed 

them to assess latency, throughput, packet loss, and synchronization precision. The Tree topology is optimal, 

exhibiting a latency of 2 to 4 seconds, ensuring 100% data consistency, and maintaining reliable communication 

within an 80-meter radius. The RabbitMQ broker exhibits minimal latency (30–272 ms) and has no packet loss, even 

under high message volume. Wi-Fi mode 802.11 N exhibits superior signal range and stability compared to mode B. 

The findings indicate that the integration of gateway-based aggregation with a hybrid multi-protocol communication 

model enhances data reliability and scalability. This provides useful insights for data transfer and distributed data 

management in IoT monitoring systems based on informatics. 
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1. INTRODUCTION 

The rapid growth of the Internet of Things (IoT) has significantly changed how data is collected 

and used across diverse application domains such as environmental monitoring, precision agriculture, 

smart cities, and industrial automation. Large numbers of heterogeneous sensor nodes generate 

continuous data streams, imposing stricter requirements on data-delivery mechanisms in terms of 

latency, scalability, and energy efficiency [1]. Recent surveys emphasize that relocating computation 

closer to the data source (edge/fog computing) and introducing local aggregation are effective strategies 

to reduce end-to-end latency and network load in IoT deployments [2]. 

In practical multi-sensor monitoring systems, unstable wireless connections, concurrent 

publishing, and limited device resources frequently result in packet loss, temporal misalignment of 

sensor data, and broker congestion [3]. Broker-based publish/subscribe architectures, such as MQTT 

implemented on AMQP brokers, facilitate the decoupling of producers and consumers while 

streamlining message routing; nonetheless, broker performance is heavily contingent upon 

implementation and deployment decisions. Empirical benchmarking demonstrates that several open-
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source broker implementations display significantly varied latency and throughput characteristics under 

load [5], [6]. 

Network topology significantly affects delivery quality: star topologies are straightforward but 

constrained by centralization, mesh networks enhance redundancy but may introduce multi-hop delays, 

and hierarchical (tree/cluster-tree) topologies that conduct local aggregation at gateways typically 

achieve an optimal balance between synchronization accuracy and network overhead for multi-sensor 

applications [7]. Experimental and simulated studies demonstrate that tree or cluster-tree architectures 

mitigate message surges to central brokers and enhance the temporal coherence of linked sensor readings 

[8].  

Despite extensive research on data communication mechanisms in Internet of Things (IoT) 

systems, the majority of existing studies predominantly concentrate on single-protocol methodologies 

like MQTT or CoAP or prioritize protocol-level benchmarking, neglecting the evaluation of end-to-end 

data delivery performance in actual multi-sensor implementations. Recent surveys underscore the 

significance of broker-assisted communication and edge-based aggregation for minimizing latency and 

enhancing scalability in distributed IoT systems [2], [5], yet empirical implementations that amalgamate 

various communication protocols within a cohesive architecture are still scarce [13]. Moreover, although 

network topology is recognized to substantially affect latency, reliability, and synchronization in 

wireless sensor networks, comparative assessments of Star, Tree, and Mesh topologies are frequently 

performed via simulations or restricted testbeds, lacking a systematic examination of synchronization 

precision and data consistency in actual outdoor environmental conditions [10], [11], [17]. 

Consequently, empirical evidence on how hybrid protocol designs combined with gateway-based 

aggregation affect data delivery efficiency, scalability, and real-time synchronization in practical IoT 

deployments remains limited. 

This research proposes and experimentally examines a hybrid data delivery architecture for 

wireless multi-sensor IoT monitoring systems by merging MQTT, AMQP, and Server-Sent Events 

(SSE) into a three-tier sensor–gateway–server framework to overcome existing gaps. This study seeks 

to comprehensively analyze Star, Tree, and Mesh network topologies utilizing real ESP8266-based 

sensor nodes and a RabbitMQ-based message broker, assessing performance based on latency, 

throughput, packet loss, communication range, and multi-sensor synchronization accuracy. This work 

presents three primary contributions: (1) the design and execution of a hybrid communication pipeline 

that enhances end-to-end data reliability and real-time delivery in IoT systems; (2) an empirical 

comparison of topologies that illustrates the efficacy of gateway-based Tree architectures in attaining 

high synchronization accuracy and scalability; and (3) experimental findings that advance the field of 

informatics by offering specific design guidelines for efficient data delivery and distributed data 

management in environmental IoT applications. 

The remainder of the paper is organized as follows. Section 2 discusses the research methodology 

and system design. Section 3 presents the outcomes. Section 4 discusses the findings and places them 

in context with recent work. Section 5 concludes and outlines future work. 

2. METHOD 

This study designs and evaluates a data-delivery architecture for a wireless multi-sensor IoT 

monitoring system. An experimental engineering method was adopted, consisting of three stages: 

system design, protocol integration, and performance evaluation using several wireless topologies, 

covering data collection, data processing, and quantitative performance analysis of the proposed 

architecture. 
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2.1. System Architecture and Design 

The proposed system follows a three-layer architecture—sensor, gateway, and server—to support 

modularity and scalability [9]. The system architecture of the proposed wireless multi-sensor monitoring 

system is shown in Figure 1. 

 

 
Figure 1. System architecture diagram 

 

At the Sensor Layer, each node uses an ESP8266 (NodeMCU 12-E) connected to DHT22, 

BMP280, soil-moisture, and rain sensors. Each node is powered by a rechargeable battery and a compact 

solar panel to ensure continuous outdoor operation. The ESP8266 was selected for its low energy use 

and integrated Wi-Fi support, making it suitable for lightweight IoT networks [10]. 

The Gateway Layer aggregates and synchronizes data from several nodes before forwarding 

packets to the server. This method cuts down on unnecessary transmissions and makes time alignment 

better, which is in line with gateway-based aggregation solutions described in [11]. 

The Server Layer, implemented on a Raspberry Pi 3B+, runs RabbitMQ for message queuing, 

InfluxDB for time-series storage, and a Flask web dashboard for visualization. RabbitMQ guarantees 

that communication happens in real time, while InfluxDB saves sensor data with high frequency [12]. 

This design serves as the experimental platform for evaluating data delivery performance across many 

network topologies and communication protocols. 

2.2. Hybrid Communication Protocol Framework 

A hybrid communication pipeline employs MQTT, AMQP, and Server-Sent Events (SSE) to 

make sure that data is delivered and received correctly from start to finish. MQTT reduces bandwidth 

utilization and extends battery life at the sensing layer by letting sensor nodes and RabbitMQ post 

information in a fashion that is both effective and topic-based [13]. RabbitMQ and InfluxDB on the 

server can route and queue messages using AMQP to make sure they get there [14], [15]. Server-Sent 

Events (SSE) convey live data from the Flask server to the browser in a continuous, one-way stream. 

This is how the visualization layer works. This helps lower the expenses of polling and delay [16]. 

Figure 2 depicts how the hybrid communication protocol works. 

Using MQTT, AMQP, and SSE at the same time makes things more efficient, reliable, and 

responsive in real time, which is in line with modern multi-protocol IoT communication frameworks 

[2], [5]. This hybrid protocol structure represents the complete data processing pipeline, from sensor 

data acquisition to storage and real-time visualization. 

https://jutif.if.unsoed.ac.id/
https://doi.org/10.52436/1.jutif.2026.7.4.5438


Jurnal Teknik Informatika (JUTIF)  Vol. 7, No. 4, August 2026, Page. 3569-3578 
P-ISSN: 2723-3863  https://jutif.if.unsoed.ac.id                                       

E-ISSN: 2723-3871  DOI: https://doi.org/10.52436/1.jutif.2026.7.4.5438 

 

 

3572 

 

 
Figure 2. Hybrid communication protocol flow 

2.3. Network Topology Models 

Three topologies—Star, Tree, and Mesh—were implemented to assess performance. In the Star 

model, all nodes send data directly to the broker, which is simple but limited by central congestion. 

Gateway aggregation is used in the Tree topology to balance throughput and synchronization. This 

makes it easier to scale and saves energy [11], [17]. Peer-to-peer connectivity in the Mesh architecture 

adds redundancy, but multi-hop transmissions cause increased latency [10]. 

The goal of the comparative experiments was to find a topology that strikes the best balance 

between dependability and responsiveness for real-time IoT monitoring. Early tests indicated that the 

Tree structure worked best when the network load changed, with the most steady and synchronized 

performance.  

2.4. Experimental Setup and Data Flow 

This experimental setup defines the data collection procedure and execution of performance 

evaluation for each topology scenario. All experiments were conducted in an open outdoor area and in 

a semi-obstructed environment to compare propagation effects. Each node transmitted sensor data at 

five-second intervals for one-hour sessions per topology. The data-flow process followed these stages: 

1. Acquisition: Sensor readings are timestamped and encapsulated in JSON format. 

2. Transmission: Nodes publish messages to RabbitMQ using MQTT topics. 

3. Routing and Storage: RabbitMQ queues forward messages via AMQP to InfluxDB for time-series 

storage. 

4. Visualization: The Flask web dashboard displays real-time graphs through SSE. 

 

This workflow ensures continuous, loss-tolerant streaming between the sensing nodes and the 

monitoring interface, in line with best-practice architectures for real-time IoT monitoring [2]. The same 

procedure was consistently applied across all topologies to ensure fair comparison and reproducibility 

of results. 

2.5. Performance Metrics and Evaluation 

The system was evaluated using five parameters: latency, throughput, packet loss, data accuracy, 

and communication range. Measurements were gathered from time-stamped logs saved in InfluxDB and 
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averaged across five test iterations. Latency and throughput were calculated using the timestamp 

differences between published and received messages, whereas packet loss and data accuracy were 

determined by comparing sent records to database entries. Comparative results for different topologies 

and Wi-Fi modes are discussed in Section 3. 

3. RESULT 

3.1. System Implementation 

The implementation of the wireless multi-sensor monitoring system consisted of two main 

components: hardware deployment and web-based application development.  

At the hardware level, there were five sensor nodes, one gateway node, and a single server unit. 

Each sensor node was constructed using the ESP8266 (NodeMCU 12-E) microcontroller and a variety 

of sensors, including the DHT22 for temperature and humidity and the BMP280 for pressure and 

altitude, as well as soil moisture and rain sensors. Each node operated independently, powered by a 5000 

mAh rechargeable lithium-ion battery and a compact solar-charging module that ensured continuous 

functionality outside. This configuration enabled prolonged utilization of the system for the collection 

of environmental data, akin to those referenced in [10] and [18]. 

The gateway node functioned as a local data aggregator in the Tree and Mesh topologies. It 

received sensor data from several nearby nodes, merged the packets, and forwarded them to the server 

via Wi-Fi. The server, implemented on a Raspberry Pi 3B+, hosted the RabbitMQ broker, the InfluxDB 

database, and a Flask-based web dashboard. This integration provided a full end-to-end workflow: data 

acquisition, transmission, storage, and real-time visualization.  

On the software side, the Flask web application was developed to provide a real-time monitoring 

interface, similar to systems developed in [19]. The web system included a login authentication page, 

sensor-data dashboards, and individual visualization pages for temperature, humidity, pressure, altitude, 

soil moisture, and rainfall parameters. When accessed via the local IP address 192.168.43.113:5000, the 

dashboard displayed dynamic plots that updated automatically using Server-Sent Events (SSE). This 

implementation confirms the feasibility of the proposed architecture for continuous environmental 

monitoring. 

3.2. Broker performance evaluation 

The performance of the RabbitMQ message broker was tested to determine its efficiency in 

handling concurrent message loads. The evaluation focused on latency, throughput, and packet-loss rate 

using MQTT for publishing and AMQP for subscription. The result is presented in Table 1. 

 

Table 1. The performance of the RabbitMQ message broker 

Number of nodes Delay (ms) Throughput (bps) Packet loss (%) 

1 34 30.72 0 

5 38 245.76 0 

10 35 430.08 0 

50 30 542.81 0 

100 272 2611.20 0 

500 1319 2969.60 0 

1000 2994 3153.92 0 

1500 3214 10321.92 54.33 

 

The results show that RabbitMQ maintains low latency (30–272 ms) and zero packet loss with up 

to 100 concurrent nodes. This demonstrated its capability to manage messages consistently for medium-

scale IoT implementations. However, when the client count exceeded 500, latency escalated to 1319–
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3214 ms, and packet loss surged to 54.33%, indicating that the broker had reached capacity. Similar 

scaling limits were reported in [20] and [13], who found that RabbitMQ’s performance declines under 

heavy concurrency without clustering or load balancing. 

3.3. Data consistency and synchronization 

To assess multi-sensor consistency, transmitted data from each node were compared with the 

corresponding values displayed on the web dashboard as follows: 

a. Star topology: synchronization accuracy ≈ 99.97%. 

b. Tree topology: accuracy ≈ 100%, demonstrating perfect time alignment between nodes, gateways, 

and the server. 

c. Mesh topology: slightly lower at 99.88%, due to redundant packet relaying and broadcast delays. 

 

These findings confirm that gateway-based aggregation improves synchronization and minimizes 

packet collision, supporting results from [11] and [17]. 

3.4. Transmission range and signal performance 

These experiments were conducted in both open-field and obstructed indoor environments. The 

result of the experiment in the open field is as follows: 

a. Star topology – Range 100 m; Delay 1–3 s; RSSI –70 to –94 dBm. 

b. Tree topology – Range 80 m; Delay 2–4 s; RSSI –73 to –94 dBm. 

c. Mesh topology—Range 60 m; Delay 36–38 s due to multi-hop routing. 

 

While the results of the experiment in the obstructed environment are 

a. Star topology – Range 60 m; Delay 1–2 s. 

b. Tree topology – Range 60 m; Delay 2–4 s. 

c. Mesh topology – Range 50 m; Delay ≈ 36 s. 

 

The Tree topology provided the most stable connection, achieving a favorable trade-off between 

communication distance and latency. These outcomes are consistent with the hierarchical routing 

advantages reported by [17] and [21]. 

3.5. Comparison of Wi-Fi Transmission Modes 

Further testing compared Wi-Fi 802.11 B and 802.11 N modes on the ESP8266. 

 Under open-air conditions, mode N achieved a 100 m range, while mode B reached only 60 m. In 

obstructed settings, mode N maintained transmission up to 60 m vs 30 m for B. The stronger RSSI 

values (–70 to –90 dBm) under mode N confirmed its superior signal stability and throughput, aligning 

with observations by [22] and [23]. 

Thus, for energy-efficient and stable communication, 802.11 N is recommended for ESP8266-

based sensor networks deployed in outdoor monitoring. 

3.6. Summary of results 

Overall, the experimental findings validated the performance of the proposed architecture: 

1. Reliability: Zero packet loss up to 100 nodes; perfect synchronization in Tree topology. 

2. Latency and Throughput: Low delay (< 4 s) and stable throughput for moderate network sizes. 

3. Scalability: Performance degradation only at > 500 concurrent clients, consistent with known 

broker limits. 

4. Range and Signal Stability: Tree topology with Wi-Fi N achieved best stability up to 80 m. 
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5. Efficiency: Gateway-based aggregation reduced network congestion and improved temporal 

accuracy. 

These results demonstrate that the proposed data-delivery architecture provides a robust and 

scalable solution for multi-sensor IoT applications, particularly in environmental and agricultural 

monitoring scenarios. 

4. DISCUSSION 

The experimental results show that the proposed data-delivery architecture addresses key 

challenges in wireless multi-sensor IoT systems, including network stability, latency, and scalability. 

The system's modular integration of MQTT, AMQP, and SSE protocols, together with a hierarchical 

network design, enhances end-to-end performance across many scenarios and workloads. 

4.1. Communication performance 

The RabbitMQ message broker demonstrated exceptional reliability, managing up to 100 

concurrent nodes without packet loss. The mean latency was below 300 milliseconds. This conclusion 

aligns with the findings of [20], who assessed RabbitMQ alongside Kafka in the context of IoT 

middleware. They determined that RabbitMQ is superior for scenarios with moderate data volumes. 

Similarly, [13] evaluated MQTT-based brokers and discovered that message throughput remains 

consistent under moderate concurrency but declines once queue limitations are reached, corroborating 

the findings of our study.  

Although performance significantly deteriorated after 500 nodes, this threshold aligns with 

established knowledge regarding single-broker limitations. [15] demonstrated that organizing 

RabbitMQ nodes into clusters or load-balanced groups can mitigate these issues. In the future, when the 

proposed system is implemented on a large scale, it may employ broker clustering or distributed AMQP 

routing to maintain low latency despite high traffic volumes. These findings reinforce the notion that 

broker-level design choices are crucial for developing scalable data delivery architectures in distributed 

IoT systems. 

4.2. Network Topology and Synchronization 

The Tree design outperformed the other two assessed topologies in terms of latency, range, and 

synchronization precision. This topology's gateway-based aggregation reduced duplicate transmissions 

and packet collisions, resulting in near-total system consistency. These findings align with those of [17], 

which demonstrated that hierarchical routing systems reduce packet loss and power consumption in 

large IoT networks. [11] has shown that hierarchical data aggregation enhances synchronization among 

remote sensors while maintaining scalability.  

The Mesh architecture, conversely, resulted in significant delays due to multi-hop 

communication. The observed rise in delay (up to 36 seconds) corroborates with experimental findings 

by [10], which demonstrated that ESP8266-based mesh networks demonstrate exponential latency 

escalation with increased hop counts. The Mesh configuration improved redundancy; nonetheless, it 

was suboptimal for applications requiring low latency, such as real-time environmental monitoring. 

The Star topology was simple to establish and utilize; however, an increase in the number of 

nodes resulted in congestion at the broker level. [21] identified analogous limitations, underscoring the 

significance of incorporating intermediate gateways to enhance scalability.  

4.3. Wi-Fi Mode Performance 

The evaluation of Wi-Fi 802.11 B and 802.11 N demonstrated that 802.11 N exhibited superior 

range and stability for IoT sensor implementations. This improvement is attributable to 802.11 N's 

facilitation of multiple-input multiple-output (MIMO) channels and enhanced modulation efficiency. 
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[23] and [22] both observed analogous outcomes, indicating that low-power IoT technology exhibited 

enhanced throughput and reduced latency upon transitioning from B/G to N standards. Consequently, 

802.11 N is the optimal selection for outdoor and long-range IoT sensor applications to ensure robust 

connectivity. 

4.4. Architectural Design and Data Flow Efficiency 

Integrating the MQTT, AMQP, and SSE protocols into a unified data pipeline facilitated seamless 

communication across various system levels. This hybrid architecture ensured minimal edge 

communication, reliable message queuing, and feasible real-time visualization. This combination has 

garnered more interest in contemporary IoT architecture research. [24] proposed a multi-protocol 

integration framework that enhanced the reliability and responsiveness of large-scale IoT deployments. 

Likewise, [2] emphasized that edge-to-cloud integration might enhance distributed monitoring systems 

by reducing latency and increasing responsiveness.  

The proposed system bridges the divide between low-power sensor communication and web-

based visualization through the utilization of a hybrid stack comprising MQTT, AMQP, and SSE. This 

ensures uninterrupted data flow from end to end, even with intermittent connectivity. This architecture 

enhances system flexibility, allowing future updates to incorporate features such as edge analytics or 

event prediction via machine learning. 

4.5. Implications for IoT-Based Environmental Monitoring 

The experimental validation indicates that the system can be effectively utilized in real-world 

environmental monitoring applications, such as air quality measurement, precision agriculture, or 

microclimate assessment [25]. Solar-powered sensor nodes facilitate minimal energy use, while 

hierarchical routing ensures the rapid and efficient collection of data from various locations.  

The design elements align with the objectives outlined in [9] and [16], which emphasized the 

necessity of a sustainable IoT architecture for prolonged utilization in rural and agricultural regions. The 

proposed system's equilibrium among reliability, energy efficiency, and scalability provides a robust 

foundation for future enhancements that will incorporate edge-AI analytics and adaptive routing 

algorithms.  

5. CONCLUSION 

This work developed a mechanism for a wireless multi-sensor IoT monitoring system that 

integrates MQTT, AMQP, and SSE inside a three-tier architecture comprising sensor, gateway, and 

server. The implementation of ESP8266 nodes, RabbitMQ, InfluxDB, and a Flask dashboard 

demonstrated the capability of transmitting data in real time and with reliability. The system exhibited 

minimal latency, negligible packet loss, and high synchronization accuracy during tests, particularly 

when employing the Tree topology, which represented the ideal equilibrium between efficiency and 

scalability. Wi-Fi 802.11 N significantly enhanced transmission range and stability compared to 802.11 

B.  

The proposed architecture is robust, energy-efficient, and sufficiently adaptable for continuous 

environmental monitoring. This study provides empirical insights into efficient data delivery and 

distributed data management for multi-sensor IoT systems, highlighting the impact of hybrid protocol 

integration and network topology on scalable and reliable data delivery. 
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