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Abstract

The rapid growth of Discord as a web-based communication platform has increased its relevance in cybercrime
investigations, particularly in cases involving deleted digital evidence. Recovering residual artifacts from browser
cache is therefore essential to support digital forensic analysis. This study aims to compare the effectiveness of
forensic tools in recovering Discord artifacts from browser cache across Google Chrome, Mozilla Firefox, and
Microsoft Edge. A live forensic approach was applied using the Improved Generic Computer Forensic Investigation
Model (Improved GCFIM) to ensure a systematic and reproducible investigation process. Experiments were
conducted by simulating identical Discord user interactions on each browser, including text messaging, emoji and
sticker usage, and media file transfers, followed by artifact extraction using Autopsy, ChromeCacheView, and
MZCacheView.The experimental results show that Mozilla Firefox produced the highest volume of recoverable data,
with 484 cache files identified, allowing successful artifact extraction using both Autopsy and MZCacheView.
Google Chrome and Microsoft Edge yielded 146 and 275 cache files respectively, where artifact recovery was only
effective using ChromeCacheView due to their Chromium-based cache structure. Across all browsers, recovered
artifacts included user identities, channel identifiers, timestamps, text messages (plain, edited, pinned, spoiler, and
reply), emojis, stickers, images, videos, and documents, enabling accurate reconstruction of communication
timelines. These findings demonstrate that browser architecture and tool compatibility significantly influence cache-
based evidence recovery and highlight the necessity of a multi-tool, browser-aware forensic approach. This research
contributes to digital forensics and computer science by strengthening cache-based evidence recovery and providing
practical insights into browser-specific forensic analysis of web-based communication platforms.
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1. INTRODUCTION

The rapid growth of digital technology and online platforms has made web browsers one of the
most critical gateways for user interaction and, consequently, one of the primary sources of digital
evidence in cybercrime investigations. Previous studies have consistently highlighted the forensic
potential of browsers, as they record user activities such as search history, cached data, cookies,
downloads, and login traces, all of which can reveal crucial information in both criminal and security
contexts. Research on browser-based applications like TikTok demonstrated that digital forensics using
the NIST method was able to recover deleted posts and related artifacts, thereby supporting legal
processes in cases of defamation and cyberbullying[1] Similarly, a critical evaluation of emerging
browser forensic tools emphasized the recoverability of artifacts across browsing modes—normal,
private, and portable—proving that even privacy-oriented browsers such as Tor and Brave still leave
traces that can be analyzed[2] Live forensic approaches have also been applied to evaluate browser
security in online marketplaces like Tokopedia and Bukalapak, revealing that Mozilla Firefox provided
stronger protection than Chrome when examined through the NI1J method[3]
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Complementary to these findings, other research has advanced evidence collection by
systematically analyzing web activity across multiple operating systems, underscoring the central role
of browsers in digital crime investigations[4]. Furthermore, studies on private browsing modes show
that discord while they may prevent disk-based storage of user data, sensitive information often remains
recoverable in memory, indicating that privacy protections are not absolute[5]. In addition,
investigations of cases involving web-based applications like WhatsApp Web confirm that browsers can
yield key evidence—such as deleted chats, user credentials, and access logs—when examined using
structured forensic methodologies[6]. Taken together, these studies demonstrate a shared emphasis on
web browsers as both facilitators of modern digital interaction and critical repositories of forensic
evidence, thereby establishing their importance in advancing methodologies for digital investigations.

Beyond browsers, recent research has increasingly emphasized the forensic significance of
communication platforms such as Discord, a Voice over Internet Protocol (VolIP) application that has
grown rapidly in both popularity and misuse. Discord’s widespread adoption and its capability to host
servers, share multimedia, and maintain private channels make it a critical platform for forensic analysis,
particularly when examining digital crimes involving harassment, exploitation, or data breaches. Studies
on the Windows desktop client demonstrated that artifacts such as plaintext drafts, cached images, and
message logs can be recovered, offering investigators valuable insights into user behavior and potential
criminal activity[7]. Complementary work focused on server-level analysis has shown that Discord
servers act as repositories of incriminating data, and tools such as DiscFor have been developed to
extract and present artifacts like cached files, log entries, and communication metadata in a forensically
sound manner[8]. Further research applied the NIST methodology to Discord forensic cases,
demonstrating structured recovery of deleted messages, images, and account information, although with
varying levels of accuracy depending on the forensic tool used[9]. Similarly, studies dedicated to the
acquisition and analysis of Discord applications highlight the importance of cache and activity logs,
showing that even after session termination, residual artifacts can still be recovered and reconstructed
into meaningful evidence[10]. More recent investigations specifically examined Discord activity on web
browsers, such as Google Chrome, where remnants of conversations, attachments, payment details, and
account configurations were successfully retrieved, proving that Discord forensics extends beyond
standalone clients into the realm of browser-based evidence[11].

At a broader level, digital forensics itself has been extensively studied as a discipline that
underpins modern cyber investigations. Foundational work, such as[12], has outlined systematic stages
of inquiry—including identification, preservation, examination, analysis, and presentation—while
emphasizing the necessity of methodological rigor to ensure the admissibility of evidence in court.
Complementing this, other scholars have explored the growing challenges and limitations in cyber and
digital forensic investigations, such as evidence tampering, chain-of-custody vulnerabilities, and the
increasing sophistication of cyberattacks that complicate investigative procedures[13]. In parallel, meta-
reviews have examined research trends and emerging topics across digital forensics, highlighting
persistent issues in evidence acquisition, interoperability, and legal frameworks, while also raising
concerns about ethics and privacy in forensic practice[14]. Technological innovation has further
advanced the field; for instance, the adoption of deep learning techniques has been applied to file type
identification, demonstrating improved accuracy in detecting corrupted or manipulated files compared
to traditional methods[15]. Similarly, domain-specific frameworks such as those developed for cross-
site scripting (XSS) attacks showcase how enhanced forensic models can strengthen the collection,
analysis, and presentation of network-based evidence[16].

The refinement of digital forensic investigations has also been strongly shaped by the application
of structured frameworks and methodologies that guide the acquisition and analysis of evidence. For
example, research on the Signal Messenger application employed the Digital Forensics Research
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Workshop (DFRWS) framework, systematically applying its stages to identify and evaluate digital
artifacts across multiple forensic tools, thereby illustrating the importance of standardized approaches
in ensuring reliable outcomes[17]. Similarly, studies focusing on WhatsApp and Facebook have
implemented the National Institute of Standards and Technology (NIST) framework, demonstrating its
utility in recovering deleted multimedia evidence and evaluating tool performance across diverse
forensic environments[18]. In parallel, live forensics methodologies have been developed for platforms
such as WhatsApp Web, where investigators applied structured live acquisition techniques to recover
volatile data—including chats, attachments, and account information—directly from active browser
sessions, thereby highlighting the role of real-time evidence preservation in forensic practice[19].
Beyond technical rigor, ethical considerations have also informed methodological development. The
PRECEPT framework, for instance, integrates privacy and justice principles into the investigative
process, ensuring that forensic examinations balance the needs of law enforcement with the rights of
individuals and organizations[20]. Complementing these approaches, the National Institute of Justice
(NLJ) framework has been applied in mobile forensic investigations of deleted smartphone data, offering
systematic stages of preparation, collection, examination, analysis, and reporting to ensure evidence
admissibility and investigative transparency[21].

Among the various forensic frameworks, the Generic Computer Forensic Investigation Model
(GCFIM) has emerged as a widely applied methodology for structuring digital forensic processes.
Research applying GCFIM in video forensics has demonstrated its utility in analyzing CCTV footage,
particularly in distinguishing between original and tampered files by extracting metadata using tools
such as ExifTool and Medialnfo[22]. Similarly, GCFIM has been adopted in the field of steganography
analysis, where it has provided systematic stages—pre-process, acquisition, analysis, presentation, and
post-process—for uncovering hidden messages embedded in digital evidence[23]. Other studies
applying the same model have focused on steganalysis of storage media, showing that tools like StegSpy
can effectively identify concealed messages, thereby validating GCFIM as a reliable framework for anti-
forensic detection[24]. Complementing these developments, event log forensics has benefited from
structured methodologies inspired by GCFIM, combined with anomaly detection and deep learning
techniques, which strengthen investigators’ ability to reconstruct timelines and identify malicious
system activities[25]. Beyond traditional applications, the framework has also been tested against
modern forensic challenges. For example, investigations into digital steganography have underscored
the need to enhance GCFIM, leading to the development of an Improved GCFIM that extends the
original five stages into seven, incorporating phases such as reporting and more detailed examination.
This enhanced model has proven more effective in handling complex scenarios, such as steganographic
concealment across multiple file types, and has been validated through experiments using tools like
StegSpy, Hiderman, OSForensics, and WinHex[26].

Overall, previous studies indicate that web browser forensics plays a crucial role in digital
investigations, as browsers inherently store digital artifacts that can be utilized as evidentiary sources.
Research on web-based applications such as WhatsApp Web demonstrates that, despite the
implementation of synchronization and encryption mechanisms, browsers continue to generate forensic
artifacts including session activities, media files, communication metadata, and timeline information.
Similarly, studies on privacy-oriented platforms such as the TOR Browser reveal that even browsers
specifically designed to minimize user traces do not completely eliminate digital artifacts, particularly
when analyzed using offline forensic methods. These findings collectively highlight that web browsers,
regardless of their security or privacy features, remain a significant source of digital evidence.
Consequently, systematic and structured web browser forensic approaches are essential to effectively
identify, extract, and analyze artifacts that can support investigative and legal processes.[27], [28].
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This research examines the forensic analysis of Discord, a widely used communication platform,
when accessed through different web browsers, such as Google Chrome, Mozilla Firefox, and Microsoft
Edge. Browser caches are the primary focus, as they often retain residual artifacts that can reconstruct
communication histories even after deletion. The investigation applies the Improved Generic Computer
Forensic Investigation Model (Improved GCFIM), which provides a systematic yet flexible framework
to ensure the authenticity and admissibility of evidence. Forensic tools such as Autopsy,
ChromeCacheView, and MZCacheView are employed to compare the recovery of Discord artifacts
across browsers, highlighting how differences in cache management affect the availability and
completeness of evidence.

Although previous studies have demonstrated the forensic potential of web browsers and the
Discord platform, most existing research focuses on single-browser environments, standalone Discord
clients, or general artifact recovery without explicitly examining differences in browser cache structures.
Consequently, there remains a research gap in understanding how variations in cache management
mechanisms among Google Chrome, Mozilla Firefox, and Microsoft Edge influence the completeness
and reliability of Discord artifact recovery, particularly in live forensic scenarios. Addressing this issue,
the present study focuses on the impact of browser-specific cache architectures on the recoverability of
Discord artifacts by conducting a comparative analysis across multiple browsers. This research offers a
novel contribution by integrating a live forensic approach with the Improved Generic Computer Forensic
Investigation Model and both general-purpose and browser-specific forensic tools to systematically
evaluate cache-based evidence recovery. The findings provide practical insights into browser-aware
forensic strategies and contribute to digital forensics and computer science by strengthening
methodological understanding of browser-dependent artifact recovery in web-based communication
investigations.

2. METHOD

The methodology of this research is designed to provide a systematic framework for conducting
digital forensic investigations on Discord activities accessed through web browsers. Figure 1 shows this
research follows a systematic flow starting from literature review, preparation of tools and systems, and
case scenario simulation. The process then continues with investigation and analysis using method
implementation, and concludes with results and discussion to address the research objectives. The
process is guided by the Improved Generic Computer Forensic Investigation Model (Improved GCFIM),
which structures the investigation into sequential stages to ensure integrity, transparency, and
repeatability. The focus of this method lies in the acquisition and analysis of browser cache data from
Google Chrome, Mozilla Firefox, and Microsoft Edge, as these caches often preserve residual artifacts
that can serve as critical forensic evidence. By utilizing a combination of forensic tool such as Autopsy,
ChromeCacheView, and MZCacheView, the study aims to extract, examine, and compare artifacts
across different browsers to evaluate their reliability and completeness in supporting forensic analysis
of Discord communications.

PreparationofToolsand __,  CaseScenarlo&  __  Implementation of the
Systems Simulation Method

Literature Review = —p Results and Discusslon

Figure 1. Research Methodology

2.1. Literature Review

The literature review represents the initial stage of the research, aimed at providing a theoretical
foundation and direction for the study. In this stage, the researcher examines relevant literature,
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including concepts of digital forensics, live forensic approaches, the Improved Generic Computer
Forensic Investigation Model (Improved GCFIM), as well as previous studies related to the use of tools
such as Autopsy, MZCacheView, and ChromeCacheView. Furthermore, the discussion also covers the
characteristics of the Discord platform and the cache storage mechanisms of web browsers such as
Google Chrome, Mozilla Firefox, and Microsoft Edge. Through this review, this research is able to
identify research gaps, construct a conceptual framework, and strengthen the novelty and relevance of
the study within the context of digital forensics.

2.2. Preparation of Tools and Systems

To ensure the research can be conducted effectively, appropriate tools and computer systems are
required as essential resources to support the investigation. Table 1 and Table 2 presents the tools and
systems utilized in this study, as follows

Table 1. Hardware

Hardware Specification

Processor Intel(R) Core(TM)
17-8650U CPU @
1.90GHz 2.1 GHz

HP ZBook 15u G5 Laptop | Memory 1 TB SSD /32 GB
RAM

Windows 11 Pro 64-bit

Processor Intel(R) Xeon(R)
CPU E5-2698 v3 @ 2.30GHz
(64 CPUs), ~2.3GHz

Personal Computer Memory 2 TB SSD / 128 GB

RAM

Windows 11 Pro 64-bit

Table 2. Software

Software Version
Mozilla Firefox 142.0.1
Google Chrome 140.0.7339.128
Microsoft Edge 142.0.1

Autopsy 4221

ChromeCacheView 2.52
MZCacheView 2.22

To ensure the consistency and validity of the experimental results, the experimental environment
was configured in a controlled manner. Each browser—Google Chrome, Mozilla Firefox, and Microsoft
Edge—was tested on the same operating system and hardware configuration, with default browser
settings applied, including cache storage and privacy configurations. Prior to experimentation, browser
histories and cache directories were cleared to eliminate residual data from previous sessions, ensuring
that all recovered artifacts originated solely from the simulated Discord activities. During the
experiment, identical user interaction scenarios were executed on each browser, including message
exchanges, emoji and sticker usage, and media file uploads, to allow a fair and systematic comparison
of artifact recovery outcomes across browsers.
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2.3. Case Scenario & Simulation
¢
[ . N
Ai—@— o —X—Q

USER

: ANALISIS
c DISCORD TooLS DATA

BROWSER

Figure 2. Case Scenario

The literature review represents the initial stage of the research, aimed at providing a theoretical
foundation and direction for the study. In this stage, the researcher examines relevant literature,
including concepts of digital forensics, live forensic approaches, the Improved Generic Computer
Forensic Investigation Model (Improved GCFIM), as well as previous studies related to the use of tools
such as Autopsy, MZCacheView, and ChromeCacheView. Furthermore, the discussion also covers the
characteristics of the Discord platform and the cache storage mechanisms of web browsers such as
Google Chrome, Mozilla Firefox, and Microsoft Edge as it show on Figure 2.

Figure 3 illustrates that user interactions with the Discord platform through web browsers such as
Google Chrome, Mozilla Firefox, or Microsoft Edge generate various digital artifacts that can be
analyzed using forensic tools. The testing focuses on three main types of activities: sending messages,
using emojis and stickers, and uploading media. In the message-sending phase, the system is tested
through variations of message types, including plain text messages, pinned messages, edited messages,
hidden or spoiler-formatted messages, and reply messages.

Figure 3. Interaction Simulation on Discord

The second activity emphasizes the use of emojis and stickers as forms of visual communication,
which also leave traces in browser caches and logs. Meanwhile, the third activity involves testing media
uploads such as images, documents, and videos, representing diverse forms of digital content commonly
used in online communication. These three activities serve as the objects of examination in the data
analysis process to determine the extent to which digital artifacts can be reconstructed.

To enhance experimental transparency, the number of artifacts tested for each user activity was
explicitly defined during the simulation phase. The experiment involved five types of message
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interactions (plain text, pinned, edited, spoiler, and reply messages), one emoji interaction, one sticker
interaction, and three types of media transfers (image, video, and document). Each activity generated
corresponding digital artifacts stored in the browser cache, resulting in a total of ten artifact categories
per browser session. These artifacts served as the basis for evaluating recovery effectiveness across
different browsers and forensic tools as shows in Table 3.

Table 3. Artifact Categories

Activity Type Artifact Category Number of Artifacts
Text Messages Plain, Pinned, Edited, Spoiler, Reply 5
Emojis Emoji usage 1
Stickers Sticker Usage 1
Media Files Image, Video, Document 3

2.4. Implementation of the Method

The application of the Improved Generic Computer Forensic Investigation Model (Improved
GCFIM) in this study serves as the main framework for systematically organizing the digital
forensicinvestigation process as it shows on Figure 4

Acquisition & Preservation

lysis

Reporting

Al

Presentation

Figure 4. Improved Generic Computer Forensic Investigation Model

Figure 4 illustrates the seven phases of the Improved Generic Computer Forensic Investigation
Model (EGCFIM), namely: pre-processing, acquisition & preservation, examination, analysis,
reporting, presentation, and post-process. To summarize the methodological procedure, the forensic
investigation follows a structured flow consisting of seven main stages: pre-process, acquisition and
preservation, examination, analysis, reporting, presentation, and post-process. The flowchart presented
in Figure 4 provides a concise overview of these stages, highlighting the sequential and iterative nature
of the investigation. This visual summary is intended to enhance methodological transparency and assist
readers in understanding the relationship between each phase without relying solely on extensive textual
descriptions.

2.4.1. Pre-Process

This phase encompasses all preparatory tasks that must be completed before the investigation and
formal data collection begin. These include obtaining authorization from the relevant authorities and
preparing the necessary tools to be used in the process.

3368


https://jutif.if.unsoed.ac.id/

Jurnal Teknik Informatika (JUTIF) Vol. 7, No. 4, August 2026, Page. 3362-3383
P-ISSN: 2723-3863 https://jutif.if.unsoed.ac.id
E-ISSN: 2723-3871 DOI: https://doi.org/10.52436/1.jutif.2026.7.4.5377

2.4.2. Acquisition & Preservation

This phase involves the search, collection, storage, and preservation of electronic devices found
at the crime scene, which may include computers, smartphones, and USB drives. As a general rule,
during this phase investigators must gather and safeguard any significant findings in preparation for the
subsequent steps.

2.4.3. Examination

Data acquisition and data extraction are the two main operations in this phase. The type of data
source—such as computers, smartphones, USB drives, or other electronic devices—must be carefully
considered when collecting data using acquisition tools, both software- and hardware-based. Each data
source requires a unique approach to gathering information, resulting in a variety of methods. Digital
forensic workstation software and tools are employed to perform the extraction process, and the acquired
data is then used for further analysis and the extraction of relevant evidence

2.4.4. Analysis

This phase represents the core and main part of the computer forensic investigation. The analysis
is conducted on the acquired data to determine the origin of the crime and identify the perpetrator, as
well as to establish the intent behind the criminal activity. Through this process, investigators are able
to trace the responsible individual. The results of the analysis are then documented and submitted to the
appropriate authorities.

2.4.5. Reporting

In this phase, a comprehensive report is prepared based on the results of the analysis. The report
includes the methods used to obtain the findings, an explanation of how the tools and techniques were
selected, and a statement on whether alternative methods need to be applied. Its purpose is to provide
factual information to the appropriate parties and to help them understand what occurred. Moreover, the
report should be written in a manner that allows individuals without expertise in digital forensics to
comprehend its content. An oral report may also be delivered to convey the final outcome regarding the
presence or absence of evidence, thereby supporting the investigation. In addition, the report clarifies
any facts that remain uncertain.

2.4.6. Presentation

The forensic analyst submits the report prepared in the previous step to the appropriate authorities
and investigators to determine its admissibility in court. This step is crucial, as the arguments must not
only be presented in a manner that is easily understood by the audience but also supported by appropriate
and admissible evidence. The main outcome of this phase is to either confirm or refute the suspected
illegal activity.

2.4.7. Post-Process

When the investigation is properly conducted, this phase focuses on bringing it to a proper
conclusion. Digital or physical evidence must be returned to its rightful owner, or securely stored if
necessary. A review of the investigative process should also be conducted so that lessons can be learned
and applied to improve future investigations. This phase acknowledges the ever-evolving scenarios of
crime scenes—both physical and digital—as well as the investigative tools, criminal instruments, and
the varying skill levels of investigators.

Figures 1-4 illustrate the overall research workflow, case scenario, interaction simulation, and
the stages of the Improved Generic Computer Forensic Investigation Model applied in this study. Each
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figure is presented with a clear caption and sequential numbering to visually support the methodological
explanation. These figures are intended to complement the textual description by providing a concise
representation of the investigation flow, experimental setup, and forensic stages, thereby improving
clarity and reproducibility of the proposed method.To summarize the methodological procedure, the
forensic investigation follows a structured flow consisting of seven main stages: pre-process, acquisition
and preservation, examination, analysis, reporting, presentation, and post-process. The flowchart
presented in Figure 4 provides a concise overview of these stages, highlighting the sequential and
iterative nature of the investigation. This visual summary is intended to enhance methodological
transparency and assist in understanding the relationship between each phase without relying solely on
extensive textual descriptions.

2.5. Result and Discussion

The final stage, Results and Discussion, represents the culmination of the research process
illustrated in the figure. At this phase, the outcomes derived from the implementation of the method are
systematically presented and analyzed. The results are compared against the objectives and expectations
set during the earlier stages, particularly the case scenario and simulation. This stage not only evaluates
the effectiveness of the applied method but also highlights its strengths, limitations, and potential areas
for improvement. Furthermore, the discussion interprets the findings in a broader context, linking them
to existing literature and emphasizing their contribution to the field of digital forensics.

Table 3 presents the potential findings of digital artifacts that may be retrieved from browser
cache during forensic investigations. The types of artifacts include usernames, messages, timestamps,
and media, which are crucial in reconstructing user activities. The comparison across Mozilla Firefox,
Google Chrome, and Microsoft Edge highlights how each browser’s cache structure influences the
availability and accessibility of these artifacts.

Table 4 illustrates the acquisition of digital artifacts from different browsers using various forensic
tools. Autopsy serves as a comprehensive forensic suite, while MZCacheView and ChromeCacheView
function as browser-specific utilities designed to extract cache data from Mozilla Firefox and Google
Chrome, respectively. This comparison demonstrates how the integration of general and specialized
tools enables a more complete and systematic recovery of digital artifacts across browsers.

Despite the structured approach adopted in this study, several methodological limitations should
be acknowledged. Differences in browser cache management mechanisms, particularly between
Chromium-based browsers and Mozilla Firefox, may affect the consistency and completeness of artifact
recovery, as variations in browser versions, cache allocation, and background cleaning processes can
influence the type and quantity of retained artifacts. In addition, the effectiveness of forensic tools
depends on their compatibility with browser architectures and data formats; while Autopsy provides
structured analysis, it may not fully parse fragmented or proprietary cache formats used by Chromium-
based browsers, requiring specialized tools such as ChromeCacheView. Furthermore, this study was
conducted under controlled live forensic conditions, and results may differ in real-world investigations
involving diverse user behaviors, system configurations, or evolving browser and tool versions,
highlighting the need for continuous methodological adaptation.

3.  RESULT

This study applies the Improved Generic Computer Forensic Investigation Model to ensure a
structured forensic approach covering evidence identification, data acquisition, analysis, and reporting.
Experiments were conducted on three browsers such as, Google Chrome, Mozilla Firefox, and Microsoft
Edge using forensic tools such as Autopsy to recover critical artifacts like usernames, timestamps, and
conversations. The focus was on user interactions with Discord, including message exchanges (regular,
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pinned, edited, spoiler, and replies), the use of emojis and stickers, and media uploads (images,
documents, videos). The results show that browser cache retains diverse artifacts, though recovery
accuracy varies depending on the browser and tools used.

3.1. Pre-Process

This phase covers the initial preparations before formal investigation and data collection,
including the selection of methods, research instruments, and analytical tools. In this study, several
devices and materials are utilized. Table 4 supposed to be an evidence used by perpetrator on the scene
and Table 5 is a tools use by a forensic analyst to to an investigation.

Table 4. Hardware
Hardware Specification
Processor Intel(R) Xeon(R) CPU
E5-2698 v3 @ 2.30GHz (64
CPUs), ~2.3GHz

Personal
Computer Memory 2 TB SSD / 128 GB
RAM
Windows 11 Pro 64-bit
Table 5. Software
Software Version
Mozilla Firefox 142.0.1 (64-bit)
Google Chrome 140.0.7339.128
Microsoft Edge 142.0.1 (64-bit)
Autopsy 4221
ChromeCacheView 2.52
MZCacheView 2.22

3.2. Acquisition and Preservation

This phase involves identifying evidence at the crime scene, followed by its collection and
preservation to maintain authenticity. The goal is to protect the evidence from physical or data alteration
by storing it securely. The digital evidence collected consists of data in the Cache folder, which contains
temporary files stored by the browser, as shown in Table 6 below.

Table 6. Browser Cache Acquisition Directory

Browser Directory Evidence
Mozilla | C:\Users\DevOpsI\AppData\Local\Mozilla\Firefox\Profiles\a38e9p72.default-
Firefox | release.
Google | C:\Users\DevOps1\AppData\Local\Google\Chrome\User Data\Profile
Chrome | /\Cache\Cache Data
Microsoft | C:\Users\DevOps 1\AppData\Local\Microsoft\Edge\User
Edge Data\Default\Cache\Cache Data

The next step is to ensure the authenticity and integrity of digital evidence obtained from browser
caches by calculating hash values using MD5 and SHA-256, as shown in Table 7. These values serve
as unique identifiers that confirm the data from Google Chrome, Mozilla Firefox, and Microsoft Edge
has not been altered since acquisition. Hashing thus functions not only as a technical verification method
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but also as legal validation of authenticity. In this study, a key artifact containing Discord user
interactions was found in the file named 50.json.

Table 7. Hash Values of Image Files from Browser Cache
Browser MDS5S SHA-256
462dc3de5d65a40d7cf175
Mozilla | ef4cOcfcadb9f522233d8d8ff45bd448 | 06b3c02756fdf422fabd42a9¢53473a182b4233

Firefox 23
Google 13010c0b7¢5ac8b40ab027b0171fe97 | 5615b0ef768196¢92486ac539
Chrome |3 26d794464bd2850ad4ad48ac1c026abbc3ec73bc9
Microsof 7d5a7385bd0aa956a39¢c86b7ab1353¢c | 662090f9687a5784c51fac71
t Edge a 72cf15fb6b06€906d3fbf264aa93dc10a6032fa2

3.3. Examination

B d) f)

Figure 6. File Cache Recovery using Forensic Tools

This phase focuses on the identification, extraction, and preliminary analysis of digital artifacts
obtained in the previous stage. The collected data is systematically examined to ensure the integrity and
authenticity of the information, thereby confirming that the digital evidence remains valid and unaltered.
In addition, the examination is conducted using methods aligned with forensic standards, including the
application of appropriate software and analytical techniques. The examination was carried out manually
by reviewing each cache file stored in the browser. Figure 6 illustrates the acquisition process for each
browser using Autopsy, MZCacheView, and ChromeCacheView.

It show a). and b). shows In Mozilla Firefox, a total of 484 cache files were found stored in the
\cache2\entries folder by using Autopsy and c). and d) shows Google Chrome, a total of 146 cache files
were found in the Cache\Cache Data folder. These files contained digital traces of user activity
accessed through the browser and were acquired using Autopsy. While e). and f). show Microsoft Edge,
a total of 275 cache files were found in the Cache\Cache Data folder.

3.4. Analysis

In this digital forensic study of the web-based Discord platform, the main artifacts examined are
messages, usernames, timestamps, and conversation details. Messages include both text and images,
while usernames identify the communicating parties. Timestamps are essential for reconstructing the
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chronology, and each entry also contains ID, data type, message content, and channel id to specify the
interaction location. These components are fundamental for maintaining data integrity and supporting
forensic analysis. In Mozilla Firefox, interaction artifacts between users were found in a cache file with
the identifier 00C1491200ECC4A4784AB10EE42F838F512862E2C, retrieved using Autopsy, and in
the 50.json file extracted with MZCacheView as it shows on Figure 7. Figure 8 and 9 also shows
extracted 50.json file with ChromeCacheView.
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Figure 8. Recovery on Google Chrome
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Figure 9. Recovery on Microsoft Edge

In this study, Discord interaction artifacts accessed through web browsers were not consistently
found across all platforms. On Mozilla Firefox, the artifacts were successfully extracted using Autopsy
and MZCacheView, indicating that Firefox’s cache structure retains sufficient traceable data for forensic
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recovery. In contrast, on Google Chrome and Microsoft Edge, Autopsy did not detect the artifacts, and
recovery was only possible through ChromeCacheView. This difference arises because Chrome and
Edge, both built on the Chromium engine, manage cache data differently by storing it in fragmented or
structured formats that limit Autopsy’s ability to parse them directly. As a result, specialized tools like
ChromeCacheView are required to interpret these cache mechanisms effectively, whereas Firefox’s
cache organization allows broader compatibility with general forensic tools such as Autopsy.

3.4.1. Text Messaging

The analysis of text messaging artifacts focuses on identifying and recovering communication
traces generated through Discord when accessed via web browsers. Messages represent one of the most
critical forms of digital evidence, as they contain not only the content of interactions but also supporting
information such as usernames and timestamps. These elements allow investigators to reconstruct the
sequence of events and verify the authenticity of communication. By examining text messages across
different browsers, this study evaluates the extent to which cache storage structures influence the
recovery and completeness of Discord artifact. All case of interaction scenario of messaging show in
Figure 10

e)

Figure 10. Text Message

Figure a) shows image of plain text message It contains basic elements such as message content,
username, timestamp, and channel ID, which serve as fundamental evidence for reconstructing user
interactions. Figure b) shows a pinned message. When a message is pinned, the pinned property is set
to “true.” Figure c) show if a message is modified or edited, the edited timestamp will appear in the
cache file, indicating the time when the message was updated. Discord also provides a spoiler message
feature that allows users to send hidden messages. A spoiler message can be identified by two vertical
bars (]|) placed before and after the concealed text as it show on Figure d). Lastly, the reply message
artifact represents user interactions where a message directly references another message within the
same channel. Recovered through Autopsy, this artifact contains a “referenced message id” linking the
reply to its original message, along with standard metadata such as author ID and timestamp as it show
on Figure e).

3.4.2. Emoji and Stickers

The analysis of emoji and sticker artifacts aims to explore how visual elements of communication
on Discord are stored and recovered through web browser caches. Emojis and stickers, as extensions of
textual interaction, provide contextual meaning that can strengthen the interpretation of conversations.
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This study investigates the extent to which these artifacts are retained across different browsers and how
forensic tools can effectively extract them as part of digital evidence.

Figure 11 illustrates the main artifacts, including emojis and their timestamps. Similar to how
emoji reactions are represented in JSON-encoded Unicode characters, the use of emojis appears in the
“content” field, for example, \ud83e\udd23, which refers to the emoji “ @~ or “ROLLING ON THE
FLOOR LAUGHING.”

hannel_id":"141622925

i ype's
public_flags" vatar decurat\un data":null, cuHecl\bles

Figure 11. Emoji Usage

Figure 12 shows all artifacts recovered from the cache file related to sticker usage. These artifacts
include the ID and the name of the sticker “Happy,” which can be further used to identify the sticker
type through the sticker package information stored in the cache.

0+00:00", ed\tad nmestamp wnull, 3 :"1417001091140419755‘ channa\ id"" 141522925021?934850 “author";

1416229250217934860", "author™:{ "id":"141 522895597088205","usemame"‘”pEIakAjLE?Z&Q B

Figure 12. Sticker Usage

3.4.3. Sending Media Files

Sending media files is a common function of social media applications, often used by users to
share digital content with others. Artifacts related to media usage can provide valuable information for
forensic investigations, including what media was sent and when it was transmitted as it shows on Figure
13 — Figure 15

17005351194329211","channel \d":"T4{622915021NSMW",“aulhur"‘("ld

Figure 13. Image Sent

)229243170783252"."

|mestamp "2025-09-15T04:31:19.881000+00:00", "edited_timestamp

_gacor.mp:
eYhchdelalZM

ctib| 3 A 3 ), ,
! d_bulan, saptembar 25.bet! 3 ttps://cdn. dlsmrdapp (umfatta(hmentsﬂ'ﬂ6229250217‘,34850!1417001424893540704/wd hu\an \_september_25.bdt?ex=68cadf2aBlis=68¢c
207d007819a542fb! 504eed59d1a5ae 79658."," proxy_url":" dapp.net/ 1416229250217934860/1417001424893640704/wd_bulan_september_25 txt?ex=68cadf2a&is=68c58daadthm=207d007819

P

Figure 14. Video Sent

O, WIOTN iE4s, NEIGNT 14/4, CONENT_Iype | VIOEo/ Mp4 , ONginai_content_Iype : VIaeoymps ,
50.693000+00:00","

CONTENT_scan_version :¢, PIacensIger | BUGUUIRAEYNCNAEIAILVISTOAIA:
edited_timestamp“:null,"f| 0, . hannel_id":"1416229250217934860","
“:nul

placenoiger_version @1, TITE : VIGED gacor j|, empeas
130", "avatar":null,"

TMESTaMp @ 2ue3-us- 1310 13

i "clan’: : ¥ . ‘mentions"[],
2 ps://cdn.discordapp.com/attachments/ 1416220250217934860/ 141 p 2T3eaalcccf75faBa37bb698
fdd664852f2d48F6d E 1416220250217934860/ 141 2/gacor.pnglex= i 273eas 1 cccfT5fa8a3TbbE08TFdd664252F2d48f6d 13

Figure 15. Document Sent

3.5. Reporting

The Reporting phase in the digital forensic investigation process is the final stage, focusing on
the preparation of a comprehensive, systematic, and accountable report. At this stage, all findings from
the previous phases ranging from identification, acquisition, and examination to analysis—are
thoroughly documented, including the methods applied, the evidence recovered, and the interpretation
of results. The report must be written in a clear, objective manner and adhere to both scientific and legal
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standards, ensuring that it can be properly understood by relevant stakeholders, including law
enforcement, investigators, and the court as it show Table 8.

Table 8. Findings of Digital Artifacts in Browser Cache
Evidence Found Information

Username:
pelakul 27289

Global Name:
Pelaku 1 User 1

ID:
1416228955970863205

Username:
mikhaillur8130

Global Name:
Pelaku 2 User 2

1D:
790229243170783252

Discord Channel ID:
1416229250217934860

Discord Server
used for interaction

Web Link : )
Website sent by

https://mikhailarachman.blogspot.com/ one of the users

Image with file name : gacor.png

- Image posted on
7 \ 2025-09-
GACOR 17T05:13:59

Video with file name: video gacor.mp4

Video yang dikirim
pada 2025-09-
17T05:14:09

Document with file name:
wd_bulan september 25.txt Document sent on

2025-09-
17T03:17:54.

File in .txt format
containing the word
"gaCOI."
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Based on the analysis of the browser cache, several digital artifacts were identified that are
relevant to communication and data exchange activities conducted through the Discord platform. Who
was involved in this case are two users identified as “Perpetrator 1”” and “Perpetrator 2.” Their respective
usernames and IDs are pelakul 27289 (ID: 1416228955970863205) and mikhaillur8130 (ID:
790229243170783252). Both users were found interacting through a Discord Channel with the ID
1416229250217934860. What was discovered includes various types of digital artifacts: a website URL
(https://mikahilarachman.blogspot.com/), an image file named gacor.png, a video file named
video gacor.mp4, and a text document named wd_bulan_september 25.txt that contains the word
“gacor.” These artifacts indicate instances of information sharing and media exchange that may serve
as valuable evidence in the digital investigation. When the activities occurred can be determined from
the metadata embedded within each artifact. The image gacor.png was posted on September 17, 2025,
at 05:13:59, followed shortly by the video video gacor.mp4 at 05:14:09 on the same day. The text
document wd_bulan_september 25.txt was sent earlier at 03:17:54. These timestamps are crucial for
reconstructing the chronological sequence of events. Where the activities took place was primarily on
the Discord platform, specifically within the identified channel, and on the users’ browsers where the
artifacts were stored. Why this information is significant is because the combination of user identities,
files, and communication channels provides clear indications of digital interaction and potential
collaboration relevant to the investigation.

Finally, How the evidence was obtained involved acquiring and analyzing browser cache data,
which was then interpreted and summarized in a structured table of digital artifact findings. This
methodological approach allows forensic investigators to systematically identify involved parties,
exchanged media, and communication timelines in a manner that is both scientifically sound and legally
defensible.

3.6. Presenting

The results of the digital forensic investigation are presented clearly and systematically, focusing
on three main aspects: the date and time of interactions, the discovery of key evidence, and the
specialized techniques applied during analysis. Timestamp information from messages, images, and
documents enables accurate reconstruction of communication chronology, while evidence such as user
identities, message content, and shared media serves as critical findings supporting the study’s validity.
In addition, the use of forensic tools like Autopsy, MZCacheView, and ChromeCacheView is explained
to demonstrate the application of appropriate methods based on each browser’s characteristics.

3.6.1. Date and Time of Interation

From the recovered digital artifacts in the browser cache, several timestamps of media
transmissions were recorded. The interactions occurred on 2025-09-17, with recorded timestamps at
03:17:54, 05:13:59, and 05:14:09.

3.6.2. Evidence Findings

The investigation successfully uncovered several key pieces of digital evidence from the browser
cache related to Discord interactions. These include user identities such as the accounts pelakul 27289
(Global Name: Pelaku 1, ID: 1416228955970863205) and mikhaillur8130 (Global Name: Pelaku 2, ID:
790229243170783252), which provide clear attribution of communication activities. In addition, the
recovery of the Discord Channel ID (1416229250217934860) and an external website link
(https://mikhailarachman.blogspot.com/) further strengthens the contextual understanding of the

interactions. Complementary evidence in the form of media files, an image (gacor.png), a video
(video_gacor.mp4), and a document (wd_bulan_september 25.txt).
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3.6.3. Method and Technique Used

This investigation applied the Improved Generic Computer Forensic Investigation Model through
direct case scenario testing on browsers (Google Chrome, Mozilla Firefox, and Microsoft Edge). The
forensic process was conducted on active browser caches to directly extract artifacts using Autopsy,
MZCacheView, and ChromeCacheView with a Live Forensic approach.

3.7. Post-Process

The Post-Process phase in this digital forensic investigation represents the concluding stage after
the entire series of steps—acquisition, examination, analysis, reporting, and presentation—have been
completed. At this stage, the researcher evaluates the effectiveness of the methods and tools used, such
as Autopsy, MZCacheView, and ChromeCacheView, in extracting artifacts from the browser caches of
Google Chrome, Mozilla Firefox, and Microsoft Edge. The post-process phase also includes archiving
digital evidence, such as hash calculation results, conversation artifacts, and supporting documents, to
ensure accountability both scientifically and legally in the future. Through this stage, the investigation
not only produces valid findings but also guarantees that the data remains intact, well-documented, and
ready to serve as a reference for future research or judicial processes.

3.8. Comparison of Recovery Results Across Browsers

Based on the artifact identification and acquisition outcomes using forensic tools, a comparative
analysis of recovery effectiveness across browsers was conducted. Table 9 summarizes the recovery
success rate of digital artifacts across Mozilla Firefox, Google Chrome, and Microsoft Edge.

Table 9. Comparison of Recovery Results Across Browser

Browser Identified Successfully Partially
Artifacts Recovered Recovered
Mozilla [i/slzzrslznée’ Username, Message,
. . £°, Timestamp, Media | Media (Video)
Firefox Timestamp, (picture, document)
Media p i
Goosle [i/slzzrslznée’ Username, Message,
g . £¢; Timestamp, Media | Media (Video)
Chrome Timestamp, (picture, document)
Media p i
. £¢; Timestamp, Media | Media (Video)
Edge Timestamp, (picture, document)
Media p i
Notes:
o Successfully Recovered indicates artifacts that were extracted with complete and readable
content.

e Partially Recovered indicates artifacts that were detected but incomplete, fragmented, or
lacking contextual metadata.

3.9. Error Analysis of Artiact Recovery

All artifact types potentially exist in the browser cache, several recovery failures and
inconsistencies were observed during acquisition. These errors are analyzed as follows:
1. Username Artifacts
a. Failure in Chrome and Edge:
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Username artifacts were not fully recovered using ChromeCacheView on Google Chrome and
Microsoft Edge. This is likely due to: Cache entries being stored in fragmented binary structures,
and Username values being embedded within encrypted or compressed session data.
b. Partial Recovery:
In some cases, string remnants were detected but could not be reliably correlated to specific user
sessions, rendering them forensically weak.
2. Media Artifacts
a. Partial Recovery in Firefox:
While Firefox cache entries revealed references to media files, some media objects could not be
fully reconstructed due to: Incomplete cache blocks, and Overwriting of cache entries by newer
browsing activities.
b. Impact:
This limits the ability to validate media integrity or establish content provenance.
3. Cache Volatility
All browsers demonstrated high cache volatility, meaning: Artifacts may be deleted or overwritten
automatically, and Recovery success is highly dependent on the time elapsed between activity and
acquisition.
4. Tool-Browser Mismatch
Some forensic tools are optimized for specific browser cache structures, resulting in missed artifacts
when applied to unsupported or partially supported browsers.

The experimental results reveal significant differences in Discord artifact recovery across
browsers and forensic tools. Mozilla Firefox consistently produced a higher number and wider variety
of recoverable artifacts, including user identities, timestamps, message contents, and shared media,
reflecting its cache structure that allows more direct parsing by both general-purpose and browser-
specific forensic tools. In contrast, Google Chrome and Microsoft Edge demonstrated lower recovery
effectiveness when analyzed using Autopsy, as their Chromium-based cache formats involve proprietary
structures and data fragmentation that hinder direct interpretation. As a result, certain artifacts—such as
fragmented message metadata and incomplete media references—were either partially recovered or
misclassified as unrelated cache files. Although the use of ChromeCacheView significantly improved
artifact recovery for Chrome and Edge, the tool is primarily limited to cache extraction and lacks
advanced correlation and timeline reconstruction capabilities. Similarly, while MZCacheView
effectively extracts Firefox cache data, it provides limited contextual analysis compared to
comprehensive forensic platforms. These findings indicate that no single forensic tool offers complete
coverage across all browser environments, underscoring the importance of a multi-tool approach to
reduce recovery errors and ensure comprehensive browser-based forensic analysis.

4. DISCUSSIONS

The potential findings of digital artifacts from browser caches are systematically described in
Table 10. The results indicate that Mozilla Firefox, Google Chrome, and Microsoft Edge all have the
potential to store artifacts such as usernames, user IDs, server channel IDs, conversation messages, and
transmitted media. These artifacts serve as important indicators in uncovering communication activities
on the Discord platform, with each component contributing to strengthening the forensic analysis
context. Thus, documenting potential artifacts across different browsers not only highlights the variety
of digital traces that can be obtained but also emphasizes the necessity of a multi-tool approach to ensure
comprehensive investigative results.
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Table 10. Potential Findings of Digital Artifacts in Browser Cache

Browser
Digital Artifact Mozilla Google Chrome Microsoft Edge
Firefox
Username v v v
Message v v v
Timestamp v v v
Media v v v
Table 11. Acquisition of Digital Artifacts Using Forensic Tools
Browser Browser
Autopsy MZCacheView | ChromeCacheView
Mozilla Firefox V4 N4 -
Google Chrome - - V4
Microsoft Edge - - v

The acquisition of digital artifacts using various forensic tools is presented in Table 11. Based on
the table, Mozilla Firefox can be effectively extracted using both Autopsy and MZCacheView, whereas
Google Chrome and Microsoft Edge did not yield artifacts through these tools. However, artifacts from
Chrome and Edge were successfully obtained using ChromeCacheView, which is compatible with the
Chromium-based cache structure. These findings highlight that each browser has differences in cache
storage mechanisms, making the success of artifact extraction highly dependent on the compatibility
between the browser and the tools used. Therefore, selecting the appropriate tools becomes a critical
factor in ensuring the integrity and completeness of data in digital forensic investigations.

Beyond the technical findings, this study has broader implications for digital forensic practice,
particularly in investigations involving web-based communication platforms. The results demonstrate
that browser architecture significantly influences artifact recoverability, indicating that reliance on a
single forensic tool may lead to incomplete evidence acquisition, especially in Chromium-based
browsers. From a practical standpoint, these findings highlight the importance of adopting multi-tool
and browser-aware forensic approaches to improve the completeness and reliability of recovered digital
evidence. In addition, the application of structured frameworks such as the Improved Generic Computer
Forensic Investigation Model supports methodological consistency and evidence integrity, which are
essential as browser technologies and web-based applications continue to evolve.

Despite these contributions, several limitations should be acknowledged. The experiments were
conducted under controlled conditions using specific browser versions, system configurations, and
forensic tools, which may limit the generalizability of the results to real-world scenarios with more
diverse environments and user behaviors. Furthermore, this study focuses exclusively on browser cache
artifacts and does not examine other potential sources of volatile or persistent data, such as memory
dumps, network traffic, or cloud-side logs. From a technical and academic perspective, the results are
consistent with previous forensic studies on web-based platforms such as WhatsApp Web and TikTok
Web, confirming that differences in browser cache architecture and data fragmentation significantly
affect artifact recovery. By explicitly comparing Chromium-based browsers and Mozilla Firefox, this
research extends prior work and contributes to digital forensics and computer science by providing a
systematic and comparative evaluation of browser cache behavior in Discord web forensics, while also
encouraging future research to explore broader data sources and evolving browser-dependent forensic
challenges.
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5. CONCLUSION

Based on the experimental results, this study concludes that user interactions on the Discord
platform leave various digital artifacts in browser caches, including conversation texts (original, edited,
reply, and special formats such as spoiler), the use of emojis and stickers, as well as media files like
images and documents. These artifacts can still be identified even when deleted from the application
interface, as they remain temporarily stored in the cache. The findings also indicate that the three
forensic tools used show varying levels of effectiveness: Autopsy provides more structured artifact
presentation and supports in-depth analysis, MZCacheView is effective for Mozilla Firefox, while
ChromeCacheView is more optimal for Google Chrome and Microsoft Edge. Furthermore, significant
differences were observed in artifact recovery across browsers, with Firefox producing unique patterns
due to its non-Chromium cache architecture, in contrast to Chrome and Edge, which share similarities
in recovery results. These differences highlight that the internal mechanisms of each browser strongly
influence both the type of artifacts recovered and the ease of the recovery process.

Based on the findings of this study, several recommendations can be proposed for digital forensic
practice and future research. Investigators are encouraged to adopt a multi-tool and browser-aware
approach when analyzing web-based communication platforms, as differences in browser architecture
and cache management significantly influence artifact recoverability. The application of structured
frameworks such as the Improved Generic Computer Forensic Investigation Model is also recommended
to ensure methodological consistency and evidence integrity in forensic investigations. Future research
should expand the scope of analysis beyond browser cache artifacts to include other potential sources
of digital evidence, such as volatile memory, network traffic, and cloud-based data. In particular, the
forensic acquisition and analysis of voice-based communications, including Discord voice calls or
similar real-time audio interactions, represent an important area for further investigation, as such
artifacts may provide valuable evidentiary insights that are not captured through cache-based analysis
alone.
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