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Abstract

The security of digital image data is a crucial aspect in various fields, such as communications, medicine, and the
military. The inherent characteristics of digital images—namely high pixel correlation and large data size—render
conventional encryption methods less optimal. This study aims to evaluate the encryption quality of images using the
Arnold’s Cat Map (ACM) and Henon Map algorithms, both individually and in combination (ACM-Henon and
Henon-ACM). ACM is utilized to rearrange pixel positions to create a confusion effect, while the Henon Map is
employed to randomly alter pixel values (diffusion). The implementation is carried out using the Python
programming language within the Visual Studio Code development environment. Encryption quality is assessed
using parameters such as Avalanche Effect (AE), Unified Average Changing Intensity (UACI), Number of Pixels
Change Rate (NPCR), and correlation coefficient. Experimental results show that the combined chaos-based methods
significantly enhance security compared to the individual algorithms, particularly by analyzing the impact of
algorithm order on encryption quality. The best performance was achieved by the Henon—ACM combination,
producing NPCR ~ 99.44%, UACI = 19.93%, entropy = 7.9874, and AE = 50.12%, indicating strong randomness
and resistance to differential attacks.

This research demonstrates that combining confusion and diffusion mechanisms yields more secure cipher images
than using either method alone. The main contribution of this study lies in providing a systematic comparative
evaluation of single and combined chaos-based encryption schemes, including order-sensitive analysis across
different image characteristics, rather than proposing a new encryption algorithm. However, the encryption
performance is influenced by image size, parameter selection, and iteration count, which may limit consistency across
different image characteristics. Future work may explore adaptive parameter optimization and improved diffusion
mechanisms for higher UACI values.

Keywords: Arnold’s Cat Map, Henon Map, image encryption, chaotic systems, security validation, evaluation of
encryption quality.
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1. INTRODUCTION

In today’s digital era, securing image data is increasingly critical in fields such as medicine,
military communication, and forensic analysis. Digital images possess high pixel correlation and large
data sizes, causing conventional encryption techniques to perform poorly when applied to image
structures [1]. Recent work also emphasizes that classical encryption algorithms often fail to provide
adequate confusion—diffusion processes, especially when facing statistical attacks on digital images [2].
Other studies similarly report that traditional methods lack sufficient resistance against modern
cryptanalytic techniques, motivating the use of more advanced encryption models [3].

Chaos-based methods have attracted considerable attention because chaotic systems exhibit
inherent nonlinearity, unpredictability, and sensitivity to initial conditions, making them suitable for
secure encryption mechanisms [4]. Several works highlight that chaotic maps can generate strong
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randomness and complex diffusion properties needed for robust image protection [5]. Reviews of the
latest developments further demonstrate that chaotic systems consistently outperform classical models
in resisting correlation and differential attacks [6]. Additional studies report that hybrid chaotic—fuzzy
mechanisms can further enhance key sensitivity and statistical strength, showing their promise for image
encryption applications [7].

Among various chaotic algorithms, Arnold’s Cat Map (ACM) is widely used as a confusion
technique because it effectively disrupts the spatial relationships and geometric structures in images [8].
Meanwhile, the Henon Map plays a crucial role in diffusion due to its nonlinear dynamics, enabling
strong pixel-value modification across the image [9]. Recent work demonstrates that Henon-based
diffusion operations can significantly increase the unpredictability of encrypted images [10]. Studies
combining ACM and Henon also show that applying permutation before diffusion improves histogram
uniformity and reduces pixel correlation [11]. More advanced hybrid methods have been proposed,
including the integration of chaotic maps with optimization techniques to refine permutation sequences
[12]. Multi-chaotic layered architectures have also been shown to enhance complexity and improve
statistical resistance in encrypted images [13]. Furthermore, color image encryption models based on
ACM and Henon demonstrate improved performance in maintaining randomness and visual degradation
[14].

Despite this progress, several research gaps remain. Although hybrid and multi-chaotic
algorithms have been widely explored, few studies directly compare different ordering sequences of the
same chaotic maps, such as ACM—Henon and Henon—ACM [15], [16]. Additionally, many works
focus on specific image domains—such as medical images, compressed-domain images, or grayscale
datasets—Ileaving uncertainty regarding consistency across diverse formats including JPG, PNG, BMP,
WEBP, and TIFF [17], [18]. Other models, such as 3D chaotic encryptors, have been proposed but
seldom compared to lighter two-map combinations like ACM and Henon [19]. Several studies also
highlight that performance evaluations frequently omit essential metrics such as NPCR, UACI,
Avalanche Effect, and correlation analysis across multi-format datasets [20]. Furthermore, compressed
image encryption models have introduced new chaotic dimensions, but their applicability to general
image formats remains unsettled [17].

While numerous chaos-based image encryption methods have been proposed, the rationale for
selecting specific chaotic maps and the impact of their combination order are not always clearly
jusTIFFied. Arnold’s Cat Map is widely used for pixel permutation to reduce spatial correlation, whereas
the Henon Map is commonly adopted for pixel-value diffusion due to its strong sensitivity to initial
conditions [21], [22], [23]. However, the effectiveness of using these maps individually versus in
combination, as well as the influence of applying diffusion before or after permutation, has not been
systematically evaluated [24], [25]. This study addresses this gap by comparing ACM, Henon Map, and
their two combination sequences based on visual and statistical encryption performance.

Therefore, this study aims to evaluate the encryption quality of digital images using Arnold’s Cat
Map and Henon Map, implemented individually and in two combination sequences. By examining
performance across multiple image formats and providing comprehensive quantitative evaluation, this
research seeks to determine the optimal chaotic configuration for achieving strong statistical security,
high diffusion capability, and improved randomness in encrypted image data.

2. METHOD

In conducting this research, five main work procedures are employed, as illustrated in the flow
diagram in Figure 1.

Figure 1 illustrates that this research begins by examining the literature methods that will be
employed, including cryptography, chaos theory, Arnold's cat map, Hénon Map, Avalanche effect,
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Unified Average Changing Intensity, Number of Pixel Change Rate, and Correlation Coefficient. The
second stage is data collection, where various image formats (JPG, PNG, BMP, WEBP, and TIFFF) are
gathered as test inputs. The third stage involves implementing ACM and Hénon Map algorithms in
multiple encryption-order scenarios.

Literarture Study

- Cryphtograph
» Chaos Theory
« Amold's Cat Map

1. Amold's Cat Map
ol ™ |image JPG, PNG, BIMP, WEBP ™12, Henon Map
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Method Analysis
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Figure 1. Research Flow Diagram

The fourth stage involves method validation, which is conducted through differential attack
testing and the measurement of AE, UACI, NPCR, and correlation values. Finally, the fifth stage is
method analysis, which compares algorithm performance and examines the effects of encryption
ordering and image formats.

2.1. Literature Study

The first stage involved a literature study to find relevant references from various journals, both
local and international. The goal was to understand the methods to be used and how to implement them.
The primary focus of this literature study was on cryptographic algorithms, specifically Arnold's Cat
Map (ACM) and Hénon, as well as on evaluation methods such as the Avalanche Effect (AE), UACI,
NPCR, and the Correlation Coefficient. The study also examined various types of digital images,
including PNG, BMP, JPG, TIFF, and WEBP, which are commonly used in image encryption research
due to their distinct compression and quality characteristics that impact encryption and decryption
results [17].

2.1.1.Cryptography

Since cryptography is a technique for securing plain text messages, such as encrypted key
exchange and authentication, while revealing when and where communication is taking place,
steganography hides the existence of data to be transmitted [26]. It is then explained that cryptography
is a technique based on mathematical calculations to maintain the security, confidentiality, integrity, and
authenticity of data [27].

The algorithms used in encryption and decryption require specific keys. The encrypted (or
encoded) plaintext message is called ciphertext, while decryption is the process of returning the
ciphertext to its original plaintext form. In this study, the cryptographic key is represented by the set of
parameters used in both the Arnold’s Cat Map and the Henon Map. In chaos-based encryption, these
parameters function as the secret key because the encryption and decryption results are highly sensitive
to their values .

For the Arnold’s Cat Map, the key is the number of iterations applied during the pixel permutation
process. For the Henon Map, the key consists of the control parameters (a, b) and the initial conditions
(xo, yo) that generate the chaotic sequence. The encryption process also depends on the order in which
the two chaotic transformations are applied.

Since all these values must be identical during both encryption and decryption, and even a slight
variation will produce an incorrect reconstruction, they collectively serve as the cryptographic key in
the proposed method. This key representation follows the standard practice in chaos-based image
encryption studies.
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2.1.2.Chaos

The term "chaos" describes a highly predictable state of disarray in a complicated natural system.
Chaos theory examines systems that appear predictable but behave chaotically [4].

Various methods in this theory include: Logistic Map, ICMIC Map, Tent Map, Chebyshev Map
[2], Tinkerbell map, Henon Map, Duffing Map, Armold Map, Gaus-itated map, etc [5].

2.1.3. Arnold’s Cat Map (ACM)

It was first introduced by Vladimir Arnold’s in 1960, with the word "cat" used because a picture
of a cat was used in his experiments [8]. The Arnold's Cat Map (ACM) transform is a two-dimensional
chaos map widely used in obfuscation processes in modern image encryption. One common way to
understand its chaotic nature is through its geometric representation on a torus surface, as in the Figure
2.

Figure 2. Scheme Continuous Automorphism of the Torus

In this map, pixel coordinates are stretched, rotated, and then folded back together through modulo
operations, resulting in complex yet deterministic and reversible positional changes. The visualization
of the torus shows how ACM stretches and folds the coordinate plane, a core characteristic of chaotic
systems that makes the distribution of pixel positions unpredictable and effective in increasing the
degree of image randomness. Recent studies also confirm that linear-modular mappings such as ACM
are area-preserving, invertible, and provide significant chaotic mixing effects, making them suitable for
the permutation stage of image encryption [28], [29].

Arnold's Cat Map 2D is a pixel randomization algorithm that continuously changes the locations
of pixels in an image over many iterations. As the number of iterations increases, the pixel coordinates
in the square matrix become repetitive. As the number of iterations increases, the pixel coordinates in
the square matrix become repetitive, forming a periodic transformation. In this process, each pixel
position (Xi, yi) is mapped to a new position (xi + 1, yi+ 1). The Arnold Cat Map encryption equation
can be written as in equation 1 [30].

xi+1]

wl= 3 perd G meacy )

¢ bc

Where (x;+ 1, y; + 1) is the new pixel position after transformation, (x;, y: ) is the pixel position
in the current image, b and c are keys with arbitrary positive integer values, and N is the size of the N x
N image. The results of the Arnold Cat Map are reversible, meaning they can be returned to their original
form. To restore the encrypted Arnold Cat Map result or the inverse Arnold Cat Map, the following can
be written as in equation 2 [30].

v = e beral gl moaan @

Various previous studies have shown that using ACM as the initial stage of permutation can
increase resistance to statistical attacks and enlarge the key space because the iteration parameters act
as cryptographic keys. A study by [31] demonstrated that applying ACM before the diffusion process
enhances the randomization of pixel patterns, leading to a more uniform histogram of encrypted images.

2228


https://jutif.if.unsoed.ac.id/

Jurnal Teknik Informatika (JUTIF) Vol. 7, No. 3, June 2026, Page. 2225-2245
P-ISSN: 2723-3863 https://jutif.if unsoed.ac.id
E-ISSN: 2723-3871 DOI: https://doi.org/10.52436/1.jutif.2026.7.3.5354

Furthermore, studies by [11] and [14] also support that ACM is effective as a confusion mechanism and
can provide increased security when combined with other chaotic maps such as Henon, Logistic, or Tent
Map. These studies concluded that ACM is not a random generator, but its chaotic structure and periodic
nature can improve encryption quality in multi-level systems.

2.1.4.Henon Map

In 1978, the two-dimensional Henon map was proposed by H'enon as a simplified approach to
studying the dynamics of Lorenz-Bader systems. [32]. It is a discrete dynamic map that exhibits chaotic
behavior, as it is sensitive to its initial conditions [33]. It is defined as in equation 3 and 4.

Xp1 =1-— axrzl + Yn (3)
Yn+1 = bxy 4)

The behavior of a chaotic system is dependent on the values of parameters a, b that are called
control parameters. The parameters and conditions of the Henon map are as follows.

1. (X0, yo) are the initial conditions of the Henon Map, namely the initial iteration value that determines
the starting point of the chaotic system.

2. aand b are control parameters that govern the behavior of the Henon Map. The values of a and b
must be within a certain range to produce stable chaotic behavior.

3. K = (a, b, xq, yo) is the secret key in the Henon Map-based encryption process, because a small
change in one of these values will produce a completely different chaotic output.

The Hénon Map exhibits several strong chaotic properties, including a positive Lyapunov
exponent, high sensitivity to initial conditions, pseudo-random behavior, and an approximately uniform
distribution across its phase space. These characteristics ensure unpredictability and strong diffusion
capability, making the Hénon Map highly suitable for use in cryptographic applications. It is
instrumental in determining inherently dynamic sequences, demonstrating the high sensitivity of a
condition where the values are initially ordered and exhibit unpredictable attributes in their overall
behavior [10].

By expressing changes over time as discrete equations instead of differential equations, Hénon
maps are used to examine discrete-time dynamical systems. This characteristic underlies studies of
discrete dynamical systems and difference equations [34].

2.1.5. Avalanche Effect (AE)

The Avalanche Effect is a method for determining and understanding the percentage of a message
that changes during the encryption process by examining the ratio between the number of bits of the
ciphertext that change and the number of bits of the plaintext before it is altered in the encryption
process[35].

__ (dif ferent number of bits)
- (total bit)

AE

x 100% (5)

2.1.6. Unified Average Changing Intensity (UACI)

UACI is designed to try to average the modified intensity between two encrypted images when
the difference between the clean (authentic) images is minimal (typically a few pixels) [36]. According
to [37], the ideal value for UACI is between 33.25% and 33.48% respectively, and the calculation can
be done using the formula [38].

_ 1 [€1 (if)=C2 ()]
UACI = —— 3,120 x 100% (6)
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Explanation:

W = image width
H = image lenght
C1(i,j) = image result 1 (cipher-image 1)
C2(i,j) = image result 2 (cipher-image 2)

2.1.7.Number of Pixels Change Rate (NPCR)

NPCR and UACI are two percentages used to determine the effect of changing the value of one
pixel from the original image to the encrypted image. [39]. According to [37] The ideal value for NPCR
is greater than 99.6%, and the calculation can be done using a formula.

2ij D))

NPCR = 2220 » 100% (7)
.. 0,C:(i,j) # C; (i,))
DG, j) = { L] L] 8
@D =0 # € ) ®

Explanation for formula 3:

W = image width

H = image lenght

D (i, j) = the value of the two images being compared (0 or 1)
C1(i, j) = image resultl (cipher-imagel)

C2(i, j) = image result2 (cipher-image2)

Explanation for formula 4:

P (m, n) = dimensional original image M x N

P’ (m, n) = encrypted image

2.1.8.Correlation Coeffisient

Theoretically, the correlation coefficient between two neighboring pixels ranges from -1 to +1,
with a value of +1 indicating a strong linear relationship and a value close to 0 indicating no correlation
at all. In good image encryption, the correlation coefficient value in the cipher-image is expected to
approach zero in the horizontal, vertical, and diagonal directions, indicating that the statistical
relationship between pixels has been eliminated. This zero value is used as a benchmark for the statistical
security of the cipher-image [40].

The similarity between two variables is demonstrated by the correlation method. This coefficient
is very useful for calculating the quality of a cryptosystem [39]. This coefficient is particularly useful
for computing the cryptosystem’s quality, Correlation coefficient is given by [20], [31], [41].

_ cov(x,y)
Fo = 500 2
Where X and Y are the sets composed of N pixel gray values, x; € X and y; €, are two adjacent pixels,
1
EQX) = - X1 (10)
1
D(X) = XXX — EX))? (11)

cov(X,Y) = + T X — EQOI [V —E(N] (12)

2.2. Data Collection

After conducting literature research, the next step is data collection. In preparing for data
collection for this study, image data samples were taken, with the image types being JPG/JPEG, BIMP,
TIFFF, WEBP, and BMP. These various formats were selected to test the consistency and effectiveness
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of the encryption algorithm against varying image file characteristics. The image samples are listed in
Table 1 below.

Table 1. Image samples

Name Image Image Type Original Size (dimension)
Lena JPG 256x256
Sample png PNG 426x513
Sample TIFFf TIFFF 426x426
Samplel WEBP 4275x2451
Taz_ref BMP 400x400

2.3. Method Implementation

The data obtained will then be implemented using a specific method. The methods used in this
study are Arnold's Cat Map (ACM) and Hénon Map. This study is divided into three parts: testing the
Arnold's Cat Map method separately, testing the Hénon Map method separately, and testing the
combined Arnold's Cat Map and Hénon Map methods, as well as their inverses, namely the Hénon Map
and Arnold's Cat Map methods. Each method has two processes: encryption and decryption. These two
processes are essential parts of cryptography.
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2.3.1.Arnold’s Cat Map

For the ACM-only scheme, the resized image is directly encrypted using Arnold's Cat Map with
a fixed number of five iterations, which permutes the pixel positions of the image to achieve spatial
confusion. The corresponding encryption and decryption processes for the ACM-only scheme are
illustrated in Figures 3 and 4.

Start

Input Image

i

Resize Image
to
MxM

v

ACM Encryption
Fixed Iteration = 5

Encrypted Image
(Cipher Image)

Figure 3. Arnold’s Cat Map Encryption Flowchart

Explanation of method encryption flow Arnold’s Cat Map from figure 3:

1. Start: Starting point of the method.

2. Input Image: Digital images in RGB or grayscale format are used as system input.

3. Resize Image to M x M: The image is resized to 256 x 256 pixels. This stage aims to: standardize
the image size, fulfill the requirements of Arnold's Cat Map which requires the image to be square
(square image).

4. ACM Encryption Fixed Iteration = 5: Arnold's Cat Map is applied to permute pixel positions. This
process is repeated for 5 fixed iterations, according to the implementation in the source code. This
stage aims to eliminate spatial correlation between pixels by randomizing pixel positions.

5. Encrypted Image (Cipher Image) = The result of the permutation process is a cipher image.

6. End: Ending point of the method.

Start

Encrypted Image

1

Inverse Arnold's Cat Map
Fixed iterations = 5

Decrypted Image

Iﬂ-

End
Figure 4. Arnold’s Cat Map Decryption Flowchart
Explanation of the method decryption flow metode Henon Map from figure 4:

1. Start: Starting point of the method.
2. Encrypted Image: The result of the permutation process is a cipher image.
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3. Inverse Arnold’s Cat Map Fixed Iterations = 5: The permutation is reversed using the inverse ACM

with 5 iterations.

4. Decrypted Image: The original image was successfully restored.
5. End: Ending point of the method.
2.3.2.Henon Map

For the Henon-only scheme, the resized image is encrypted using the Henon map as a diffusion

mechanism. A chaotic sequence generated by the Henon map is applied to the image through a pixel-

wise XOR operation, resulting in pixel value substitution without altering pixel positions. The

encryption and decryption processes of the Henon-only scheme are shown in Figures 5 and 6.

Input Image

il

Resize Image
0
Mx M

v

Henon Map Diffusion
XOR-based Subtitution

Encrypted Image
(Cipher Image)

End

Figure 5. Henon Map Encryption Flowchart

Explanation of method encryption flow Arnold’s Cat Map from figure 5:

1.
2.
3.

Start: Starting point of the method.

Input Image: Digital images in RGB or grayscale format are used as system input.

Resize Image to M x M: The image is resized to 256 x 256 pixels. This stage aims to: standardize
the image size, fulfill the requirements of Arnold's Cat Map which requires the image to be square
(square image).

Henon Map Diffusion XOR-based Subtitution: The Henon Map generates a chaotic sequence based
on the following parameters: a= 1.4, b= 0.3, and initial conditions xo = 0.1 and yo = 0.1. This chaotic
sequence is then applied to the pixel values using the XOR operation. This process does not change
the pixel positions, but only randomizes the pixel intensity values (pixel substitution).

Encrypted Image (Cipher Image): The result of the permutation process is a cipher image.

End: Ending point of the method.

Encrypted Image

1L

Henon Map Decryption
(XOR again)

v

Decrypted Image

Figure 6. Henon Map Decryption Flowchart
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Explanation of the method decryption flow metode Henon Map from figure 6:

1. Start: Starting point of the method.

2. Encrypted Image: The result of the permutation process is a cipher image.

3. Henon Map Decyption (XOR again): The XOR operation is reapplied using the same chaotic
sequence.

4. Decrypted Image: The original image was successfully restored.

5. End: Ending point of the method

2.3.3. Arnold’s Cat Map and Henon Map

In the ACM and Henon scheme, the resized image is first processed using Arnold’s Cat Map with
five iterations to permute pixel positions. Subsequently, the Henon map is applied as a diffusion stage
using an XOR-based substitution of pixel values. This scheme combines confusion followed by
diffusion. The corresponding encryption and decryption processes are presented in Figures 7 and 8.

Input Image

Resize Image
fo
M x M

v

ACM Encryption
Fixed Iteration = 5

¥

Henon Map Diffusion
XOR-based Subtitution

L

Enerypted Image
(Cipher Image)

Figure 7. Arnold’s Cat Map and Henon Map Enrcryption Flowchart

Explanation of method encryption flow Arnold’s Cat Map from figure 7:

1. Start: Starting point of the method.

2. Input Image: Digital images in RGB or grayscale format are used as system input.

3. Resize Image to M x M: The image is resized to 256 x 256 pixels. This stage aims to: standardize
the image size, fulfill the requirements of Arnold's Cat Map which requires the image to be square
(square image).

4. ACM Encryption Fixed Iteration = 5: Arnold's Cat Map is applied to permute pixel positions. This
process is repeated for 5 fixed iterations, according to the implementation in the source code. This
stage aims to eliminate spatial correlation between pixels by randomizing pixel positions

5. Henon Map Diffusion XOR-based Subtitution: The Henon Map generates a chaotic sequence based
on the following parameters: a= 1.4, b= 0.3, and initial conditions xo = 0.1 and yo=0.1. This chaotic
sequence is then applied to the pixel values using the XOR operation. This process does not change
the pixel positions, but only randomizes the pixel intensity values (pixel substitution).

6. Encrypted Image (Cipher Image): The result of the permutation process is a cipher image.

7. End: Ending point of the method.

Explanation of the method decryption flow metode Henon Map from figure 8:
1. Start: Starting point of the method.
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Encrypted Image: The result of the permutation process is a cipher image.
Inverse Arnold’s Cat Map Fixed Iterations = 5: The permutation is reversed using the inverse ACM

with 5 iterations.

Henon Map Decryption (XOR again): The XOR operation is reapplied using the same chaotic

sequence.

Decrypted Image: The original image was successfully restored.

End: Ending point of the method.

Figure 8. Arnold’s Cat Map and Henon Map Decryption Flowchart

Encrypted Image

1

Inverse Arnold's Cat Map
Fixed iterations = 5

v

Henon Map Decryption
(XOR again)

Decrypted Image

2.3.4. Henon Map and Arnold’s Cat Map

perform pixel value diffusion through an XOR-based operation. The resulting image is then further
encrypted using Arnold’s Cat Map with five iterations to permute pixel positions. This scheme applies
diffusion followed by confusion. The encryption and decryption procedures for this scheme are depicted

In the Henon and ACM scheme, the resized image is first encrypted using the Henon map to

in Figures 9 and 10.

Explanation of method encryption flow Arnold’s Cat Map from figure 9:
1.
2.

Figure 9. Henon Map and Arnold’s Cat Map Encryption Flowchart

Start: Starting point of the method.

St

Input Image

i

Resize Image
to
MxM

v

Henon Map Diffusion
XOR-based Subtitution

v

ACM Encryption
Fixed Iteration = 5

Y

Encrypted Image
(Cipher Image)

Input Image: Digital images in RGB or grayscale format are used as system input.
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3. Resize Image to M x M: The image is resized to 256 x 256 pixels. This stage aims to: standardize
the image size, fulfill the requirements of Arnold's Cat Map which requires the image to be square
(square image).

4. Henon Map Diffusion XOR-based Subtitution: The Henon Map generates a chaotic sequence based
on the following parameters: a= 1.4, b= 0.3, and initial conditions xo = 0.1 and yo=0.1. This chaotic
sequence is then applied to the pixel values using the XOR operation. This process does not change
the pixel positions, but only randomizes the pixel intensity values (pixel substitution).

5. ACM Encryption Fixed Iteration = 5: Arnold's Cat Map is applied to permute pixel positions. This
process is repeated for 5 fixed iterations, according to the implementation in the source code. This
stage aims to eliminate spatial correlation between pixels by randomizing pixel positions

6. Encrypted Image (Cipher Image): The result of the permutation process is a cipher image.

7. End: Ending point of the method

Encrypted Image

1L

Henon Map Decryption
(XOR again)

v

Inverse Arnold's Cat Map
Fixed iterations = 5

Decrypted Image

Figure 10. Henon Map and Arnold’s Cat Map Decryption Flowchart

Explanation of the method decryption flow metode Henon Map from figure 10:

1. Start: Starting point of the method.

2. Encrypted Image: The result of the permutation process is a cipher image.

3. Henon Map Decryption: The XOR operation is reapplied using the same chaotic sequence.

4. Inverse Arnold’s Cat Map Fixed Iterations = 5: The permutation is reversed using the inverse ACM
with 5 iterations.

5. Decrypted Image: The original image was successfully restored.

6. End: Ending point of the method

2.4. Method Validation

Method validation focuses on measuring the quality of encryption results using several standard
parameters, as shown in Figure 11.

=)
Differencial Attack
* Avalanche Effect (AE)
» Unified Average Changing " q
Intensity (UACI) Correlation Coefficient
* Number of Pixels Change
Rate (NPCR)
| Resul
it
L J

Figure 11. Method validation parameters
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The Based on the evaluation metrics defined in Equations (1)—(4), the encryption performance
can be interpreted using commonly accepted benchmark values reported in recent chaos-based image
encryption studies [1], [6]. For the Avalanche Effect (AE) calculated using Equation (1), an ideal value
is approximately 50%, indicating high sensitivity of the encryption algorithm to small changes in the
plaintext image [35], [42]. Values approaching this threshold suggest strong diffusion characteristics
and robustness against differential attacks [37], [43].

For the Number of Pixel Change Rate (NPCR) obtained from Equation (2), values greater than
99% are generally considered indicative of strong resistance to differential attacks in 8-bit image
encryption schemes [1], [36], [43]. Similarly, the Unified Average Changing Intensity (UACI),
computed using Equation (3), ideally approaches 33%, reflecting significant average intensity variation
between cipher images generated from slightly different plaintexts [36], [43]. Although practical
implementations may yield lower values, higher UACI values still indicate better diffusion capability
(1], [11].

The pixel correlation coefficient calculated using Equation (4) is used to evaluate the statistical
dependency between adjacent pixels in the encrypted image. Correlation values close to zero in the
horizontal, vertical, and diagonal directions indicate the effective elimination of spatial correlation and
strong resistance to statistical attacks [6], [11], [42]. These benchmark interpretations enable an
objective evaluation of encryption quality without redefining the underlying mathematical formulations.

2.5. Method Analysis

The proposed image encryption methods are analyzed based on the fundamental principles of
confusion and diffusion commonly adopted in chaos-based cryptographic systems. Arnold's Cat Map
(ACM) primarily provides spatial permutation of pixels, which effectively disrupts the positional
correlation in the image. However, as ACM does not modify pixel intensity values, its diffusion
capability is inherently limited.

In contrast, the Hénon Map focuses on altering pixel intensity values through chaotic sequences,
thereby enhancing diffusion and increasing randomness in the encrypted image. Nevertheless, without
an explicit permutation stage, residual spatial dependency may remain.

The combined encryption schemes integrate both confusion and diffusion mechanisms to improve
overall security. The order of combination plays a crucial role in determining the effectiveness of
encryption. Applying diffusion before confusion is expected to intensify intensity variation before
spatial permutation, while applying confusion first is scheduled to decorrelate pixel positions before
modifying their values. These different operational sequences form the basis for comparative evaluation,
which is further discussed in the Results and Discussion sections.

3.  RESULT

This section presents the implementation and evaluation results of the Arnold's Cat Map and
Henon Map encryption methods on various digital image formats, namely JPG, PNG, BMP, WEBP,
and TIFF. The evaluation was carried out for each method individually and in two-way combinations,
namely ACM—Henon and Henon—ACM. Encryption performance assessment was carried out based
on the parameters Avalanche Effect (AE), Unified Average Changing Intensity (UACI), Number of
Pixels Change Rate (NPCR), and Correlation Coefficient.

3.1. Encryption and Visualization results

This study uses the classic image "Lena" as one of the test objects. Figures 3, 5, 7, and 9 show the
results of image encryption using four methods: Arnold's Cat Map (ACM), Henon Map, the combination
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of ACM—Henon, and Henon—ACM. Meanwhile, Figures 4, 6, 8, and 10 show the decryption results
of each method.
1. Arnold’s Cat Map

Figure 12 below shows a visualization of the lena.jpg image resulting from the encryption and
decryption process using the Arnold's Cat Map method.

£

Figure 12. Arnold’s Cat Map Method

Figure 12 above shows the results of a typical diagonal pattern that still retains some traces of the
original image structure. This is because this method only permutates pixel positions (confusion),
without changing the pixel intensity values. After the encryption and decryption processes, the
encryption evaluation results were obtained using the parameters previously defined in Table 2 below.

Table 2. Evaluate calculations arnold’s cat map

Entropy 6.8295
NPCR 99.13%
UACI 15.06%
Correlation (total) -0.0015
Correlation (horizontal) 0.1252
Correlation (vertical) -0.0086
Correlation (diagonal) 0.1745
Avalanche Effect 49.83%

Encryption of Lena.JPG with Arnold's Cat Map (ACM) shows effective pixel randomization.
Entropy 6.8295 and NPCR 99.13% indicate randomness, but UACI 15.06% remains low as ACM does
not alter intensity values. Pixel correlations were near zero, and the Avalanche Effect of 49.83% was
close to ideal. Overall, ACM obscures image structure effectively but is less optimal for intensity
distribution.

2. Henon Map

Figure 13 below shows a visualization of the lena.jpg image resulting from the encryption and

decryption process using the Henon Map method.

henon

Figure 13. Henon Map Method
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Figure 13 above shows that Henon Map produces more random results than ACM because this
method focuses on changes in pixel values (diffusion). After the encryption and decryption processes,
the encryption evaluation results were obtained using the parameters previously determined in Table 3
below.

Table 3. Evaluate calculations Henon map

Entropy 7.9874
NPCR 98.15%
UACI 16.56%
Correlation (total) 0.1414

Correlation (horizontal) | -0.0641
Correlation (vertical) 0.0208
Correlation (diagonal) 0.0213
Avalanche Effect 47.93%

In the Henon Map method, the encryption from Lena.jpg results show a high level of randomness
with an entropy value of 7.9874, which is close to the theoretical maximum value for 8-bit images. This
indicates that the Henon Map is effective in changing pixel intensity values through a diffusion
mechanism. However, the obtained NPCR value of 98.15% and UACI of 16.56% are still below the
ideal value for resistance to differential attacks. In addition, the total correlation value of 0.1414
indicates that there is still spatial dependence between pixels in the cipher-image. This condition is
understandable because the Henon Map only changes pixel values without permuting positions, so some
of the spatial structure of the original image can still be detected statistically.

3. Arnold’s Cat Map and Henon Map

Figure 14 below shows a visualization of the lena.jpg image resulting from the encryption and

decryption process using the Arnold's Cat Map and Henon Map methods.

Decrypted ACM-banon

Original ACM=henon

Figure 14. Arnold’s Cat Map and Henon Map method

Figure 14 above shows that ACM—Henon produces a highly random cipher image with no
detectable visual patterns, demonstrating the strength of the combination of confusion and diffusion,
respectively. After the encryption and decryption processes, the encryption evaluation results were
obtained using the previously defined parameters in Table 4 below.

Table 4. Evaluate calculations ACM and Henon

Entropy 7.9876
NPCR 99.44%
UACI 19.84%
Correlation (total) 0.0013

Correlation (horizontal) | -0.0010
Correlation (vertical) 0.0020
Correlation (diagonal) 0.0085
Avalanche Effect 50.01%
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The combination of Arnold's Cat Map and Henon Map (ACM—Henon) significantly improved
encryption quality compared to using the Henon Map alone. The entropy value increased to 7.9876,
while the NPCR reached 99.44%, indicating that a single pixel change in the original image causes
changes in almost all pixels in the cipher image. The UACI value also increased to 19.84%, indicating
improved intensity diffusion, although it still fell short of the theoretical ideal value. All correlation
coefficients in the horizontal, vertical, and diagonal directions were very close to zero, indicating that
the statistical relationship between pixels was successfully eliminated. This improvement proves that
the application of the confusion mechanism through ACM before Henon Map diffusion is able to
strengthen the statistical security of encrypted images.

4. Henon Map and Arnold’s Cat Map

Figure 15 below shows a visualization of the lena.jpg image resulting from the encryption and

decryption process using the Arnold's Cat Map and Henon Map methods.

Original

Decrypted heson-+ACM

Figure 15. Henon Map and Arnold’s Cat Map Method

Figure 15 above shows that Henon—ACM also produces a high degree of randomness, but different
transformation sequences can affect the final structure of the random pixel distribution. After the
encryption and decryption processes, the encryption evaluation results were obtained using the
parameters previously determined in Table 5 below.

Table 5. Evaluate calculations Henon and ACM

Entropy 7.9874

NPCR 99.44%
UACI 19.93%
Correlation (total) -0.0058
Correlation (horizontal) -0.0007
Correlation (vertical) -0.0000
Correlation (diagonal) 0.0007

Avalanche Effect 50.12%

The best results were obtained with the combination of Henon Map and Arnold's Cat Map
(Henon—ACM). In this scheme, the entropy value reached 7.9874 and the NPCR was 99.44%,
indicating a very high level of randomness and sensitivity to pixel changes. The UACI value of 19.93
was the highest compared to other methods in this study, while the Avalanche Effect value reached
50.12%, approaching the ideal value for a strong cryptographic system. All correlation coefficient values
were very close to zero in all directions, indicating that spatial dependencies between pixels were
effectively removed. The sequence of diffusion first using Henon Map, followed by permutation of pixel
positions using ACM, proved to be more optimal in breaking the structural linkages of the image and
producing a more random pixel distribution than the reverse sequence.
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3.2. Encryption Quality Analysis

The encryption quality analysis was conducted by comparing the performance of four encryption
schemes, namely Arnold’s Cat Map (ACM), Henon Map, the ACM—Henon combination, and the
Henon—ACM combination, using entropy, NPCR, UACI, Avalanche Effect, and pixel correlation
coefficients as evaluation metrics. The results indicate that both the type of chaotic mechanism and the
order in which confusion and diffusion are applied have a significant impact on encryption strength.

The ACM-only scheme performs pixel position permutation (confusion) without modifying pixel
intensity values. As a result, it is effective in reducing spatial correlation between pixels but produces a
relatively low UACI value due to the absence of diffusion. In contrast, the Henon Map-only scheme
focuses on pixel value diffusion and achieves entropy values close to the theoretical maximum for 8-bit
images. However, without a permutation stage, the Henon Map still exhibits residual spatial
dependency, as reflected by a relatively higher total correlation coefficient compared to the combined
schemes.

A substantial improvement in encryption quality is observed when confusion and diffusion are
combined. The ACM—Henon scheme demonstrates that applying permutation prior to diffusion
increases NPCR to 99.44% and reduces pixel correlation values to nearly zero in all directions. The
Avalanche Effect approaches the ideal value of 50%, indicating high sensitivity to small changes in the
plaintext image. Nevertheless, the obtained UACI value remains below the theoretical ideal, suggesting
that intensity diffusion is improved but not yet optimal.

Among all evaluated methods, the Henon—ACM scheme achieves the best overall performance.
Applying diffusion first using the Henon Map, followed by confusion through Arnold’s Cat Map, results
in the most effective elimination of spatial structures in the cipher image. This scheme produces an
entropy value of 7.9874, an NPCR of 99.44%, the highest UACI among the tested methods, and an
Avalanche Effect of 50.12%. Moreover, pixel correlation coefficients in the horizontal, vertical, and
diagonal directions are all very close to zero, indicating that linear dependencies between neighboring
pixels have been effectively removed.

Based on both the experimental results and findings reported in related chaos-based image
encryption studies, it can be concluded that the Henon—ACM combination is the most optimal
method in this research. The diffusion-first and confusion-second sequence provides stronger
randomness, higher sensitivity, and better resistance to statistical attacks than single-map encryption or
the reverse combination order. Although the UACI values obtained are still below the theoretical ideal,
the overall evaluation metrics confirm that the Henon—ACM scheme offers the strongest and most
stable encryption quality among the methods examined.

4. DISCUSSIONS

The experimental results demonstrate that combining Arnold’s Cat Map (ACM) and Henon Map
significantly enhances image encryption quality compared to using each chaotic map independently.
This improvement is consistently reflected across multiple evaluation metrics, including entropy,
NPCR, UACI, Avalanche Effect, and pixel correlation coefficients. The obtained entropy values for the
combined schemes (=7.99) are very close to the theoretical maximum for 8-bit images, indicating a near-
uniform distribution of pixel intensities in the encrypted images [37], [43] .

When the chaotic maps are applied individually, their limitations become evident. The ACM-only
scheme performs pixel permutation without modifying intensity values, which effectively reduces
spatial correlation but results in limited diffusion capability, as indicated by the relatively low UACI
value. Conversely, the Henon Map-only scheme provides strong diffusion at the pixel-value level and
achieves high entropy; however, without a permutation stage, residual spatial dependency remains in
the encrypted image, as reflected by higher pixel correlation values. Similar limitations of confusion-
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only and diffusion-only schemes have also been reported in previous chaos-based image encryption
studies [11], [20].

The combination schemes demonstrate that integrating confusion and diffusion mechanisms is
essential for robust image encryption. In both ACM—Henon and Henon—ACM configurations, pixel
correlation values are reduced to nearly zero in the horizontal, vertical, and diagonal directions, while
NPCR values approach those required for strong resistance against differential attacks. This observation
is consistent with prior research emphasizing the importance of confusion—diffusion integration in
chaos-based cryptosystems [11], [31], [42].

Among all tested configurations, the Henon—ACM scheme yields the best overall performance.
Applying diffusion first using the Henon Map ensures that pixel intensity values are thoroughly
randomized, while the subsequent ACM permutation disrupts the spatial relationships among pixels
more effectively than the reverse order. This diffusion-first strategy has been shown in recent studies to
enhance resistance against statistical and differential attacks by minimizing residual spatial structures in
the cipher image [11], [15], [20].

Although the combined schemes significantly improve encryption performance, the obtained
UACI values (=<19-20%) remain below the theoretical ideal of approximately 33% for fully randomized
8-bit cipher images. Similar observations have been reported in related studies, where strong confusion
and diffusion mechanisms still require additional rounds or adaptive chaotic parameters to achieve ideal
UACT levels [37], [43]. This limitation suggests potential directions for future work, such as increasing
diffusion iterations or incorporating additional chaotic maps.

Overall, the discussion confirms that the proposed Henon—ACM scheme achieves a favorable
balance between randomness, sensitivity, and statistical security. While not reaching the theoretical
optimum in all metrics, it outperforms the single-map and reverse-order combination schemes, making
it a robust and effective approach for chaos-based image encryption.

5.  CONCLUSION

This study has evaluated the encryption quality of digital images using Arnold’s Cat Map (ACM)
and Henon Map algorithms, applied individually and in two different combination sequences, namely
ACM—Henon and Henon—ACM. The evaluation was conducted on multiple image formats using
standard statistical and differential attack metrics, including entropy, NPCR, UACI, Avalanche Effect,
and pixel correlation coefficients.

The experimental results show that single-map encryption schemes exhibit inherent limitations.
The ACM-only method effectively reduces spatial correlation through pixel permutation but provides
limited diffusion, resulting in low UACI values. Conversely, the Henon Map-only method achieves high
entropy by modifying pixel intensity values but still retains residual spatial dependency due to the
absence of pixel position permutation. These findings confirm that neither confusion-only nor diffusion-
only approaches are sufficient to achieve optimal image encryption security.

A significant improvement is observed when confusion and diffusion mechanisms are combined.
Both combined schemes successfully reduce pixel correlation to near zero and increase resistance to
differential attacks. Among all tested configurations, the Henon—ACM scheme demonstrates the best
overall performance, achieving entropy values close to the theoretical maximum, NPCR values of
approximately 99.44%, the highest UACI among the evaluated methods, and an Avalanche Effect close
to the ideal 50%. The diffusion-first and confusion-second sequence proves to be more effective in
disrupting pixel intensity patterns and spatial structures than the reverse order.

Although the combined schemes significantly enhance encryption quality, the obtained UACI
values remain below the theoretical ideal for fully randomized 8-bit images, indicating that further
improvements in diffusion strength are still possible. Future research may focus on adaptive parameter
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optimization, increased diffusion iterations, or the integration of additional chaotic maps to further
enhance intensity variation and resistance to differential attacks. Overall, this study confirms that the
Henon—ACM configuration offers a robust and effective solution for chaos-based image encryption
across multiple image formats
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