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Abstract 

Security in server-to-server communication is essential, especially in open networks vulnerable to data breaches and 

service disruptions. However, many existing solutions rely on a single cryptographic algorithm, limiting their ability 

to address diverse threats. This study aims to develop and evaluate a hybrid security model by combining the 

Advanced Encryption Standard (AES) and Elliptic Curve Cryptography (ECC) to ensure confidentiality, integrity, 

and authenticity of transmitted data. An experimental approach is applied through direct implementation in server 

communication. The model uses AES for symmetric encryption, ECC for dynamic session key exchange, and JSON 

Web Token (JWT) reinforced by nonce, timestamp, and HMAC-SHA256 for authentication and integrity 

verification. Test results show the model detects payload modification, replay attacks, JWT manipulation, and passive 

interception, with processing time still within an acceptable range. Communication efficiency is maintained with 

negligible payload overhead. The novelty of this research lies in integrating hybrid encryption with stateless 

authentication and integrity validation into a unified architecture. This integration allows security elements to be 

delivered systematically via REST API, making the model easy to adopt in existing architectures. The results of this 

study contribute to the advancement of secure API-based communication frameworks in the field of informatics, 

providing a practical, adaptable, and scalable solution for protecting data in distributed information systems. 
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1. INTRODUCTION 

Data security has become a crucial issue in the digital era, especially in communication between 

servers that involve continuous exchange of sensitive information. Threats such as eavesdropping, data 

modification, and misuse of access can occur at any time, especially in systems in open networks. The 

security of data stored in cloud databases is a challenging and complex issue due to malicious attacks, 

data breaches, and unsafe access points [1]. Therefore, a security mechanism is needed that can 

guarantee the confidentiality, integrity, and authenticity of data in every communication session. A 

robust security system must be able to detect interference and protect data from unauthorized parties. 

Cryptography is the main approach used to meet this need effectively. Cryptography is the practice of 

securing information by using keys to ensure the confidentiality, integrity, and authentication of data so 

that it can only be accessed by authorized parties and is protected from modification during the 

transmission process [2]–[4]. 

Advanced Encryption Standard (AES) is a symmetric block cryptography algorithm that uses the 

same key for encryption and decryption and is known for its speed and efficiency in securing extensive 

data [5]–[7]. AES was adopted as a standard by NIST in 2001 to replace DES, which had been 
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considered vulnerable to attacks, with the ability to encrypt and decrypt data efficiently [8]. AES 

processes data in 128-bit blocks and supports key lengths of 128, 192, or 256 bits for encryption and 

decryption [9]–[12]. The AES algorithm was chosen as a standard because of its high performance and 

speed, which has been proven to be superior to other algorithms in various encryption analyses [13], 

[14]. Despite its superior performance, key distribution in AES requires special attention because the 

key must be kept secret. If the key is intercepted during transmission, all encrypted information can be 

exposed. 

To overcome this problem, support from asymmetric cryptographic algorithms such as Elliptic 

Curve Cryptography (ECC) is needed, as it enables secure key exchange. ECC is widely recognized in 

modern cryptography for providing high levels of security with relatively small key sizes, making it 

ideal for devices with limited computing resources [15], [16]. Compared to RSA, ECC offers equivalent 

security strength with significantly shorter keys, resulting in reduced power consumption and 

computational overhead [17]–[21]. In addition, ECC has advantages in managing authentication 

schemes, key management, low-overhead transmission efficiency, and supports privacy as well as fast 

verification [22]. The security of ECC relies on the mathematical hardness of the Elliptic Curve Discrete 

Logarithm Problem (ECDLP), for which no efficient solution exists to date using practical cryptographic 

parameters. Therefore, ECC remains a secure and reliable choice for asymmetric encryption [23]. 

Building upon this, hybrid cryptography combines the strengths of both asymmetric and symmetric 

algorithms, using asymmetric encryption, such as ECC, for secure key management and symmetric 

encryption, such as AES, for fast data encryption. This hybrid approach enhances overall system 

performance and security [24]. The integration of AES and ECC creates a hybrid model that balances 

speed and robust protection, supporting key processes such as secure key generation, exchange, 

derivation, and message authentication [25]. 

The AES-ECC hybrid model leverages the power of symmetric and asymmetric algorithms in a 

single system. AES is used to efficiently encrypt message content, while ECC is used to securely 

generate a shared secret through the Elliptic Curve Diffie-Hellman (ECDH) mechanism [26], [27]. This 

shared secret is used as the basis for the formation of AES keys that are not directly transmitted over the 

network. Through this approach, the risk of key interception can be significantly reduced. The structure 

of this hybrid model is also compatible with REST API-based communication systems that are 

commonly used in microservices and cloud computing architectures. Previous studies on hybrid 

cryptography have generally focused on either key exchange optimization or payload encryption 

performance in isolation, without integrating additional mechanisms for authentication, replay attack 

prevention, and integrity verification in a single unified architecture. 

As a complement to the designed security model scheme, this model also integrates JSON Web 

Token (JWT) as a stateless authentication mechanism. JWT is a lightweight identity authentication 

protocol based on JSON format, which is widely used in web services because of its efficiency in 

transmission and processing and its essential role in ensuring data security [28]. JWT consists of three 

main parts, namely header (algorithm information and token type), payload (user data), and signature 

(the hash result of the previous element combination) [29]. Being stateless and secure, JWT is a strong 

candidate for authorization and session management, particularly in cloud computing environments 

where scalability and efficiency are paramount [30]. In this model, the JWT payload contains essential 

information such as a timestamp, nonce, and other metadata that serve to verify the authenticity and 

integrity of each request. JWT plays a crucial role in controlling time validity, preventing replay attacks, 

and ensuring that each transaction originates from a legitimate source. The inclusion of a nonce, a unique 

value generated for a single use, is very effective in combating replay attacks by ensuring that each 

request is unique and processed only once [31]. The use of JWT is especially relevant in distributed 
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systems that do not store user sessions directly, as it provides an efficient stateless validation mechanism 

without compromising security. 

The novelty of this study lies in the comprehensive integration of AES-ECC hybrid cryptography 

with JWT-based stateless authentication, nonce and timestamp for replay attack prevention, and HMAC-

SHA256 for message integrity verification into a single model. This combination not only addresses 

confidentiality and key exchange security but also ensures robust authentication and payload integrity 

in REST API-based server-to-server communication. 

Therefore, this study aims to develop and test a hybrid data security model based on AES-ECC 

reinforced with JWT authentication for server-to-server communication. Evaluations are carried out on 

the encryption-decryption process, resource efficiency, payload validity, and resistance to common 

attacks such as replay attacks and data modification. The evaluation was conducted using a simulation 

of two servers and the REST API protocol in an open network. The results are expected to demonstrate 

that the proposed model is not only theoretically secure but also robust and efficient in real scenarios, 

making it a practical solution for securing data in modern, open, and stateless system architectures. 

2. METHOD 

This study uses a quantitative experimental approach to design and evaluate a data security model 

based on a combination of AES and ECC algorithms in inter-server communication. The main objective 

is to develop a hybrid model that guarantees data confidentiality, message integrity, and source 

authentication without transmitting plaintext directly. The model is designed to be implemented in a 

REST API architecture on an open network, taking into account process efficiency, integration 

flexibility, and protection against common cyber threats. The testing method is carried out in stages, 

including simulation of two-server communication, validation of the cryptographic process, and testing 

of system performance and resilience. This approach allows for a comprehensive evaluation of the 

effectiveness and efficiency of the proposed model. 

2.1. Security Model Development 

This communication model is designed for two server entities, namely Server A (sender) and 

Server B (receiver), which are connected via the HTTP/HTTPS protocol using the REST API endpoint. 

The process begins with the generation of a temporary (ephemeral) ECC key pair on the sender side, 

which is then used to generate a shared secret via the ECDH mechanism by utilizing the recipient's 

public key. From the shared secret value, a 128-bit AES session key is derived, which is then used to 

encrypt data using the AES algorithm in CBC mode. In each session, the model also generates a random 

initialization vector (IV) to increase encryption security. Data in plaintext form is then encrypted into 

ciphertext. To ensure the uniqueness of each request and prevent replay attacks, the model inserts a 

nonce and timestamp value. The Hash-based Message Authentication Code (HMAC) algorithm is used 

as a solution to protect data from various attacks that occur due to the nature of distributed networks 

[32]. In addition, HMAC is calculated based on all cryptographic elements to ensure message integrity 

and authentication, making it an essential component in a secure communication protocol [33]. 

The payload sent in the HTTP body is packaged in JSON format and consists of four elements, 

namely ciphertext, IV, ephemeral public key (ep_pubkey), and HMAC. As an authentication layer, a 

JSON Web Token (JWT) is generated separately, which contains metadata such as issuer (iss), creation 

time (iat), expiration time (exp), and nonce value (nonce). The JWT is then signed using the HS256 

algorithm and inserted into the HTTP header with the Authorization Bearer scheme. This 

communication structure ensures that the encryption and authentication processes run in parallel, 

facilitating independent verification by the recipient. The general architecture of data communication 

using the AES-ECC hybrid model is visualized in Figure 1. 
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Figure 1. Secure data transmission architecture between servers using the AES-ECC hybrid model 

 

After the payload is sent to Server B, the validation process begins by checking the header to 

ensure the existence and validity of the JWT. If the token is available and valid, the model checks the 

nonce to prevent replay attacks. The next step is to read the ephemeral public key from the sender and 

recalculate the shared secret using Server B's private key. Then, the session key is derived from the 

shared secret to be used to decrypt the ciphertext. HMAC validation is done by recalculating the value 

based on the payload and session key and then matching it with the received HMAC. If all verification 

stages are successful, the original plaintext is successfully recovered intact. 

2.2. Hybrid AES-ECC Model Design 

The model design is designed to support encrypted communication on the REST API architecture 

without compromising compatibility with existing systems. On the sender side, the process begins with 

the generation of an ECC ephemeral key pair, followed by the calculation of a shared secret and the 

derivation of a 128-bit AES session key. The plaintext is then encrypted, and validation elements such 

as IV, timestamp, and nonce are generated to strengthen the security against replay attacks. HMAC is 

calculated from all payload elements using SHA-256 to ensure integrity. A JWT token containing 

identity information, expiration time, and nonce is embedded in the header, and the payload is sent 

through the body of the REST API request. The detailed steps of the encryption and decryption process 

in this hybrid model are fully illustrated in Figure 2. 

The diagram in Figure 2 explains the two main sides of the communication, namely the sender 

(Server A) and the receiver (Server B). On the sender side, the process starts by generating a temporary 

ECC key pair, followed by computing a shared secret, deriving an AES key, and encrypting the plaintext. 

After that, the system generates validation elements such as IV, timestamp, nonce, and HMAC, then 

forms a JSON payload and inserts a JWT token in the header. 

On the recipient side, the process begins with validation of the header structure, JWT token, and 

nonce. If all initial verifications are successful, the model will re-form the shared secret using the 

sender's ephemeral public key and its private key. The AES key is re-derived and then used to decrypt 

the ciphertext. Message integrity is checked through HMAC recalculation, and the final result is a 

plaintext that is identical to the original message from the sender. This process creates a communication 

system that is completely encrypted and protected from manipulation and message repetition attacks. 

2.3. Model Testing 

Testing was conducted to assess the effectiveness of the model in a realistic server-to-server 

communication scenario covering aspects of functionality, efficiency, and resilience to threats. The test 

environment includes two servers, namely Server A, running locally with an Intel Core i5 processor and 

4 GB of RAM, while Server B is running online using an Intel Xeon processor and 6 GB of RAM. The 

model implementation was built using the PHP 8.2 programming language and the OpenSSL library, 

and Postman was used for testing the REST API endpoint. Testing was conducted on various data sizes, 

namely 1 KB, 10 KB, 100 KB, and 1 MB, to evaluate the stability and scalability of the system in 

handling different loads. 
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Figure 2. Data encryption and decryption process flow in the AES-ECC hybrid model 

 

The test suite is designed to cover validation of the encryption and decryption process, 

measurement of processing time and memory consumption, and calculation of the overhead ratio 

between the payload and the original data. The test also covers various JWT-based authentication 

scenarios, such as empty tokens, expired tokens, and modified tokens, to assess the accuracy of the 

authentication mechanism. In addition, simulations of replay attacks and payload manipulation are 

carried out to test the effectiveness of the validation layer embedded in the system. All tests are carried 

out repeatedly to produce consistent data that can be compared between scenarios. Each result obtained 

will later be analyzed quantitatively to measure the performance and resilience of the model as a whole. 

Process time measurement is done by recording timestamps before and after the cryptographic 

function is executed, while memory consumption is monitored using the memory_get_usage() function 

in each process. In addition, an evaluation is carried out on the proportion of payload size to plaintext 

as an indicator of data efficiency. Authentication validation is done by checking for invalid requests 

using invalid tokens or the same replay nonce. This test also includes verification of payload integrity 

by matching the HMAC value recalculated by the receiver with that sent by the sender. 
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3. RESULT 

This section describes the implementation and testing results of a hybrid AES-ECC model 

designed to secure server-to-server communication via REST APIs. Evaluations are performed on 

encryption and decryption performance, memory usage, payload efficiency, JWT authentication 

effectiveness and system resilience to common attacks. All tests aim to assess the model in the context 

of an open system that represents real operational conditions. 

3.1. Model Development Results 

 

Table 1. Example of AES-ECC hybrid model encryption results 

Component Example Value 

Plaintext Design and Evaluation of a Hybrid AES-ECC Model for Secure Server 

Communication 

IV (Initialization Vector) "iv": "lHrFlgxxx6WyT1sCiS7Q4A==" 

Ciphertext "ciphertext": 

"GTI/eIe6r9KXOdOfP/xNZGRbd0Ublq+WnXhWBfYaNctuxj1nmF

Ola7daHyJYM5QI+rj08M5J+BIiftdFSmBuOz4NO7GgPaMuvvnPD/

4yF7E=", 

Ephemeral Public Key "epk": 

"LS0tLS1CRUdJTiBQVUJMSUMgS0VZLS0tLS0KTUZrd0V3WU

hLb1pJemowQ0FRWUlLb1pJemowREFRY0RRZ0FFVUpKcXV5O

TBXNHkweTJpdWlWQTEya0FkdENPSAplKzl0U2FsN3p0azh2aW

pBeUh1MGNLUE5IZzJlVE5QNHJhd055T1B3OEh3TVRncTVqQ1

pGQlNUbmRRPT0KLS0tLS1FTkQgUFVCTElDIEtFWS0tLS0tCg=

=" 

HMAC "hmac": "IUQQ8iQenPh2rSdLkVek+ry/oFjdlYjC742+1B7EwVw=" 

JWT Token Authorization: Bearer 

eyJ0eXAiOiJKV1QiLCJhbGciOiJIUzI1NiJ9.eyJpc3MiOiJTZXJ2ZX

IxIiwiaWF0IjoiMTc0ODYyNjEzMSIsImV4cCI6MTc0ODYyNjE5M

Swibm9uY2UiOiJiNzU5YWVhOTY1NzJkMWU0ZmFmYTc1ZWY

2NGY2OTQ2ZCJ9.I9jDBYpLDH2jQ4cbeLin4wgjhgCjYR—

tyOktXplNLo 

 

The AES-ECC hybrid data security model has been successfully developed to secure 

communication between servers via the REST API protocol. The resulting encrypted payload consists 

of essential cryptographic elements such as AES-encrypted ciphertext, an initialization vector (IV), an 

ephemeral public key (pk), and a JWT token containing iat, exp, and nonce. This token is used as a 

stateless authentication mechanism as well as to prevent replay attacks and limit the validity time of 

requests. The data structure is arranged in a standardized format so that it can be easily parsed and 

processed by cross-platform systems and programming languages. 

On the sender side (Server A), plaintext data is encrypted using AES-128-CBC with a key derived 

from the shared secret of the Elliptic Curve Diffie-Hellman (ECDH) key exchange. This exchange 

process involves the ephemeral private key of the sender and the public key of the recipient so that the 

symmetric key does not need to be sent over the network. After the encryption process is complete, the 

model forms a JWT token that includes a timestamp (iat), expiration time limit (exp), and nonce and is 

then signed using the HS256 algorithm. This token is inserted into the header as authentication, while 

HMAC is calculated from all components of the payload to ensure data integrity. 

While on the receiving side (Server B), the server validates the JWT token, including its validity 

period and uniqueness of the nonce to prevent replay attacks. After successful validation, the server re-

forms the shared secret using the sender's ephemeral public key and its private key, then decrypts the 
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ciphertext using the derived AES key. Modified payloads, invalid JWTs, or previously used nonces will 

be immediately rejected. This scheme ensures that only valid requests can be processed. The 

representation of the model payload results can be seen in Table 1. 

3.2. Performance Test Results 

Performance testing was conducted to evaluate the efficiency of the AES-ECC hybrid model in a 

server-to-server communication scenario. The two main parameters analyzed were processing time and 

memory consumption during the encryption and decryption processes. The data size variations used 

were 1 KB, 10 KB, 100 KB, and 1 MB, representing light to large data loads. To provide a more 

comprehensive overview, the test results are presented in ascending order of data size, with a comparison 

between the encryption and decryption processes. Each measurement was performed 50 times to obtain 

a representative average and minimize the influence of anomalies. The encryption process includes AES 

key formation, IV generation, plaintext encryption, HMAC formation, and JSON payload compilation. 

The decryption process includes header validation, JWT validation, nonce validation, key re-formation, 

HMAC verification, and ciphertext decryption. The average processing time results are shown in Table 

2. 

Table 2. Average encryption and decryption times by data size 

Data Size Encryption Time (ms) Decryption Time (ms) 

1 KB 1.45 0.66 

10 KB 1.51 0.45 

100 KB 2.91 2.09 

1 MB 15.95 19.15 

 

Table 2 shows that encryption and decryption times increase with increasing data size. Encryption 

of 1 KB data takes 1.45 ms, while decryption only takes 0.66 ms. For 1 MB of data, the encryption time 

increases to 15.95 ms, and the decryption time reaches 19.15 ms. This data provides an early indication 

that the processing load increases linearly at small data sizes and increases sharply at extensive data. 

The visualization of processing time based on data size is shown in Figure 3. 

 

 
Figure 3. Encryption and decryption process time graph against data size 

 

Figure 3 shows an exponential increase pattern when the data size reaches 1 MB, both in the 

encryption and decryption processes. The difference between encryption and decryption time is not too 

significant for small data sizes but becomes more striking for large data sizes. This shows that the 
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cryptographic processing load increases sharply for large-scale data. This information is essential to 

consider the efficiency of model implementation in production systems. 

In addition to processing time, memory consumption is also tested to see the efficiency of system 

resource usage. This test is essential, especially in implementing models on servers with limited 

capacity. Measurements are made using the memory_get_usage() function to record memory usage 

during the cryptography process. The measurement results show that the encryption process tends to 

require more memory than decryption for the same data size. The average memory consumption is 

shown in Table 3. 

     

Table 3. Memory usage during encryption and decryption 

Data Size Encryption (kb) Description (kb) 

1 KB 2.66 1.85 

10 KB 16.91 12.6 

100 KB 156.91 116.6 

1 MB 1560.91 1172.6 

 

To clarify the trend of increasing memory consumption based on data size, a graphical 

visualization is presented in Figure 4. Figure 4 shows that both encryption and decryption experience a 

significant spike in 1 MB data. However, the encryption process still shows a consistently larger memory 

usage than decryption. This visualization is essential to consider the feasibility of the model in a system 

with limited memory. 

 

 
Figure 4. Graph of memory usage against data size 

3.3. Data Size Test Results 

Data size testing is performed to pump up the additional data size (overhead) in the payload due 

to the encryption process and the insertion of security elements in the AES-ECC hybrid model. The 

focus of this test is to compare the size of the original plaintext with the size of the encrypted payload 

sent over the network. Additional elements included in the payload include the initialization vector (IV), 

temporary public key (ep_pubkey), and HMAC. Four variations of data size were tested, namely 1 KB, 

10 KB, 100 KB, and 1 MB, each tested 50 times to obtain a representative average value. All tests were 

conducted in a REST API network environment between two servers, with direct measurements of the 

encrypted payload sent. Complete test results can be seen in Table 4. 

The percentage graph of overhead against data size is visualized in Figure 5. This graph shows 

that the model is more efficient for large data communications. 
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Table 4. Average results of payload size and percentage of overhead 

Data Size Payload Size (KB) Overhead (%) 

1 KB 1.39 20.8 

10 KB 11.89 1.9 

100 KB 117.30 0.2 

1 MB 1197.84 0.02 

 

 
Figure 5. Percentage graph of overhead against data size 

3.4. Security Test Results 

Security testing was conducted to ensure that the hybrid AES-ECC model is capable of detecting 

and rejecting unauthorized communications, as well as protecting data from manipulation and 

eavesdropping. The testing covered seven common threat scenarios involving validation of HMAC, 

JWT, timestamp, and nonce, as well as payload analysis with Wireshark. All tests were run in a server-

to-server communication environment using Postman and manual scripts. 

In the normal scenario, all parameters were valid and the process ran smoothly. The payload 

manipulation scenario resulted in a rejection due to HMAC mismatch. Replay attacks were successfully 

rejected through nonce validation, while expired or unavailable JWTs were also rejected according to 

procedure. JWT modification was detected through failed digital signature verification. In passive 

interception attacks, the captured payload remained unreadable because it was fully encrypted. The test 

results for all scenarios are summarized in Table 5. 

 

Table 5. Results of payload validation evaluation on various threat scenarios 

No Test Type Scenario Description Verification Status Results 

1 Normal Original payload, no modified HMAC valid, new 

nonce 

Accepted 

2 Payload modified Ciphertext is replaced manually Invalid HMAC Rejected 

3 Replay attack Payload sent repeat with the 

same nonce 

Nonce detected 

duplicate 

Rejected 

4 JWT expired JWT sent past expiration time 

(exp) 

Invalid timestamp Rejected 

5 JWT does not exist JWT is not included in Request 

headers 

JWT Not found in 

header 

Rejected 

6 JWT modified JWT manually modified or re-

signed manual 

Signature JWT tidak 

valid 

Rejected 

7 MitM (passive 

interception/ 

Wireshark) 

Payload captured and analyzed Payload no readable Safe 
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4. DISCUSSIONS 

This section discusses the test results of the AES-ECC hybrid model from various aspects, 

including security, efficiency of inter-server communication, system performance, and its comparison 

with conventional encryption models. The purpose is to provide an interpretation of the research findings 

and assess the advantages and limitations of the proposed model. In addition, this section highlights 

potential challenges and limitations that may arise in specific deployment scenarios, particularly in 

environments with constrained computational resources. 

4.1. Security Model Evaluation 

The AES-ECC hybrid model demonstrates high effectiveness in maintaining three main aspects 

of data security, namely confidentiality, integrity, and authenticity, through the layered application of 

cryptographic components. Based on the test results, all threat scenarios, such as payload modification, 

token forgery, nonce repetition, and use of expired JWTs, can be detected and rejected consistently. This 

model not only secures the message content through AES encryption but also ensures that only 

legitimate and authentic entities can communicate through the HMAC and JWT-based validation 

process. The integration of these mechanisms makes the model resistant to data manipulation and replay 

attacks while providing process efficiency because validation is performed before the payload is further 

processed. This proves that the model is not only strong in Theory but also robust in practical 

applications in communication between servers that are vulnerable to interception and exploitation. 

Security testing is carried out through simulations of various real scenarios using Postman and 

Wireshark, including testing ciphertext manipulation, use of the same nonce expired JWT, and absence 

of authentication tokens. Each test shows that the system is able to identify and block threats correctly 

and return appropriate error responses without further processing suspicious requests. In addition, the 

analysis results of the intercepted payload show that all data has been effectively encrypted so that the 

data cannot be read without the correct ECC private key and key derivation parameters. The success of 

the model in detecting and responding to threats proves that the developed model is feasible to be 

implemented in communication scenarios on open networks, especially on REST API infrastructures 

that require high-level security guarantees. However, in devices with limited processing capacity, such 

as IoT nodes or low-specification edge devices, the combined cryptographic operations may introduce 

noticeable latency, which should be considered when planning deployment in such environments. 

4.2. Model Effectiveness 

The effectiveness of the AES-ECC hybrid model is reflected in its success in maintaining the 

security of communication between servers without requiring an ongoing session. The use of JWT 

allows for efficient validation of time and identity, while nonce can prevent replay attacks. Based on the 

test results, all invalid requests were successfully rejected without a decryption process, which proves 

that the system works reactively and saves resources. This capability shows that the model is suitable 

for stateless systems such as REST APIs that prioritize efficiency and resilience in verifying each 

request. 

This model is designed to be easily integrated into various systems that use the HTTP/HTTPS 

protocol, such as REST APIs and microservices-based services, without requiring additional 

infrastructure. Support for the JSON data format and the flexibility of its architecture allows for broad 

application in heterogeneous environments, both on local and cloud servers. This approach combines 

the advantages of AES symmetric encryption with the security of key exchange through ECC and adds 

a layer of authentication and integrity validation using JWT and HMAC-SHA256. Unlike the pure AES 

model that relies on manual key distribution, this integration enables secure and automatic key exchange. 

This combination makes the system more resilient to data manipulation, replay attacks, and unauthorized 
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access in communications between servers. Nonetheless, its adoption in latency-sensitive applications 

may require optimization strategies, such as hardware acceleration or selective use of ECC operations, 

to maintain responsiveness. 

4.3. Performance and Efficiency Analysis 

The AES-ECC hybrid model shows efficient performance in data encryption and decryption 

processes, with processing times that are still within a reasonable range for inter-server communication 

systems. Encryption times are generally higher than decryption due to additional processes such as AES 

key derivation and HMAC formation. Despite the additional computational load, the entire process 

continues to run optimally without causing significant delays, even for large data sizes. Memory usage 

increases as the size of the processed data increases but does not cause significant obstacles. This is due 

to the cryptographic mechanism that processes data gradually without loading the entire payload into 

memory at once. In addition, the system utilizes optimized cryptographic libraries such as OpenSSL so 

that memory allocation efficiency is maintained during the encryption and decryption processes. Thus, 

this model is suitable for use in systems with high traffic without the need for special hardware. 

In terms of communication efficiency, this model inserts security elements such as Initialization 

Vector (IV), ephemeral public key (ep_pubkey), HMAC, and JWT into the payload to ensure data 

security and authenticity. This addition causes data overhead, especially for small messages such as 1 

KB, where the percentage increase in size can reach more than 20%. However, for medium to extensive 

data, the impact of this additional element on the total payload size decreases drastically, even below 

1%, so that it remains efficient in transmission. This efficiency is essential to maintain communication 

performance in limited networks without reducing the security layers applied. Nevertheless, the trade-

off between payload overhead and security assurance needs careful consideration in bandwidth-

constrained environments, as excessive overhead could still affect throughput in high-frequency 

transactions. Thus, the developed hybrid model provides layered protection without sacrificing overall 

system efficiency. 

4.4. AES vs Hybrid AES-ECC Comparison 

Comparisons are made for the efficiency and effectiveness of the AES-ECC hybrid model against 

pure AES in terms of runtime performance, payload efficiency, and security features. The test focuses 

on how much impact the integration of additional security components such as ECDH, HMAC, and 

JWT has on system performance and data overhead. With this approach, the analysis is not only limited 

to technical metrics but also reviews the feasibility aspects of the implementation model in a server 

communication environment on an open network. This comparative analysis also emphasizes the 

practical trade-offs between speed, security, and scalability, which are critical for decision-makers when 

selecting encryption approaches for different operational contexts. One of the main aspects is the 

encryption and decryption processing time for various data sizes, as presented in Table 6. 

 

Table 6. Comparison of AES vs AES-ECC encryption and decryption processing time 

Data Size 
Encryption 

AES ( ms ) 

Encryption 

AES-ECC ( ms ) 

Description 

AES ( ms ) 

Description 

AES-ECC ( ms ) 

1 KB 0.09 1.45 0.03 0.66 

10 KB 0.08 1.51 0.06 0.45 

100 KB 0.35 2.91 0.19 2.09 

1 MB 3.12 15.95 1.37 19.15 

 

In general, pure AES shows faster performance because it only processes data with symmetric 

algorithms. Meanwhile, hybrid AES-ECC must perform additional processes such as key distribution 
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(ECDH) and HMAC calculations, which cause a significant increase in computation time. However, the 

resulting processing time is still in the millisecond range and is considered reasonable for a real-time 

system. The visualization of the comparison trend of encryption and decryption time between the two 

models is shown in Figure 6. 

 

  
Figure 6. Graph comparison of encryption and decryption process time AES vs. AES-ECC 

 

In terms of communication efficiency, the hybrid model adds a number of cryptographic elements 

to the payload, such as IV, ephemeral public key (ep_pubkey), nonce, HMAC, and JWT. This addition 

causes an increase in the message size, known as overhead. However, although the overhead is quite 

significant at small data sizes (e.g. 1 KB), this percentage decreases drastically as the data size increases. 

This means that the model remains efficient for large-scale communication because the overhead is no 

longer significant to the total message size. Details of the overhead percentages in both models are 

shown in Table 7. 

 

Table 7. Comparison of payload overhead AES vs. AES-ECC 

Data Size AES ( % ) AES-ECC ( % ) 

1 KB 2.5997 20.797 

10 KB 0.1458 1.946 

100 KB 0.0222 0.202 

1 MB 0.0023 0.020 

 

 
Figure 7. Graph comparison of payload overhead percentage AES vs. AES-ECC 
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The visualization of this trend can be seen in Figure 7. This graph shows that although the initial 

overhead is relatively high, its value approaches zero on extensive data, indicating the efficiency of the 

model in utilizing network bandwidth. 

The following comparison is done in terms of the security features owned by each model. AES, 

as a symmetric algorithm, only provides data confidentiality without including additional features such 

as integrity validation or sender entity authentication. Even so, pure AES is still able to protect data from 

Man-in-the-Middle (MitM) attacks as long as the encryption key is not leaked or distributed securely. 

MitM attacks themselves are a type of active attack in a communications network, where an attacker 

infiltrates the communications path between two parties to access, intercept, or modify confidential 

information secretly [34]. In contrast, the hybrid AES-ECC model is able to cover all critical security 

aspects, from secure key distribution via ECDH and stateless authentication with JWT to replay attack 

mitigation and protection against data manipulation with HMAC. A summary of the comparison of these 

security features is presented in Table 8. 

    

Table 8. Comparison of security features AES vs. AES-ECC 

Data Size AES AES-ECC 

Data Confidentiality Yes Yes 

Secure Key Distribution No Yes 

Payload Authentication No Yes 

Replay Attack Protection No Yes 

Validation Integrity No Yes 

Protection MitM Attack Limited Yes 

 

Overall, pure AES remains superior in speed and data size efficiency but is insufficient for 

advanced security needs in open network communication systems. Despite its higher overhead and more 

complex process, the hybrid AES-ECC model offers comprehensive protection with a performance 

trade-off that is still within reasonable limits. Given the increasing prevalence of sophisticated cyber 

threats and the critical nature of data transmitted in modern digital infrastructures, the urgency to adopt 

more robust encryption models such as AES-ECC becomes evident, especially in government, financial, 

and healthcare systems where security breaches can have severe consequences. 

5. CONCLUSION 

This study successfully developed and evaluated a hybrid security model that combines the 

Advanced Encryption Standard (AES) and Elliptic Curve Cryptography (ECC) algorithms for secure 

communication between servers. This model utilizes AES for data encryption, ECC for secure key 

distribution, and JWT containing validation elements such as timestamp, exp, and nonce to ensure 

message authentication and integrity. The test results show that the model is able to encrypt and decrypt 

data consistently, maintain payload integrity through HMAC verification, and detect various attack 

scenarios such as replay attacks, payload manipulation, and unauthorized JWT usage. Performance 

analysis also shows that the model remains efficient in terms of time and memory usage, although there 

is a slight overhead due to the addition of a security layer. Overall, this AES-ECC hybrid model is 

feasible to be applied in server-to-server communication that requires a high level of security and 

stateless nature. However, the scope of this research is limited to laboratory-scale simulations and 

controlled testing environments, without direct deployment in large-scale production systems. The 

evaluation did not cover extreme network conditions, very high traffic loads, or diverse hardware 

configurations, which may influence performance and reliability. 

Further studies can be directed at the application of the AES-ECC hybrid model in the Internet of 

Things (IoT) ecosystem, which presents special challenges such as computational limitations, changes 
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in network topology, and the need for real-time encrypted communication. Testing on edge devices such 

as sensors and gateways is expected to reveal aspects of performance efficiency, model scalability, and 

readiness for integration in large-scale and dynamic distributed systems. From a broader perspective, 

the adoption of this model could have a significant impact on strengthening data protection in critical 

sectors such as government, healthcare, and financial services, where breaches can result in severe 

operational and reputational consequences. 
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