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Abstract

Browsers have become essential applications in digital life alongside the advancement of internet technology.
However, users’ low awareness of privacy security during web browsing can lead to the risk of data theft by malicious
parties. This study analyzes digital traces in Google Chrome and Mozilla Firefox using a digital forensic approach
based on the standards of the National Institute of Standards and Technology (NIST). The method involves four
testing scenarios to compare digital traces in storage media (hard drive) and RAM between normal and
private/incognito browsing modes. The objective of this research is to validate and evaluate previous findings
conducted on the Linux operating system, using a different approach within a Windows environment. The experiment
uses the same digital forensic tools to ensure data accuracy. This study contributes to the advancement of browser
forensics by presenting a validated and reproducible framework for memory-based privacy evaluation, thereby
supporting more accurate and systematic analysis of digital traces.
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1. INTRODUCTION

The current web browser market is dominated by three major players: Google Chrome, Mozilla
Firefox, and Microsoft Edge (formerly Internet Explorer). These three browsers consistently rank as the
top three most widely used browsers globally [1]. Market share data shows that Google Chrome leads
with 67.63% of users, followed by Mozilla Firefox with 8.83%, and Microsoft Edge with 7.26% (see
Table 1).

Table 1. Global Browser Market Share (2024)

Browser Market share
Google Chrome 67,63%
Mozilla Firefox 8,83%

Internet Explorer 7,26%

The increasing adoption of web browsers aligns with the rapid advancement of internet
technology, which has become the backbone of digital transformation. This trend is especially evident
in Indonesia, where the number of internet users has shown significant growth. According to the latest
Reportal data (2024), Indonesia has reached a record 185.3 million internet users, with the majority
accessing information through search engines and social media platforms [2].
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Figure 1. Internet User Growth in Indonesia

g

E

g

g

]

]

In addition to the development of internet technology, operating systems also play a crucial role
as the platforms on which browser applications run. Data shows that Windows dominates as the most
widely used operating system globally. According to a 2020 report, Windows held the top position in
the global operating system market [3].

® Windows
@ Macintosh
® i0S

® Android
® Linux

® Other

Figure 2. Global Operating System Market Share

An analysis of global operating system market share data reveals that Windows has a significantly
higher number of users compared to other operating systems such as macOS, iOS, Linux, and Android.
Comparative data from the period 2018 to 2022 shows the consistent dominance of Windows over other
major operating systems.

Table 2. Operating System Market Share Comparison (2018-2022)

System Operation/year Windows Unix/Linux MacOS Other OS
2018 62% 49% 44% 1%
2019 57% 48% 49% 1%
2020 60% 50% 44% 1%
2021 61% 47% 44% 1%
2022 61% 45% 46% 1%

Some key observations from the data:

1. Windows has maintained its dominance with a stable market share above 57%.

2. Unix/Linux has shown relatively minor fluctuations throughout the observation period.
3. macOS experienced a slight decline before rising again in 2022.
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4. Other operating systems have consistently held a very small share of the market.

Previous studies have extensively explored memory-based privacy evaluation in Linux operating
environments [4]. However, a significant gap remains in the context of the Windows operating system,
which currently dominates the global desktop market [3]. The differences in memory architecture,
process management, and data residue behavior between Linux and Windows highlight the importance
of extending forensic research to the Windows platform. Therefore, this study offers novelty by applying
a validated and reproducible digital forensic approach to the Windows environment—an area that has
received relatively limited attention in browser-based forensic literature [5], [6].

By replicating methodologies previously applied in Linux and validating them within a Windows
context, this research provides new insights into platform-specific impacts on the acquisition and
recovery of digital evidence. Furthermore, the study addresses current demands within the digital
forensic community to broaden the scope of testing environments and enhance the validity of
investigative outcomes through a systematic and reproducible framework [6], [7].

2.  RESEARCH METHOD

This study employs a digital forensic methodology based on the modified standards of the
National Institute of Standards and Technology (NIST). The core NIST method consists of four main
phases, as shown in Figure 3.

Analysis

Reporting

Figure 3. NIST Digital Forensic Research Methodology

1. Collection: The data gathering phase from various sources to support the digital investigation while
preserving the integrity of digital evidence.

2. Examination: The forensic process of examining the collected data to verify authenticity and
ensure data integrity is maintained.

3. Analysis: The evaluation of the admissibility and relevance of digital evidence for legal
proceedings.

4. Reporting: Documentation of the entire investigation process, including methods, tools, actions
taken, and improvement recommendations.

To ensure a more structured and comprehensive study, the basic NIST method was expanded by adding

four additional phases (see Figure 4), resulting in an eight-phase research model:

1. Literature Review: Reviewing existing studies related to digital forensics and previous research.

2. Case Scenario and Implementation: Designing test scenarios and implementing experiments.

3. Digital Evidence Acquisition (Collection): Gathering digital data in accordance with forensic
standards.

4. Digital Evidence Investigation (Examination): Conducting an in-depth examination of the
collected evidence.
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5. Digital Evidence Analysis (Analysis): Processing and interpreting the digital evidence.
6. Digital Evidence Reporting (Reporting): Documenting the results of the investigation.
7. Digital Evidence Validation: Verifying the accuracy of methods and research results.
8. Digital Evidence Evaluation: Conducting a comprehensive assessment of the research process

and findings.
This method modification was made to:
¢ Strengthen the theoretical foundation through literature review
¢ Ensure the validity of research findings
e Provide a comprehensive evaluation of the entire process
¢ Enhance the accountability of the research outcomes
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Figure 4. Modified Research Methodology
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2.1. Literatur Review

Browser forensic research has advanced rapidly, employing various methodological approaches.
Below is a synthesis of key findings from related case studies:

A study on Chrome and Firefox browsers in a Linux environment found that although private
mode does not store data on the hard drive, sensitive information can still be recovered from RAM,
particularly within virtualized environments such as VMware. Research [8] revealed that a regular
reboot does not effectively erase RAM data; shutting down the computer for at least 10 seconds is more
effective. Linux hardening (with the init_on_free kernel option) enhances privacy by reducing memory
residue.

Research [9] analyzing Chrome, Brave, Firefox, and Tor on Android 13 devices showed that
private mode does not save browsing traces in the file system. However, volatile memory analysis could
recover login credentials. Device restarts did not completely eliminate memory residue.

Several studies highlighted important findings from the analysis of Google Meet activity [10] in
virtual machines with varying RAM sizes (4GB, 8GB, 12GB). Meeting artifacts were successfully
extracted using tools like FTK Imager and Volatility. RAM capacity influenced data persistence,
allowing recovery of meeting notes, logs, and caches.

A study on Tor and I2P [11] discovered that artifacts remained in the registry, RAM, and hard
drives. Tools such as Reghost and Bulk Extractor were effective for extraction, and private mode did
not entirely eliminate digital traces.

A study [5] on browser credential migration successfully transferred auto-login credentials in 25
out of 28 browsers, enabling access to cloud services without re-authentication. Key tools included
Reghost, Mimikatz, and DataProtectionDecryptor.
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The Chracer method [7] for Chromium-based browsers successfully extracted browsing data in
both normal and private modes, and could reconstruct URLSs, tabs, and SSL certificates using tools such
as Ghidra and Process Hacker for memory analysis. Decryption of IndexedDB [12] in Gecko-based
browsers showed that data could be decrypted during both active sessions and hibernation. Using brute-
force techniques and Proof-of-Concept tools, the research demonstrated vulnerabilities in Firefox and
Tor's private modes.

In mobile forensic research on Facebook Messenger [13], data could be recovered prior to app
uninstallation. After uninstallation, the remaining data was minimal, but MOBILedit proved effective
for limited data extraction.

For Viber [14], only about 50% of data could be recovered after deletion. Contacts and media
were still extractable, but Autopsy showed limitations in data recovery capabilities.

The implications of these findings highlight that private mode is not entirely secure against
forensic analysis [6], RAM remains a primary source of digital residue, memory capacity affects data
persistence [15], memory capacity affects data persistence [16], and tool innovation continues to evolve
to address privacy protection challenges [17].

Cybercrime investigations using forensic analysis have proven successful in gathering digital
evidence [18]. In addition to forensic analysis, studies on cybercrime have also applied the NIST method
[19] which consists of collection, examination, analysis, and reporting. This method helps maintain the
integrity and validity of digital evidence for legal proceedings and has been used to identify digital
artifacts from Facebook Messenger [20], Android-based Facebook Lite [21], Virtual Router networks
[22], Optical Drive [23], Android-based Viber Messenger [24], data recovery [25], and Twitter [26].

2.2. Case Scenarios and Implementation

This study adopts the NIST methodology with four experimental scenarios to ensure the
replicability of results, referencing previous browser forensic research conducted on the Linux operating
system [4]. The scenarios are designed to test data persistence in memory under various system
conditions, as illustrated in Figure 5.

SCENARIO 1 SCENARIO 2 SCENARIO 3 SCENARIO 4
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Figure 5. Four Case Scenarios
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The research scenario design includes the following:
o Baseline Scenario: Launch the browser application, perform standard web browsing activities, and
conduct live memory acquisition while the system is still active.
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e Browser Closure Scenario: Launch the browser application, perform web browsing activities,
close the browser, wait for a 1-minute interval, and perform memory acquisition.

e System Reboot Scenario: Launch the browser application, perform web browsing activities, close
the browser, restart the system, and acquire memory after the system boots up again.

e System Shutdown Scenario: Launch the browser application, perform web browsing activities,
close the browser, shut down the system completely, wait for a 10-second interval, power the
system back on, and perform memory acquisition.

The methodology implemented in each scenario is designed to:

e Assess the level of data persistence in main memory

o Evaluate the effectiveness of different memory-clearing methods

e Compare memory residue under different system states

e Determine the relevance of findings in comparison with previous research

Experimental controls include consistent web browsing activities, standardized time intervals, a
minimum of three replications for each scenario, and the use of identical system environments.
This study uses a standardized set of tools and software commonly applied in digital forensics. The main
device specifications used are presented in Table 3 below:

Table 3. Research Equipment Specifications

No Tool Name Specification Category

1 Thinkpad Seri X230i Core i3 Gen 3 Hardware
Laptop Lenovo  RAM 8 GB HDD 500GB

2 Windows 11 Home 64 bit (10.0, Build Operating System
Windows 22631)

3 Google Chrome 137.0.7151.120 Web Browser
Browser (Official Build) (64bit)

4  Browser Mozilla Firefox 139.0.4 (64bit) Web Browser

5 Digital Forensic
WinHex WinxHex 21.3 Tool

6 Volatility Workbench V3.0 Build Memory Analysis
Volatility 1009

7 Dumplt DumpIT Memori Memory Acquisition

To ensure result consistency, this study implements six standardized web browsing scenarios
under each testing condition:
1. Accessing Multimedia Content: Visiting a webpage containing media content (video/music) and
playing one video item for a specified time interval.
2. Saving Cookies: Opening a new tab and accessing a website that stores cookies, ensuring that
cookies are saved in the browser.
3. Accessing PDF Documents: Opening a new tab, downloading a PDF file, and previewing the
document directly in the browser.
4. Browsing History: Opening a new tab, manually entering a URL, and deleting the URL from the
address bar after visiting the page.
5. Email Authentication: Accessing a web-based email service and logging in using valid
credentials.
6. Login Form Submission: Accessing a website with a login page, filling out and submitting a login
form (username and password).
Each of the scenarios above is executed sequentially under the four system conditions described in
Section 2.2, following this protocol:
¢ Conducted on both browsers (Chrome and Firefox)
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e Standardized time intervals for each action

e Complete documentation of processes and results

¢ A minimum of three test replications to ensure data reliability
This study also applies several quality control measures:

e Use of identical system environments for all tests

e Restriction of background applications running during testing

¢ Detailed logging of time and software versions

e Data integrity verification before and after each test

2.3. Digital Evidence Acquisition (Collection)

The digital evidence acquisition phase is the first and most critical step in the NIST methodology.
Its primary goal is to secure and preserve digital evidence in a forensically sound manner. This process
includes several key activities:

1. Data Identification and Collection: Scanning the system to identify potential sources of digital
evidence and documenting the system's initial state prior to acquisition.

2. Acquisition Process: Capturing memory images using RAM acquisition tools, executing the four
predefined test scenarios, and using Dumplt as the primary tool for memory acquisition.

3. Evidence Preservation: Generating hash values to ensure data integrity, storing digital evidence
on secure media, and documenting the chain of custody.

4. Technical Implementation: Performing memory acquisition for each test scenario, using a write-
blocker to prevent modification of source data, logging timestamps and metadata related to the
acquisition process, and saving the results in standardized formats.

5. Quality Control: Verifying tools before and after the acquisition process, comparing pre- and post-
acquisition hash values, and storing multiple copies of the evidence on separate media.

6. Process Output: Memory image files for each test scenario, complete documentation of the
acquisition process, and log files recording all system activities.

I C\Users\forensik\Downloads\Dumplt.exe
DumpIt - . 118481 - One click memory memory dumper

Figure 6. Digital Evidence Acquisition Using Dumplt

2.4. Digital Evidence Examination (Examination)

The digital evidence examination phase is the second step in the NIST methodology, aimed at
identifying and collecting relevant digital artifacts from various storage sources. This process includes:
e Scope of Examination:
o Storage Media (Hard Disk/SSD): File system analysis, browser artifact search, and registry
extraction (for Windows systems).
o Volatile Memory (RAM): Identification of active processes, search for browsing activity
residue, extraction of credentials and session data.
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e Examination Methodology:
Use of non-destructive forensic approaches.

@)
@)
@)
@)

O O O O O

Application of hashing techniques to verify data integrity.

Utilization of standard digital forensic tools (WinHex, Volatility Framework).
Complete documentation of all artifact findings.
e  Workflow Steps:

Preparation of the forensic environment.

Identification of potential evidence sources.

Extraction of digital artifacts.
Classification and cataloging of findings.
Validation of examination results.

¢ Outputs Produced:
Reports of successfully identified artifacts.
Documentation of metadata related to digital evidence.

(@]

@)
@)
@)

o

Hash values for integrity verification.

Chain of custody records.
e Importance of This Phase:

The examination process enables researchers to understand the context of system usage,
identify user activity patterns, uncover hidden evidence, and reconstruct digital events.
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Platform: | Windows

Refresh Process List

Browse Image

Command Description:

In order to run a command:
1-Browse an image file
2- Get/Refresh process list

3- Select a command from the list

Volatility

Workbench

Command: | — Volatiity Commands — v M e
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6772 992 svchost.exe 0x968585£9b080 8 - o False 2024-11-20 00: 00.000000 UTC N/A Disabled
5648 2004  Molotification 0x968585604080 0 - 1 False 2024-11-20 00:24:01.000000 UTC 2024-11-20 00:24:02.000000 UTC Disabled
10000 992 svchost.exe 0x968586a130c0 1 - o False  2024-11-20 00:25:13.000000 UTC N/Z Disabled
2896 992 svchost.exe 0x9685869250c0 3 - o False 2024-11-20 00:25:13.000000 UTC N/2 Disabled
1336 992 svchost.exe 0x9685869570c0 10 - o False  2024-11-20 00:25:14.000000 UIC N/& Disabled
3036 992 svchost.exe 0x9685864e90c0 13 - o False 2024-11-20 00:25:14.000000 UTC N/2 Disabled
56860 992 svchost.exe 0x9685869350c0 0 - o False 2024-11-20 00:23:28.000000 UTC 2024-11-20 00:25:34.000000 UTC Disabled
5068 992 svchost.exe 0x9685866b70c0 3 - o False 2024-11-20 00:37:57.000000 UTC N/2 Disabled
2328 2004 MoNotification 0x9685833570e0 0 - 2 False  2024-11-20 01:24:51.000000 UTC 2024-11-20 01:24:52.000000 UTC Disabled
10220 cg nost 0968580796140 1 = il Eal 024211220 01:26:45,000000 UTC_N/Z Disabled
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11716 268 chrome.exe 0x968584d09080 0 - 2 False  2024-11-20 01:39:39.000000 UTC 2024-11-20 09:17:48.000000 UTC | Disabled
6012 268 chrome.exe 0x86858665c080 0 - 2 False  2024-11-20 01:38:38.000000 UTC 2024-11-20 08:17:48.000000 UTC | Disabled
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9172 992 svchost.exe 0x9685850bd0B0 4 - o False  2024-11-20 04:22:02.000000 UTC N/& Disabled
9588 992 swchost.exe 0x868586be1080 4 - o False 2024-11-20 06:25:37.000000 UTC N/2 Disabled
11852 13668 Code.exe 0x96858a3e40c0 0 - 2 False 2024-11-20 09:14:51.000000 UTC 2024-11-20 09:16:56.000000 UTC Disabled
8816 12008 Code.exe 0x9685829£41c0 0 - 2 False 2024-11-20 09:16:56.000000 UTC 2024-11-20 09:16:57.000000 UTC Disabled
11800 2004 MoNotification 0x96838c5350e0 0 - 3 False 2024-11-20 21:48:51.000000 UTC 2024-11-20 21:48:52.000000 UIC Disabled
8516 992 svchost.exe 0x9685893c5080 5 - o False 2024-11-20 22:35:47.000000 UTC N/2 Disabled v
gL avchnar ava NwBARSERNAENRT 4 - ) Falas  9024-11-31 1%.13.32 00AAAA TITe n/a N aahlad o
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2.5. Digital Evidence Analysis (Analysis)

Figure 7. Volatility Framework Interface

The digital evidence analysis phase is a critical component of browser forensic investigations. It

aims to identify, extract, and interpret digital artifacts from various storage media. This process is

designed to assess data persistence under different system conditions through a systematic experimental

approach.

The analysis was carried out across four scenario stages as follows:
1. Scenario 1

@)
@)

Capturing a memory dump while the browser is operating in normal mode.
Performing standard web browsing activities, including watching videos on YouTube.com,
accessing email on Gmail.com, and using search engines to download images and documents,
which are then saved to the hard drive.
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o The memory dump is analyzed using WinHex.
2. Scenario 2
o Capturing a memory dump under different conditions—after the browser is closed.
o Web browsing activities are the same as in Scenario 1. After browsing, the browser is closed
and the system is left idle for one minute to ensure memory is cleared before the dump is taken.
3. Scenario 3
o The procedure is similar to Scenario 2, but the device is restarted before capturing the memory
dump.
4. Scenario 4
o The memory dump is captured after the browser is closed and the device is shut down. The
system is left off for 10 seconds before powering back on and performing memory acquisition.
The entire analysis process uses browser forensic tools—Dumplt, Volatility, and WinHex—to
ensure the accuracy and reliability of the investigation results.
Memory acquired using Dumplt is analyzed with Volatility to extract information about active Chrome
and Firefox browser processes running on the system. The memory captures from Volatility for all four
scenarios are repeated to obtain consistent data, including process IDs and timestamps.

) PassMork Volatilty Workbench ——
Image fle:  C:\RAM\20241128.mem Browse Image | Command Descrption: tre
In order to run a command: Vo latll lll ty
Platform: [windows | Refresh Process List|  1-Browse an image fie

2- GetyRefresh process list
R et orkbenc
Command:  —— Volatiity Commands — v CommandInfo e Tt Bkl
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5620 8732 chrome. exe 0xc60££1613060 10 - 10 False 2024-11-27 22:56:04.000000 UTC N/A Disabled

6982 8732 chrome. =xe 0xc&0fef6d20cd 16 - 10 False  2024-11-27 22:56:07.000000 UTC N/A Disabled

11336 8732 chrome. exe 0xc60feb2%a0cd 17 - 10 False  2024-11-27 22:56:09.000000 UTG N/A Disabled

7896 8732 chrome. =xe 0xc&0fectbelcd 17 - 10 False  2024-11-27 22:57:16.000000 UTC N/A Disabled

956 8732 chrome. exe 0xce0fedlcf0cd 16 - 10 False  2024-11-27 22:57:21.000000 UTG N/A Disabled

15852 8732 chrome.exe 0xc60feealalcd 15 - 10 False 2024-11-27 22:57:38.000000 UIC N/A Disabled

11348 8732 chrome. exe 0xcE0££9d0£0cD 13 - 10 False  2024-11-27 22:58:36.000000 UTC N/A Disabled

17984 816 WniPIvSE.exe 0xc60££40c50c0 7 - 0 False 2024-11-27 23:00:43.000000 UIC N/A Disabled

11280 2556  VolatilityWork Oxce0ff8fab0c0 11 - 10 True 2024-11-27 23:00:46.000000 UTC N/A& Disabled

o o 0xc60££9c230c0 0 - N/n False N/RA N/BR Disabled

Time Stamp: Thu Nov 28 06:08:37 2024

wakdw*% End of command output *rEA A v
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Figure 8. Volatility Results

The running process of the application can be identified using the Volatility tool, as shown in
Figure 9 for the Google Chrome application.
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4968 8732 chrome. exe Oxc60ffseblece 17 - 18 False 2024-11-27 22:55:33.00000€
14432 8732 chrome. exe Oxc60ff2f828c@ 9 - 18 False 2024-11-27 22:55:33.00000¢
13@e@ 948 svchost.exe @xc6ff5b888caA 5 = 2] False 2024-11-27 22:55:39.00000€
2552 8732 chrome. exe OxceBff7acsece 21 - 1@ False 2024-11-27 22:55:46.00000€
14728 8732 chrome.exe BxcoBfflleddcd 15 - 1@ False 2024-11-27 22:56:01.86000€
17448 8732 chrome. exe Oxc60ff327e0cad 8 - 18 False 2024-11-27 22:56:03.00000€
16432 3896 audiodg.exe Oxc6Bff5c828c@ 6 - 8 False 2024-11-27 22:56:03.00000¢
5620 8732 chrome. exe @xce6fflcliece 1@ - 18 False 2024-11-27 22:56:04.00000€
6984 8732 chrome. exe OxceBfefbd28c@ 16 - 18 False 2024-11-27 22:56:07.00000¢
11336 8732 chrome. exe Bxc6Bfeb29a8c@ 17 - 1@ False  2824-11-27 22:56:09.00000¢
7896 8732 chrome. exe OxcbBfecObelcd 17 - 1@ False  2024-11-27 22:57:16.00000¢
956 8732 chrome.exe OxceBfedlcflcd 16 - 18 False 2824-11-27 22:57:21.00000€
15852 8732 chrome. exe OxcbBfeea’abcd 15 - 1@ False  2024-11-27 22:57:39.00000¢
11348 8732 chrome. exe @xceeffodefece 13 = 1@ False 2024-11-27 22:58:36.00000€

Figure 9. Chrome Volatility
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The data is then processed using the WinHex tool to verify the presence of account credentials
and passwords within residual artifacts left in memory, as shown in Figures 10 and 11.

| 00223076le €8 72 6F €D &5 2C 20 77 &F 72 6B 73 70 &1 €3 &5 | hrome, workspacel

UTeS = L LE 3 o B B < T = e T T T DIOWeELy o Sur

LOZ2a07en0n ER T3 J0 £l ES ET SC o0 eT FF EFE _E£7 FC ES 0 F ke E ol I

NN223N07TR4R | 74 AR 200 20 &7 AF &F &7 O RE 200 20 AR AR T2 AF | te. onnole. chro

Figure 10. Gmail Account and Password Results

Q022307616 | 68 72 6F 6D 65 2C 20 77 €F 72 6B 73 70 61 63 65  hrome, workspace

- - o o S o e R ’ = L E— T rTOWEET, T oo

LOz2a0Tenn BB T3 0 £l S BS o o0 E7 FF AF £7 AL A5 S0 F ksr B I

NN2230764R | 74 &R 20T 20 &7 RF &F &7 & AR 200 20 A3 65 72 6F | te. monole. chrn
Figure 11. Keyword-Based Password Search
2.6. Digital Evidence Reporting (Reporting)

The reporting phase is the final step in the NIST methodology, serving to document and
communicate the findings of the browser forensic investigation in a comprehensive manner. This
process transforms technical data into information that is understandable to various stakeholders.

Table 4. Analysis Report Results

Keyword Chrome Firefox
Searches g1 53 = SI  S2  S3 sS4
History
Timestamp
Password X X X X X X X

2.7. Digital Evidence Validation

After the analysis and reporting stages were completed, a validation process was carried out to
ensure that the forensic results met the criteria of truthfulness, accuracy, credibility, and data integrity.
This validation aimed to verify whether the findings produced were scientifically trustworthy.

To achieve this, repeated testing was conducted on at least two forensic results, which had to meet
the principles of repeatability (producing consistent results when repeated) and reproducibility
(producing similar results under the same conditions and procedures by others).

The repeated tests demonstrated that the analyses, conducted through multiple trials using digital
forensic tools across four different scenarios, yielded results consistent with the previous tests. This
strengthens the validity of the methodology used and confirms the reliability of the forensic findings.

2.8. Digital Evidence Evaluation

Evaluation is the subsequent stage following the validation process, aimed at comprehensively
assessing the effectiveness of the methods used, the quality of the findings, and the relevance of the
digital evidence to the investigation’s objectives. This evaluation includes a review of acquisition
success, the ability to identify artifacts, and the limitations encountered during the forensic process.

Based on the testing results from four system scenarios, the evaluation shows that the acquisition
and analysis methods used were capable of identifying various critical digital artifacts such as URLs,
login credentials, downloaded files, and cache—both in normal and private browsing modes. However,
it was found that the effectiveness of artifact tracking significantly declined after the system underwent
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a reboot or shutdown, particularly in private mode. This confirms that system conditions strongly
influence artifact persistence.

Furthermore, the use of forensic tools such as Dumplt, Volatility, and WinHex proved capable of
producing consistent results; however, they still require a high level of technical expertise for accurate
interpretation. The evaluation also noted that the most persistent types of artifacts were URL history and
cache, while login data and downloaded files tended to be more easily deleted or fragmented.

Several limitations were also identified, including:

o The testing environment was limited to a single hardware and operating system configuration.

o The browsing activities were standardized and may not reflect the full range of real-world user
behavior.

o External factors, such as the influence of browser extensions or third-party security software, were
not included.

Overall, the evaluation confirms that the forensic approach used in this study is effective in
uncovering digital evidence, but it also highlights the importance of considering systemic and technical
factors throughout the investigation process. These findings provide a solid foundation for the
development of more adaptive and comprehensive forensic strategies in the future.

3.  RESULT

Based on the eight research phases outlined in Figure 5, forensic testing was conducted on two
major browsers (Google Chrome and Mozilla Firefox) using a three-dimensional matrix approach to
analyze the persistence of digital artifacts.

Table 4. Analytical Matrix Framework

Axis Analysis Component Description
X Scenario 4 system conditions (S1-S4)
Y Browser + Mode Combination of browser and mode
(Normal/Private)
Z Artifact Type URLSs, login credentials, downloaded

files, cache, email data

Forensic Results Matrix of Browsers

Table 5. Comparative Matrix of Digital Artifacts

Brower (Mode) Skenario URL Login Download Cache

Chrome (Normal) 1 Y4 7 7 7
2 VAR A 4

3 v A X VAN

4 VAN X X X

Chrome (Incognito) 1 Y A VAN AN
2 VAN X X X

3 X X X X

4 X X X X

Firefox (Normal) 1 Y4 Y4 4 v
2 7 7 7 7

3 v A A 7

4 A X X VAN

Firefox (Private) 1 A A X YA
2 VAN X X X

3 X X X X

4 X X X X
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Legenda:

e </: Intact artifact identified
e /\: Fragmented/partial artifact
e X: Not detected

Key Findings Analysis

e Data persistence in normal mode left more artifacts (87% of cases) compared to private mode
(32%).

e The shutdown scenario (S4) was the most effective at eliminating traces, with only 12% of
artifacts remaining.

¢ Comparing Chrome and Firefox, Chrome Incognito showed higher data fragmentation, while
Firefox Private offered better protection for login data.

e Private mode is not entirely secure, particularly in scenarios S1 and S2.

e Restarting or shutting down significantly reduces digital residue.

e The most persistent artifact types were URL history and cache.

Recommendations:
o For sensitive activities, use Firefox Private Mode and shut down the system after use.
¢ Avoid auto-login in private mode.
e Perform regular cache management—clear browsing cache after sessions and utilize memory
sanitization features

4. DISCUSSION

This study demonstrates that although private mode in Google Chrome and Mozilla Firefox can
reduce browsing traces, residual data can still be found in memory and storage media. These findings
are consistent with previous research, which indicates that while private mode prevents data from being
stored on the hard drive, traces of activity can still be recovered from RAM.

The novelty of this study lies in testing various system conditions, such as reboot and shutdown,
which affect data persistence. The results emphasize that private mode is not entirely secure, particularly
in protecting sensitive data such as login credentials. Future research should explore the impact of
browser extensions and mobile devices in forensic contexts to develop more effective data protection
strategies.

5. CONCLUSION

Browser's private mode is not entirely secure in protecting user privacy, although Firefox is more
effective in safeguarding login data and Chrome shows data fragmentation in incognito mode; therefore,
users are advised to perform regular cache cleaning and shut down the system after use to minimize
digital residue, as well as conduct further research on mobile devices and the impact of browser
extensions.
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