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Abstract

Since the widespread use of cryptocurrency, blockchain technology start to be adapted in various applications.
Some businesses are already adopting blockchain technology because of its advantages such as data integrity and
privacy. One of them is Web 3.0. Web 3.0 puts forward data decentralization so that users can choose what data
will be sent to the server. User data is provided locally with the help of a crypto wallet and the server just receives
wallet info. With this mechanism, user privacy can be maintained directly by the user himself. All data will be
processed at the users' end first before being sent to the server. With the new mechanism of web 3.0 and the
advantages of blockchain, we build an application to authenticate students' login activities and grant roles to them
based on their wallets. In this paper, we use the prototyping model as the method to build the application. We
managed to utilize students’ wallet addresses as credentials. And with the help of Web3 module, we managed to
decentralize the authentication process. And as a result of the successful authentication process, students can
access their data based on their roles.
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1. INTRODUCTION applying blockchain in the education system is to
improve the management of students’ records. It also
maintains student privacy to access their sensitive
data like personal information, score, and payment
status. College can expose all data but only student
who owns the data can retrieve and read it. It also can
be utilized to create digital graduation certificates by
adding blockchain data to the certificate as
verification of ownership[16], [17].

Blockchain is a technology that allows data to
be distributed in a decentralized manner[1]. It uses a
chain of blocks to store data, linked by a pointer to
establish a connection between blocks. New data will
be stored and linked to the last data. Adding new data
means extending the chain of blocks. Added data
cannot be modified to keep the integrity of the chain.
This mechanism will guarantee the trust of data
without the need for a trusted third party[1]-[3].

Web 3.0 is driven by blockchain technology to 2. METHODOLOGY

make wusers’ activity on the internet can be In this study, the methodology used to apply
decentralized[3]-[5]. One of a problem with web 2.0 blockchain to college information systems is
is privacy[1], [6]. An application provider can gain Prototyping Model. The phases in this method are
users’ data and store it as their big data to do some requirement gathering and analysis, quick design,
research like ad targeting. It is possible because users’ build a prototype, initial user evaluation, refining
data is stored at their end. A case by Facebook related prototype, and implement product and maintain, as
to a data breach[7] is an example of how users’ data seen in Figure 1.
is being utilized by application providers without e  Requirement gathering and analysis. The
users’ consent. purpose of this phase is to gather user needs and
With all benefits offered by the blockchain, analyze them. Users will define all features
many organizations and companies are trying to apply needed in the application in detail. This phase
it to their business[1]. Blockchain offers immutable will show users’ expectations related to software
data[1], [3] because data stored on blocks is nearly development. All user’s needs will be analyzed
impossible to be modified even by the owner of the to determine how to apply that requirement to
system. It can be used by companies to store data software.
permanently without worrying about data changes. e Quick design. The purpose of this phase is to
This mechanism is very suitable for company draw the analyzed requirement to show the
activities related to recording data continuously like working steps of a software. The design of the
healthcare, logistic, and smartcity[8]-[11]. results of this phase will be shown to the user for
Blockchain is also possible to be applied to the verification. After the user agrees with the

education system[2], [6], [12]-[15]. The benefit of
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design, it will be delivered to the developer as
their guide to developing software.
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Figure 1. Prototyping model phases

e  Build a prototype. The purpose of this phase is
to build preliminary software that can represent
the user’s requirements. as much as possible. In
this phase, the software delivered to the user is
not a completely finished software but is still a
prototype to give an idea of how the feature will
work on the software.

e Initial user evaluation. The purpose of this phase
is to get user feedback about the prototype.
Users will see on the prototype how features will
be applied to the software. In this phase, users
are also involved in keeping the defined
requirements actually implemented in the
software.

e Refining prototype. The purpose of this phase is
to fix the prototype based on user feedback and
make sure all defined requirements are applied
to the software. This phase is not done just once,
but continuously with the initial user evaluation
phase until the prototype met the users’
expectations and defined requirements. The
number of repetitions in this phase cannot be
determined because it needs the user’s
agreement to stop the repetition.

e Implement product and maintain. The purpose
of this phase is to deliver software to users and
make sure users can use the software in their
environment. This phase also provides to
maintain software to ensure that this software
can be used for a long time

3. RESULT AND DISCUSSION

At this stage, the prototyping model’s phases are
used in building software are up to refining prototype,

since the implementation of software cannot be done
because the system is not ready to implement
blockchain-based authentication.

3.1. Requirement Gathering and Analysis

Based on users’ requirements and analysis
results, we can conclude the functional requirements
will be applied to software as shown in Table 1.

Table 1. Functional requirement

Code Requirement
FRO1  Students can log in to the system
FR02  Students can link their wallets to the system

The system can recognize students by their wallet
FRO3

address
FRO4  Student can access their data based on their role

The system can show student information by their
FRO5
wallet address

We also conclude one non-functional
requirement which is data integrity. It not only
requires data to be consistent and accurate but also
can integrate with existing data in the existing system.

3.2. Quick Design

Based on the analysis result, we create a use case
diagram to determine how students will interact with
the system.

Login with wallet

Students

Access data

Figure 2. Use case diagram

As shown in the use case in Figure 2, students
have three main activities served by the system.

e  Students must be able to log in to the system
using their wallets. The mechanism is different
compared to the existing system since user data
is not stored on the system. The wallet will be
an important point to make sure student can gain
their role.

e  Student can get their role. After students log in
to the system with their wallets, the system will
examine the wallet address and match it with
existing data on the system. After the system
recognizes the student, the role will be given to
the student.
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e  Student can access their data. After student got
their role, the student can access their data based
on the role given by the system.

3.3. Building a Prototype

3.3.1. Choosing Components

In building the prototype, we determine the
components needed to develop software.

e  Binance Smart Chain (BSC). This component’s
purpose is to create a unique token. This token
cannot be mined so we can determine how much
token is needed by the system and no one can
change the number and ownership of the tokens
except the owner. BSC provides free token
creation. We can use it but will be delisted so
our token will be invisible to the public. We use
BSC Evolution Proposal 20 (BEP20) as a token
standard.

e  Metamask. This component’s purpose is as a
crypto wallet so the student can log in using their
crypto address. Metamask will be integrated
with created token in BSC to use the smart
contract so students can have a crypto address.

e  Web3 module. This component’s purpose is as
a module to support the utilization of metamask.
It is a collection of libraries that allow the
software to interact with a local or remote node
using HTTP, IPC, or WebSocket.

e  React. This component’s purpose is as a library
to build user interfaces. Since we use a
decentralized scheme, software must be built as
Single Page Application (SPA) to make
software will run on the client side and interact
directly with Metamask.

3.3.2. Authentication Activities

The prerequisite for the students to log in to the

system using their wallet is as follows:
e  Students must have a Metamask account.
e  Students must connect their Metamask to

Binance Smart Chain.

e  Students must install the Metamask extension to
their web browser.

Student must register their wallet to the system.

As seen in Figure 3, students can log in to the
system using Metamask by connecting their wallets
to the system. The system will ask Metamask about
students’ wallet info. Since it uses decentralized
authentication, Metamask will check user credentials
locally on students’ computers. After students
successfully log in to Metamask, it will send wallet
info to the system as a callback. The system will use
this info to grant students roles to give access to their
data.

As seen in Figure 4, we add Wallet and Network
tables as requirements for the system to apply
decentralized authentication. Students are able to
have more than one wallet as long as it is registered

to a different network. The system will check wallet
data based on wallet info sent by Metamask and
match wallet addresses with students’ IDs. After this
phase, the system will grant the role based on
students’ role data stored on the database.

Student System Metamask

Connect to
Login Vetamask Check credential

noe
< Can login? >

_Iyas

Check wallet Send wallet
info info

4

ne” ywallet
“Jegistered?.”

Error message |
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Figure 3. Activity diagram
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Figure 4. Entity relationship diagram

3.3.3. Building Application

In building application, we utilize Web3 module
called Usedapp. This module is based on the
Ethereum network. Since we use BSC in this
application, and in fact BSC is based on the Ethereum
network, we used to modify the configuration by
changing the chain ID and URL in the config file so
the module can connect to BSC.

As seen in Figure 5, we managed to create a
frontend application to call the Metamask plugin
when the ”Login with Metamask™ button clicked.
Since Metamask only can be accessed locally, we
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implement Single Page Application (SPA) so the
application can run in the client environment. In this
phase, students must fill their credentials to
Metamask so the application can read their wallet
address and send information to the backend to give
roles to students.

B MetaMask Notification = o

Welcome Back!

The decentralized web awaits

Password

Forgot password?

Need help? Contact MstaMask Support

Figure 5. Login with Metamask

In the backend, wallet information gathered
from the frontend is processed to gather students’
information from the database. Students’ information
contains 1D, name, wallet address, and roles. All this
information are stored in cookies as a session to
manage sustain credential. An example of stored
cookies can be seen in Figure 6.

d l Cookies
@& name
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Figure 6. Cookies example
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Figure 7. Student’s Information

After the backend can determine student
information and save the session to cookies, the
backend will send a response to the frontend with
status code 200 means all process has been succeded.
Backend return no data since needed information
about students is already stored in cookies. Frontend
will show student information as seen in Figure 7.

After students successfully logged in to the
application, they can access their data based on the
role given by the backend. A student can be granted
more than one role. All data based on students’ roles
are listed and sorted by their roles as seen in Figure 8.

Accessible Data of : | Rickard Elsen
Student
Pengumuman Berita Per

0706072

Nilai {euangan

Figure 8. Accessible Data Based on Students’ Roles

As a result of this phase, we managed to create
software to log in using The software can interact
with Metamask by request for wallet information and
receiving wallet information as a callback. The
software can process this info by matching the wallet
address to stored data in the database and granting
roles to students

3.4. Initial User Evaluation

In this phase, we show the software behavior to
stakeholders by simulating the student login process
and receiving 2 feedback.

e  Student may forget their wallet credential so we
must apply a mechanism to reset student wallets
and revoke their authority to access their data.

e  Software must be able to reduce stored data
since needed data is mostly provided by users.
We must reanalyze data from the existing
system and the student’s end.

3.5. Refining Prototype

In this phase, we apply feedback from
stakeholders to the software.

e  Software support student’s wallet reset. To reset
their wallet, students must report to
management. After approval, management will
enter the student’s new wallet address into the
software. The software will reset the student’s
wallet address and revoke data access to the new
address. This mechanism cannot be done
automatically to reduce the risk of the account
being taken over by unauthorized and
irresponsible parties.

. Software now exclude students’ detail on
transaction data. All data related to students was
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replaced with their wallet addresses. With this
mechanism, it reduces almost half of the stored
data. But in exchange, query activities are
increased but not very influential to the system.

4. CONCLUSIONS

In the conclusion, we managed to build a web
3.0 based system to authenticate students’ login and
give them their roles to access their data. We use
external components i.e. BSC, Metamask, Web3
module, and React to build this system. Students can
log in using their wallet and use their wallet address
as the credential. This mechanism can be done by
integrating software with Metamask. It shows that
blockchain technology can be used as an
authentication system by using a wallet and utilizing
it as a user credential to determine user authority
based on roles. But what we built is still only a
prototype. It is not used yet in the system since we
must change the whole college system if we want to
implement it. We also only can test the data with a
copy of existing data so we cannot monitor the
dynamics of the transaction by applying blockchain.
In the future, we hope it can continue to bigger and
more integrated system so we can implement it in the
whole college system. And also we hope we can
utilize BSC more than this by using their network to
create a new coin and use this coin for all transactions
in college.
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