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Abstract

This study aims to improve network intrusion detection systems (IDS) by addressing class imbalance in the CICIDS
2017 dataset. It compares the effectiveness of Long Short-Term Memory (LSTM) networks and Linear Support
Vector Classifier (LinearSVC) in detecting intrusions, with a focus on the impact of Synthetic Minority Over-
sampling Technique (SMOTE) for balancing the dataset. The dataset was preprocessed by removing irrelevant
features, handling missing values, and applying Min-Max normalization. SMOTE was applied to balance the training
dataset. Results showed that LSTM outperformed LinearSVC, especially in recall and F1-score, after applying
SMOTE. This research highlights the benefits of combining LSTM with SMOTE to address class imbalance in IDS
and emphasizes the importance of temporal sequence models like LSTM for detecting network intrusions. Future
work could involve using the full dataset, exploring advanced feature engineering, and implementing more complex
architectures to further enhance performance. This research underscores the critical need for improving network
security by addressing the challenges of class imbalance in intrusion detection systems, which is vital for ensuring
the real-time identification and mitigation of sophisticated cyber threats in the ever-evolving landscape of network
security.
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1. INTRODUCTION

The rapid advancement of Information and Communication Technology (ICT) has become the
foundation of modern society, transforming nearly every sector of life, including business, government,
and social services. ICT infrastructure has become the backbone that supports daily activities, from
communication and digital transactions to secure processing of sensitive data. As economies and
societies increasingly transition towards digitalization, dependence on network infrastructure is rising.
From e-governance systems to digital commerce and beyond, this infrastructure is critical for enabling
and streamlining operations across various sectors [1], [2]. For example, the FinTech sector has seen a
surge, with mobile payment services and digital wallets providing new business opportunities,
particularly within the digital finance industry [3], [4]. With the increasing integration of digital
platforms into every aspect of our lives, securing network infrastructure has become a top priority. As
reliance on digital services grows, the frequency and sophistication of cyber threats such as hacking,
malware, and Distributed Denial of Service (DDoS) attacks are rising. These threats target not only
private entities but also governments, industries, and other critical sectors, with potentially severe
impacts. The consequences of these attacks can be serious, ranging from financial losses and reputational
damage to the leakage of sensitive data [2]. Malware, for example, continues to be a serious threat,
despite advances in cybersecurity technology. It disrupts business operations and causes substantial
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financial losses [5]. Similarly, DDoS attacks increasingly target network infrastructure, flooding
resources and rendering services inaccessible, making detection and response crucial to mitigating this
risk [6].

Early intrusion detection is critical to preventing attacks from escalating and minimizing the
potential damages caused by cyber threats. IDS serve as the primary line of defense in identifying
malicious activity within network systems. The effectiveness of an IDS lies in its ability to detect
intrusions early, allowing organizations to take timely actions before significant damage is done to
sensitive data and critical infrastructure [7]. Research shows that integrating machine learning and
Artificial Intelligence (Al) into IDS can enhance their accuracy and ability to detect new and emerging
threats [8]. Neural network technologies, for instance, have proven effective in distinguishing between
normal network behavior and malicious activity, allowing systems to adapt to new attack vectors [7].
An efficient IDS framework not only prevents major damage but also strengthens the security posture
of an organization by ensuring that detected threats can be promptly addressed. By continuously
monitoring network behavior in real-time, these systems provide early warnings that help organizations
implement corrective actions in a timely manner [9]. Additionally, building a strong early detection
system involves more than just anomaly detection; it requires the implementation of advanced
monitoring techniques to assess patterns that signal potential breaches. These systems are essential for
maintaining the integrity of networks by reducing the likelihood of ongoing or widespread damage [10],
[11]. Early detection methodologies, including clustering algorithms and anomaly detection, play a
significant role in providing a comprehensive understanding of network behavior and its vulnerabilities
to threats [12]. Therefore, developing strategies that prioritize early detection and effective threat
management is crucial for safeguarding sensitive information and ensuring operational continuity.

As digital platforms continue to proliferate, ensuring the security of network systems has become
paramount. With growing dependence on digital infrastructure and the evolving complexity of cyber
threats, robust network security measures, including effective early detection systems, are essential.
Detecting intrusions early allows organizations to reduce threats before they escalate into significant
damage, thereby maintaining data integrity and operational continuity. The evolution of IDS technology,
particularly through machine learning and Al, has proven to be a powerful tool in enhancing security
systems' ability to adapt to ever-changing threats, emphasizing the importance of proactive defense
strategies to safeguard the digital world [13]. Understanding common types of network attacks is crucial
for developing effective cybersecurity strategies, as these attacks can have a significant impact on data
integrity and the functionality of network infrastructure as a whole. Some of the most frequent attacks
include malware, phishing, Man-in-the-Middle (MITM) attacks, Denial of Service (DoS), and intrusion
attempts, each with its own set of threats and consequences [14]. Malware refers to malicious software
designed to disrupt, damage, or gain unauthorized access to computer systems. This includes viruses,
worms, Trojans, and ransomware. Malware attacks can lead to unauthorized access to data, data
corruption, and even substantial financial losses for organizations. For instance, ransomware can block
access to important data until a ransom is paid, severely disrupting business operations [15], [16].
Phishing is an attack involving deceptive communications, such as emails that appear to come from
legitimate organizations, with the aim of stealing sensitive information like passwords or personal data.
This type of attack often leads to identity theft and unauthorized access to sensitive assets [15]. MITM
attacks occur when an attacker intercepts and forwards messages between two parties without their
knowledge. These attacks exploit vulnerabilities in unsecured networks, such as public Wi-Fi, leading
to the theft of sensitive data, including authentication credentials [17], [18]. DoS attacks aim to make
network services unavailable by overwhelming them with excessive traffic, making the service
inaccessible to legitimate users. Distributed Denial of Service (DDoS) attacks are even more severe,
involving multiple compromised systems targeting the same victim, amplifying the attack and
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complicating mitigation efforts [19], [20]. The impact of these attacks can cause significant business
disruption and damage an organization's reputation. Intrusion attempts involve unauthorized efforts to
access or manipulate network resources. Attackers use various techniques, such as exploiting
vulnerabilities in network software or hardware. Successful intrusions can result in data theft or
destruction of critical systems [21], [22].

The impact of cyber-attacks extends beyond the immediate targets, affecting stakeholders and
customers as well [23]. Financial consequences can include recovery costs, regulatory fines, and loss of
business due to reputational damage. Additionally, successful attacks can lead to data breaches,
exposing sensitive personal information and amplifying existing risks. Damage to network infrastructure
may result in extended service outages and erode customer trust, making it increasingly difficult to
maintain smooth operations [24]. One of the main challenges in developing effective IDS is the issue of
class imbalance in training data. Real-world network traffic datasets typically contain a significantly
higher proportion of normal traffic compared to malicious activity, which causes bias in detection
systems [25]. This imbalance results in poor performance, particularly when it comes to detecting rare
yet critical attacks. Traditional IDS methods often fail to address this issue effectively, often missing
less frequent but highly impactful intrusions. To overcome this challenge, this study investigates the use
of LSTM networks combined with SMOTE for handling class imbalance. LSTM, known for its ability
to analyze sequential data, is highly effective at capturing long-term dependencies and identifying subtle
anomalies in network traffic patterns. SMOTE, on the other hand, generates synthetic samples to balance
the dataset, thereby enhancing the model's capacity to detect intrusions across both normal and attack
traffic. A comparison is also made with LinearSVC, a commonly used machine learning model. The
primary objective of this research is to improve IDS performance through the use of LSTM and SMOTE,
achieving more accurate and timely detection of network intrusions. By addressing the issue of class
imbalance, the study aims to reinforce network security measures and provide more robust defenses
against the growing sophistication of cyber threats.

One of the most innovative aspects of this study is the way in which it addresses the problem of
class imbalance in network intrusion detection systems by combining LSTM networks and SMOTE.
While earlier research has investigated the usage of LSTM and SMOTE in isolation, the current
investigation is the first of its kind to combine the two methodologies in order to improve the
identification of uncommon attack patterns in network traffic. LSTM's capacity to capture temporal
dependencies and SMOTE's capacity to balance the dataset are leveraged in this research to give a
unique method for boosting the performance of IDS. This technique is particularly useful for recognising
attacks that are generally under-represented in datasets that are imbalanced. This particular mix of
approaches provides a novel approach to addressing the issues that are provided by cyber attacks that
are always growing and dynamic. As a result, it constitutes a significant contribution to the field of
network security.

2. METHOD

Figure 1 presents the flowchart of the research methodology, outlining the key steps from data
collection, preprocessing, and handling class imbalance with SMOTE, to model training and evaluation
using LSTM and LinearSVC, ultimately aiming to improve network intrusion detection performance.
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Figure 1. Research Method Flowchart

2.1. Data Collection

In this study, the focus was on utilizing the CICIDS 2017 dataset for the development and
evaluation of a LSTM-based IDS. The CICIDS 2017 dataset, widely recognized in network security
research, is publicly available and was collected by the Canadian Institute for Cybersecurity (CIC). It
contains diverse network traffic data, which includes both normal traffic and a wide variety of cyber-
attacks, such as DoS, DDoS, Port Scanning, Botnet activity, and more. The dataset also includes traffic
data from several protocols like HTTP, FTP, DNS, and ICMP, making it highly representative of real-
world network environments. The data was collected through controlled experiments and network
simulations to mimic typical attack scenarios and everyday traffic in enterprise-level networks.

For this study, a 10% subset of the dataset, referred to as dataset 10 _percent.csv, was specifically
selected for training and evaluation purposes. This sample, containing approximately 252,000 records,
was chosen to reduce processing time while still retaining the diversity and integrity of the original
dataset. While the CICIDS 2017 dataset contains more than 2 million records, the subset allows for
quicker experimentation, making it feasible to test different models and techniques within the scope of
computational limitations. Despite using only a fraction of the dataset, the 10% subset remains diverse
enough to pose a comprehensive challenge for the intrusion detection system, as it includes both normal
traffic and several types of attacks, allowing the models to effectively differentiate between legitimate
and malicious activities.

The CICIDS 2017 dataset's class imbalance is problematic. Real-world datasets sometimes have
skewed class distributions, with regular traffic instances outnumbering assault instances. Due to its bias
towards regular traffic, the model struggles to learn and classify assault patterns. SMOTE is used to
balance class distribution and improve model performance, especially in detecting rare and complicated
attacks. CICIDS 2017 is appropriate for training machine learning models because it captures the
complexity of network traffic and the issues of class imbalance, representing the real-world scenario
where most network traffic is benign and only a small percentage is malicious.

2.2. Data Preprocessing

In this study, data preprocessing was a crucial step in preparing the dataset for training the LSTM-
based IDS. The dataset used for this study was the CICIDS 2017 dataset, a publicly available and widely
recognized dataset in network security research, which contains a variety of network traffic, including
both normal traffic and several types of cyber-attacks such as DoS, DDoS, Port Scanning, and Botnet
activity, among others. Given the large size and computational requirements of the CICIDS 2017
dataset, a 10% subset of the data, approximately 252,000 records, was used for this study to balance
processing efficiency with dataset diversity. This subset retained the integrity of the original dataset’s
distribution of both normal and malicious network activities.
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The first step in data preprocessing involved loading the dataset into a Pandas DataFrame, a
widely used data structure in Python that is efficient for data manipulation and exploration [26], [27].
After loading, the dataset underwent several cleaning steps, starting with removing leading or trailing
whitespace from column names to ensure consistency. 52 relevant features were selected for the
intrusion detection model based on prior research and domain expertise, with the aim of focusing on
features that could help distinguish between normal and attack traffic. The target variable, labeled
"Attack Type", was converted into a binary classification system, where normal traffic was labeled 0,
and all attack types were labeled 1. This conversion simplified the model's learning process by allowing
it to focus on identifying attack traffic in the dataset.

One of the main challenges in the preprocessing phase was dealing with missing or invalid values.
The feature columns were converted to numeric values using Pandas' to numeric function, which
automatically coerced any non-numeric data into NaN values. Rows where the target variable "Attack
Type" contained NaN values were removed to ensure the integrity of the target variable. Additionally,
infinite values (such as those resulting from division by zero in certain features) were replaced with
NaN, and remaining missing values were imputed using the mean of each respective feature. This step
ensured that the model retained as much data as possible while dealing with missing or invalid values
[28].

After addressing missing values, the dataset underwent feature scaling. Given that network traffic
data often contains features with vastly different ranges—such as session duration measured in seconds
and the number of packets transferred in the thousands—it was essential to apply Min-Max
normalization. This method scaled all features to a consistent range between 0 and 1, ensuring that no
single feature would dominate the learning process due to its larger scale. Normalization is particularly
important for machine learning models like LSTM, which are sensitive to the magnitude of input
features. By normalizing the data, all features were treated equally, allowing the model to learn more
effectively from each feature based on its relative importance [29]. The formula for Min-Max Scaling
is showed in (1) as follow:

X_Xmin
Xnorm =7 .y (1)

Xmax~Xmin
where X is the original value of the feature, X,;, is the minimum value of the feature, X, is the
maximum value of the feature, and X, is the normalized value of the feature.

Once the data was preprocessed and normalized, it was split into training and testing sets using
an 80/20 ratio, with 80% of the data used for training the model and 20% reserved for testing. This
division ensured that the model had enough data to learn from while also being evaluated on unseen
data. The stratified sampling technique was used for this split, which ensured that both the training and
testing sets maintained the same class distribution as the original dataset. This step is particularly crucial
for imbalanced datasets, as it ensures that both normal and attack traffic are proportionally represented
in both sets, giving the model a fair chance to learn from both classes. However, the class distribution
in the training set was heavily imbalanced, with normal traffic vastly outnumbering attack traffic. This
imbalance presented a significant challenge for the model, as it could lead the model to favor predicting
normal traffic, potentially overlooking the less frequent but critical attack traffic.

2.3. SMOTE Implementation

Class imbalance poses a critical challenge in network intrusion detection, as the overwhelming
prevalence of normal traffic compared to attack instances can bias the classifier toward predicting the
majority class, leading to high accuracy for normal traffic but poor detection of rare attacks. This issue
results in higher false negatives and missed attack detections. To address this, the SMOTE is applied,
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generating synthetic examples for the minority (attack) class, which helps balance the dataset. SMOTE
works by interpolating new minority samples between existing ones, enriching the feature space and
mitigating overfitting. Studies have demonstrated SMOTE's effectiveness in improving intrusion
detection system performance. Research [30] showed that combining SMOTE with other techniques
enhances the detection of rare attack patterns, while [31] applied SMOTE and Borderline-SMOTE in
industrial control systems, improving detection and reducing false negatives. Further research by [32],
[33] affirmed that SMOTE leads to better model performance by rebalancing training data, allowing the
model to learn more discriminative features. Additionally, SMOTE has been shown to enhance the
learning process of various machine learning architectures. Research [34] successfully integrated
SMOTE into a hybrid CNN-BiGRU model, significantly improving intrusion detection in imbalanced
datasets. These studies collectively highlight SMOTE's crucial role in improving intrusion detection
system performance by addressing class imbalance and enhancing detection accuracy for rare attack
types.

SMOTE generates synthetic data by choosing random data points from the minority class and
finding their nearest neighbors. A synthetic data point X,,.,, is created using the formula (2) as follow

Xnew = Aminority +A- (Xneighbor - Xminority) (2)

where Xpinority 18 the original minority class data point, Xpeighnor 18 One of the k-nearest neighbors of
Xminority, A 18 @ random number between 0 and 1, which scales the difference between the minority data

point and its neighbor to generate the new data point. This helps balance the dataset by generating
synthetic samples for the minority class (attacks), ensuring that the model is exposed to more attack
instances, leading to better performance in detecting rare intrusions.

2.4. LSTM Model

The LSTM network, a specialized type of Recurrent Neural Network (RNN), is particularly
effective at processing sequential data, making it highly suitable for intrusion detection systems that
handle time-series network traffic. Cyber-attacks typically unfold over time as sequences of events or
gradual changes in network behavior, and the ability of LSTM to capture long-term temporal
dependencies allows it to recognize such patterns effectively [35], [36]. By modeling these sequential
dependencies, LSTM is able to detect subtle anomalies that may occur over extended time intervals,
which is crucial for safeguarding network infrastructures [36], [37], [38]. The model architecture is
composed of several key layers: an input layer, an LSTM layer with 50 units, a Dropout layer, and an
output layer. The LSTM layer plays a pivotal role in capturing temporal dependencies by leveraging
internal gating mechanisms, which include the forget gate, input gate, output gate, and cell state. These
gates regulate the flow of information at each time step, ensuring that important data is retained and
irrelevant data is discarded, thus enabling the model to learn complex temporal patterns over time [36],
[38]. To prevent overfitting during training, a Dropout layer with a rate of 0.2 is incorporated, which
randomly omits a portion of neurons in each training iteration [39]. The final output layer uses a sigmoid
activation function, producing a probability score between 0 and 1, which classifies network traffic as
either normal or attack traffic [35].

The effectiveness of LSTM in this context lies in its meticulous design to handle sequential data
through its gating mechanisms. The forget gate discards irrelevant information, the input gate updates
the cell state with new data, and the output gate determines the contribution of the current state to the
final prediction. This structure enables the model to maintain a long-term memory of network events,
which is critical for identifying patterns indicative of potential threats in network traffic [40], [41]. This
capacity to model temporal dynamics makes LSTM particularly powerful for tasks such as anomaly
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detection in network intrusion systems, where identifying complex attack patterns is key to timely
detection.

The forget gate (f;) is responsible for determining which parts of the previous cell state (Cr_4)
should be discarded. This gate takes the previous hidden state (h;_;) and the current input (x;) as inputs,
applies a weighted sum with a bias term, and then passes it through the sigmoid activation function. The
sigmoid function squashes the result into a value between 0 and 1, where 0 means "completely forget"
and 1 means "completely retain". The forget gate's output can be expressed in (3) as follow

fe = G(Wf [he—1,xe] + bf) (3)

Here, o is the sigmoid activation function, Wy is the weight matrix for the forget gate, and by is the bias
term. The forget gate’s output controls how much of the previous memory should be kept for the current
time step.

The input gate (i;) as stated in formula (4), determines which new information from the current
input (x;) should be added to the cell state. Like the forget gate, the input gate also receives the previous
hidden state (h;_4) and the current input (x;), applies a weighted sum, and passes it through the sigmoid
function. The output of this gate is a value between 0 and 1, where 0 means "do not update the state"
and 1 means "fully update the state".

iy = o(W; - [he—q, x¢] + by) 4)

This controls the flow of information into the cell state, helping the network decide which new
information should be stored.

The cell state (C;) is a critical component of the LSTM, as it acts as the "memory" of the network.
It is updated at each time step based on the forget and input gates. The cell state is updated by combining
the previous cell state (C,_,) scaled by the forget gate output (f;), and the candidate cell state (C,),
which is a potential new memory content scaled by the input gate (i,). The candidate cell state (C;) is
calculated by passing a weighted sum of the previous hidden state (h;_;) and the current input (x;)
through the hyperbolic tangent function (tanh), which squashes the output to a range between -1 and 1,
and mathematically formulated in (5) and (6) as follow

Cy = tanh(W - [he—q, %] + b¢) (5)
then, the cell state is updated as:
Ct=ft'Ct—1+it'a (6)

This update mechanism ensures that the LSTM can "forget" irrelevant information and "remember"
important information from past time steps.

The output gate (0;) is responsible for deciding what part of the cell state should be exposed to
the next layer of the network or the next time step. The output gate receives the previous hidden state
(h¢_1) and the current input (x,) as inputs, applies a weighted sum, and passes it through the sigmoid
function. The output gate formulated in (7) as follow

or = (W, - [he—q, x¢] + by) (7

The result of the output gate is then multiplied by the hyperbolic tangent of the current cell state
(tanh(C;)), which produces the final hidden state (h;) for the current time step. The final output of the
LSTM is given by formula (8) as follow

hs = o - tanh(C;) (8)
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This output is used as the input for the next time step or as the final prediction in the case of sequence
prediction tasks.

The LSTM’s architecture of gates allows it to effectively capture long-term dependencies in
sequential data, such as network traffic patterns. The forget and input gates provide a mechanism for the
model to selectively retain or discard information from previous time steps based on its relevance to the
current context. The cell state acts as a long-term memory store, while the output gate ensures that
relevant information is passed on to the next time step. By processing network traffic as a sequence of
time steps, LSTM can learn complex patterns and dependencies that are critical for detecting intrusions
or anomalies in real-time network environments. Through these gating mechanisms, LSTM models can
adapt to dynamic changes in network traffic, making them particularly effective for IDS, where
identifying emerging and evolving attack patterns is crucial for cybersecurity. By learning from the
temporal structure of the traffic, LSTM models can improve the detection of rare and complex network
intrusions that may otherwise go unnoticed by traditional methods.

The Adam optimizer is a highly effective optimization algorithm widely used in deep learning
due to its combination of momentum and RMSProp, making it particularly suitable for training models
with large datasets and numerous parameters. Unlike traditional stochastic gradient descent (SGD),
Adam computes adaptive learning rates for each parameter by utilizing both the first moment (mean)
and second moment (variance) estimates of the gradients, which allows the model to efficiently update
parameters during training [42]. By integrating these two strategies, Adam accelerates convergence and
improves stability by smoothing gradient updates and dynamically adjusting the step size based on the
squared gradients, which is beneficial for large and complex datasets [42]. The use of moment estimates
enhances robustness by addressing issues such as sparse gradients and noisy updates, helping the
optimizer avoid local minima or saddle points that can hinder training in deep neural networks. Its ease
of implementation and minimal hyperparameter tuning requirement contribute to its widespread
adoption across various applications, from computer vision to natural language processing [43], further
solidifying its role as a default choice in deep learning frameworks. The first moment estimate (m;) is
an exponentially weighted average of the gradients, and it is updated at each time step using the formula:

me =By -me_1+ (1 —B1) gs )

where ; controls the decay rate of past gradients, and g, represents the gradient at time step (t). The
second moment estimate (v;) tracks the squared gradients and is updated using :

Ve =By Ve + (1= B2) - gF (10)
where B, controls the decay rate of squared gradients. To correct the bias introduced by the initial

moment estimates, bias-corrected versions of m; and v, are calculated:

—~ me

~ v
Me=1"prr Ve = o (1)

Finally, the parameters of the model (0;) are updated using the following equation:
M

6t=9t—1—a'\/ﬁ—;+€ (12)

where o is the learning rate, and € is a small constant added to avoid division by zero. This update rule
allows Adam to adjust the learning rate for each parameter based on its gradient and variance, helping
the model converge more efficiently.

For the loss function, the model uses binary cross-entropy, a standard loss function for binary
classification tasks. It measures the difference between the true labels and the predicted probabilities.
The formula for binary cross-entropy is:
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1
L=—<%L [yilogp) + (1 — y) log(1 - py] (13)

where L is the loss to be minimized, N is the number of samples, y; is the true label for sample i (0 for
normal traffic, 1 for attack), and p; is the predicted probability for sample i being an attack. The loss
function penalizes the model when its predictions are far from the true labels, and this encourages the
model to learn better predictions over time. Through minimizing this loss, the LSTM model improves
its ability to distinguish between normal traffic and attacks, which is critical for accurate network
intrusion detection.

In addition to the LSTM model, a traditional machine learning model, LinearSVC, was also
implemented for comparison purposes. LinearSVC is a variant of the SVM that works well with linearly
separable data. It was chosen to demonstrate how a simpler, non-sequential algorithm compares to the
LSTM in handling network intrusion detection tasks. The LinearSVC model was implemented using
Scikit-learn’s LinearSVC class with default hyperparameters. This includes the squared hinge loss, L.2
penalty, and dual="auto’, which allows the model to handle both dense and sparse datasets effectively.
LinearSVC is generally faster than other SVM variants (like SVC with RBF kernel) and is suitable for
large datasets where training time is a concern. It operates by finding the hyperplane that best separates
the data into two classes (normal traffic and attack traffic) and works well when there is a clear margin
of separation between the classes.

The models were trained and evaluated using different datasets and algorithms to explore how
LSTM networks and LinearSVC handle imbalanced datasets versus those augmented with SMOTE.
These four configurations were chosen to investigate the impact of both SMOTE (which aims to balance
class distributions) and the type of algorithm used on the accuracy and effectiveness of detecting
network intrusions. The first model configuration trained was the LSTM on the original (imbalanced)
dataset. In this configuration, the LSTM model was trained on the original training data, where the class
imbalance was not addressed. The imbalance was notable, as normal traffic instances vastly
outnumbered attack traffic, which led to a skewed distribution. In this setup, the model learned to
prioritize predicting normal traffic, and as expected, the detection of attack instances was suboptimal.
This configuration served as a baseline, providing insight into how an LSTM model performs on
imbalanced data and how it struggles to detect rare attack patterns, which is a common issue in IDS that
use large, unbalanced datasets.

The second configuration involved training the LSTM on the SMOTE-augmented (balanced)
dataset. After applying SMOTE, the class imbalance was addressed by generating synthetic samples for
the minority class (attack traffic). This balancing process allowed the LSTM model to be trained on a
dataset that contained an equal number of instances for normal traffic and attack traffic, offering a more
representative sample of the data. The model could now learn to detect both classes more effectively, as
it was no longer biased toward predicting the majority class. This configuration was expected to perform
better than the first, as SMOTE helped mitigate the issue of imbalanced classes by allowing the model
to better generalize attack patterns. The third model configuration used LinearSVC on the original
(imbalanced) dataset. In this case, LinearSVC, a more traditional machine learning model based on a
linear kernel, was applied to the same imbalanced dataset. LinearSVC is often used for classification
tasks and can be much faster than complex models like LSTM, especially for smaller datasets. However,
like LSTM, LinearSVC is also prone to class imbalance, and the model was likely to favor normal traffic
predictions over attacks. This configuration served as a comparison to evaluate how LinearSVC, which
typically performs well on linear decision boundaries, could handle the same imbalanced data and how
it compared to the performance of the LSTM model on the same dataset. The final configuration
involved training LinearSVC on the SMOTE-augmented (balanced) dataset. By applying SMOTE to
the LinearSVC training data, the class imbalance was addressed, and the dataset was balanced, allowing
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the model to have an equal representation of normal and attack traffic. This configuration was expected
to improve the LinearSVC’s performance, especially in detecting rare attacks. By comparing the results
of this configuration with those from the LinearSVC on the imbalanced dataset, the study could assess
how the inclusion of SMOTE influences the performance of a more traditional machine learning
algorithm.

2.5. Evaluation Metrics

Once trained, all models are evaluated on the 20% hold-out test set, which was separated before
the training phase to ensure an unbiased evaluation. The performance of each model is assessed using
several key metrics. Accuracy is a fundamental metric that gives the overall correctness of the model’s
predictions, and is calculated as the ratio of correct predictions to the total number of predictions:

TP+TN

Accuracy - TP+TN+FP+FN (14)

where TP (True Positives) represents correctly identified attack instances, TN (True Negatives) indicates
correctly identified normal traffic, FP (False Positives) are incorrectly identified attacks as normal
traffic, and FN (False Negatives) are normal traffic incorrectly identified as attacks. While accuracy
provides a general measure, precision and recall offer more detailed insights into the model’s
performance, particularly for imbalanced datasets.

Precision focuses on the proportion of true positives among all instances that were predicted as
positive:

. TP
Precision = TPITP (15)

This metric indicates how many of the predicted attacks are actually legitimate. Recall, on the other
hand, measures the proportion of actual positives that were correctly identified by the model:

TP
Recall = . (16)

This metric is crucial for understanding how well the model identifies all instances of attacks, even those
that are rare. The Fl-score combines precision and recall into a single metric by calculating their

harmonic mean:
Precision-Recall

F1-score = 2 - Precisiont Recall (17)

This provides a balanced measure of the model’s performance, especially when there is an
imbalance between precision and recall. Finally, the confusion matrix is used to provide a more granular
breakdown of the model’s performance, showing the number of true positives, true negatives, false
positives, and false negatives. This matrix helps to pinpoint the model’s strengths and weaknesses,
providing critical insights into where it is succeeding and where improvements are needed. By using
these metrics, the model’s performance can be thoroughly evaluated and refined to improve its ability
to accurately detect network intrusions across both normal and attack traffic.

3.  RESULT

3.1. Performance of Models on Imbalanced Data

This section examines the performance of two models, LSTM (Imbalanced) and LinearSVC
(Imbalanced), trained on a significantly imbalanced dataset. The efficacy of these models is assessed
utilising standard classification metrics: Accuracy, Precision, Recall, and F1-Score. These metrics assist
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in assessing the models' overall efficacy regarding accurate predictions, the ratio of pertinent instances
collected, and the capacity to differentiate between normal traffic and attacks.

The LSTM (Imbalanced) model achieves a high accuracy of 96.23%, which suggests that it
correctly predicts a significant portion of the instances in the dataset. However, accuracy alone does not
provide a complete picture, especially when dealing with imbalanced datasets where the minority class
(attacks) is underrepresented. In this case, LSTM (Imbalanced) shows a Precision of 0.8802 for attack
detection, indicating that when the model predicts an attack, it is correct approximately 88% of the time.
This is a positive indicator of the model's ability to avoid false positives (incorrectly classifying normal
traffic as attacks). The Recall for attack detection is 0.8991, which is fairly high, suggesting that LSTM
is able to detect 90% of attack instances correctly. This shows that the model is quite capable of
identifying the rare instances of attacks within a sea of normal traffic. The F1-Score of 0.8895 reflects
a good balance between Precision and Recall, which is crucial in intrusion detection systems where both
false positives and false negatives can have significant consequences. In this case, the model performs
well in terms of both detecting attacks and minimizing false positives, making LSTM (Imbalanced) a
strong contender for intrusion detection. However, it is important to note that the model still faces
challenges inherent to imbalanced datasets. Confusion matrices for LSTM (Imbalanced) reveal that
while the model has high True Positives (TP) for normal traffic, it also has a notable number of False
Negatives (FN) for attack traffic. This means the model sometimes fails to detect certain attack
instances, especially when the normal traffic instances overwhelmingly dominate the dataset. This
challenge is typical of imbalanced datasets, where the model may develop a bias toward predicting the
majority class (normal traffic).

The LinearSVC (Imbalanced) model shows a slightly lower accuracy (94.41%) compared to
LSTM (Imbalanced), which indicates that LinearSVC does not perform as well overall. Precision for
LinearSVC (Imbalanced) is 0.8646, which is lower than LSTM's precision, suggesting that when the
model predicts an attack, it is less likely to be correct. While this value is still reasonable, it indicates a
higher rate of false positives compared to LSTM. The Recall for LinearSVC (Imbalanced) is 0.7933,
significantly lower than the Recall of 0.8991 observed in LSTM (Imbalanced). This shows that
LinearSVC misses a larger proportion of attack instances, meaning the model fails to identify some
attacks, leading to a higher number of False Negatives (FN). This lower recall indicates that LinearSVC
(Imbalanced) is less effective at detecting rare attack events than LSTM (Imbalanced). The F1-Score of
LinearSVC (Imbalanced) is 0.8274, which is also lower than LSTM's F1-Score. This value reflects the
trade-off between Precision and Recall in LinearSVC (Imbalanced). While the Precision is decent, the
significant drop in Recall leads to a poorer balance between these two metrics. In the confusion matrix
for LinearSVC (Imbalanced), we observe a similar trend to LSTM (Imbalanced), where there are high
True Positives (TP) for normal traffic but a significant number of False Negatives (FN) for attacks. This
highlights the difficulty of detecting the minority class (attacks) when the dataset is imbalanced, even
though LinearSVC is performing reasonably well with respect to the majority class.

The LSTM (Imbalanced) model outperforms LinearSVC (Imbalanced) in terms of Recall and F1-
Score, making it more effective at detecting rare attack instances in the dataset. LSTM (Imbalanced)
also achieves a high Precision and maintains a well-balanced performance between Precision and Recall,
which is critical in network intrusion detection. However, both models face the challenge of imbalanced
datasets, as evidenced by the False Negatives for attack detection, highlighting the need for further
improvement in detecting minority class instances. In particular, addressing the False Negatives and
improving Recall will be important to reduce the risk of missing critical attack instances in a real-world
deployment. In the next section, we will evaluate the impact of using SMOTE to handle class imbalance
and compare the performance of the models after applying this technique.
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3.2. Impact of SMOTE on Model Performance

The implementation of SMOTE to rectify class imbalance in the training dataset resulted in
alterations in the performance of both LSTM and LinearSVC models, as indicated by the evaluation
metrics. The metrics encompass Accuracy, Precision, Recall, and F1-Score, which are essential for
assessing the efficacy of IDS, particularly in the context of imbalanced datasets where one class (attack
traffic) is under-represented relative to the majority class (normal traffic).

After applying SMOTE to the LSTM (SMOTE) model, the results show a slight improvement in
Accuracy, which increased from 96.23% in the imbalanced model to 96.46%. This improvement
suggests that the model's overall ability to classify both normal and attack traffic slightly improved after
balancing the dataset. However, the most notable improvement comes in Recall, which increased from
89.91% to 94.55%. This substantial increase indicates that SMOTE helped the LSTM model detect a
larger proportion of attack instances, addressing the False Negatives issue that was prevalent in the
imbalanced dataset. However, this improvement in Recall comes with a slight trade-off in Precision.
The precision dropped from 88.02% to 85.92%, meaning the model is now predicting more attacks, but
some of those predictions are false positives. False positives occur when the model incorrectly classifies
normal traffic as attacks. Despite this drop in precision, the F1-Score (which balances precision and
recall) remains high at 0.9003, reflecting a good balance between the model’s ability to detect attacks
and its ability to minimize false positives. Thus, LSTM (SMOTE) provides a solid improvement in
attack detection, but at the cost of introducing some false alarms. This trade-off between Precision and
Recall is common when balancing datasets using SMOTE.

In the case of LinearSVC (SMOTE), the impact of SMOTE is more pronounced in terms of Recall
improvement. The Recall for attack detection jumps dramatically from 79.33% in the imbalanced model
to 96.65% in the SMOTE model. This indicates that SMOTE significantly improved the model's ability
to detect attacks, successfully addressing the problem of missing attack instances. However, similar to
LSTM (SMOTE), this improvement in recall comes with a noticeable drop in Precision. The Precision
dropped from 86.46% to 71.14%, meaning the model now misclassifies a significant amount of normal
traffic as attacks. As a result, LinearSVC (SMOTE) has a higher rate of False Positives compared to its
performance on the imbalanced dataset. Despite the drop in precision, the F1-Score only slightly
decreases from 0.8274 to 0.8195, indicating that the model still strikes a reasonable balance between
detecting attacks and avoiding false positives, albeit with some performance degradation. The F1-Score
remains a useful metric to assess the trade-off between Recall and Precision, and in this case, LinearSVC
(SMOTE) shows an improvement in detecting rare attacks at the cost of falsely classifying normal traffic
as attacks.

From the results, it is clear that applying SMOTE improved the Recall for both models, meaning
they became better at detecting rare attacks, a key goal in intrusion detection systems. However, this
came at the cost of Precision, with both models increasing their False Positive rates. This trade-off is a
common challenge when applying SMOTE, as it generates synthetic data for the minority class, leading
to the model predicting more instances of attack, some of which may be false positives. The F1-Score,
which combines Precision and Recall, shows that LSTM (SMOTE) has a better balance compared to
LinearSVC (SMOTE). LSTM (SMOTE) has a higher F1-Score of 0.9003, indicating it maintains a better
trade-off between detecting attacks and avoiding false alarms. On the other hand, LinearSVC (SMOTE),
despite achieving a higher Recall than LSTM, has a lower F1-Score of 0.8195, indicating it suffers more
from the increase in False Positives. This suggests that LSTM (SMOTE) strikes a better balance between
Precision and Recall when detecting attacks in the dataset. Applying SMOTE effectively improved the
Recall for both models, helping them to identify a larger proportion of attack instances. However, this
improvement came with a trade-off in Precision, leading to more false positives. The F1-Score reflects
this trade-off, with LSTM (SMOTE) achieving a better overall performance in terms of balancing attack
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detection and false alarms. While SMOTE improves detection for rare events (attacks), it also
emphasizes the ongoing challenge in intrusion detection systems of balancing Recall and Precision.
These results underline the need for further refinement in balancing models to minimize false positives
while maximizing attack detection, particularly in real-world scenarios where both issues can have
serious consequences.

3.3. Comparative Analysis

On the original unbalanced dataset, LSTM (unbalanced) performs noticeably better than
LinearSVC (Imbalanced) in a number of important evaluation criteria. With a recall of 89.91%, LSTM
outperforms LinearSVC, which has a recall of 79.33%. This suggests that even while regular traffic
predominates in an unbalanced dataset, LSTM is more effective at detecting attack traffic. Additionally,
LSTM's F1-Score is greater at 0.8895 than LinearSVC's, which is 0.8274. LSTM's higher score
indicates that it offers a better balance between accurately detecting attacks and minimising false
positives. The F1-Score is a balanced statistic that takes into account both Precision and Recall. This
performance can be ascribed to the LSTM's capacity to detect intricate attack patterns in network traffic
by capturing long-term dependencies in the sequential data. However, as evidenced by its poor Recall,
LinearSVC has trouble identifying attacks. This is probably because models like LinearSVC have a
limitation when dealing with sequential data, like network traffic logs, in that they are unable to capture
the temporal dependencies that are present in the data.

For the SMOTE-augmented dataset, LSTM (SMOTE) still maintains its advantage over
LinearSVC (SMOTE). The F1-Score for LSTM (SMOTE) is 0.9003, which is higher than LinearSVC
(SMOTE)'s 0.8195, indicating that LSTM (SMOTE) strikes a better balance between Precision and
Recall. While both models show improvement in Recall after applying SMOTE, LSTM (SMOTE)
achieves a Recall of 94.55%, significantly better than LinearSVC (SMOTE)'s Recall of 96.65%. This
improvement in Recall shows that SMOTE helped both models detect more attacks. However, the
increase in Recall comes at a cost for LinearSVC (SMOTE), where Precision drops to 71.14%, down
from 86.46% in the imbalanced dataset. This indicates that LinearSVC (SMOTE) is now predicting
more attack instances, but it also incorrectly classifies a higher proportion of normal traffic as attacks,
resulting in False Positives. In contrast, LSTM (SMOTE) suffers a smaller reduction in Precision (from
88.02% to 85.92%), indicating that it manages to detect attacks while keeping the False Positive rate
relatively low compared to LinearSVC (SMOTE).

‘Comparison of F1-Score (Attack Class) (LSTM & LinearSVC) Comparisen of Recall (Attack Class) (LSTM & LinearSVC)
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Comparison of Precision (Attack Class) (LSTM & LinearsvcC) Comparison of Overall Accuracy (LSTM & LinearSVC)
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Figure 2. Comparison of a) F1-Score, b) Recall, c) Precision and d) Accuracy

Figure 2 (a-d) visually represent the performance of different machine learning models on various
metrics (F1-Score, Recall, Precision, and Accuracy) for the "Attack" class in network intrusion
detection. Figure 2.a compares the Fl-scores for the "Attack" class across four models: LSTM
(Imbalanced), LSTM (SMOTE), LinearSVC (Imbalanced), and LinearSVC (SMOTE). The F1-score
combines both precision and recall into a single metric, providing a balanced measure of model
performance. From the chart, we can observe that LSTM models (both Imbalanced and SMOTE)
outperform the LinearSVC models. The F1-score for LSTM (SMOTE) is the highest, slightly better than
LSTM (Imbalanced), indicating that applying SMOTE helps the LSTM model achieve a better balance
between detecting attacks and avoiding false positives. On the other hand, the F1-scores for both
LinearSVC models are lower, with SMOTE slightly improving the performance compared to the
imbalanced data but still lagging behind the LSTM models. Figure 2.b illustrates the recall for the
"Attack" class, which measures the model's ability to correctly identify all actual attack instances. Recall
for the attack class is particularly important in network intrusion detection because missing an attack
(false negative) can have severe consequences. From the chart, it's evident that the recall of LSTM
models (Imbalanced and SMOTE) is high, with LSTM (SMOTE) showing the best recall, followed by
LSTM (Imbalanced). This suggests that SMOTE helps the LSTM model detect a higher percentage of
attacks. In contrast, LinearSVC models show much lower recall, especially the imbalanced version,
which indicates that the model misses many attack instances. The SMOTE version of LinearSVC
improves recall but still lags behind LSTM.

Figure 2.c compares the precision for the "Attack" class, which evaluates the proportion of true
positive attacks among all instances predicted as attacks. Higher precision means that fewer normal
instances are misclassified as attacks (false positives). The LSTM models (Imbalanced and SMOTE)
both demonstrate high precision, with LSTM (Imbalanced) slightly outperforming LSTM (SMOTE).
This suggests that LSTM models are good at correctly identifying attack instances without
misclassifying too many normal ones. However, LinearSVC, particularly on SMOTE-augmented data,
shows lower precision, indicating that it tends to misclassify more normal traffic as attacks, even though
the recall is higher. This suggests a trade-off between recall and precision for the LinearSVC model
when using SMOTE. Figure 2.d presents the overall accuracy for each model configuration, which
reflects the proportion of correct predictions (both attack and normal traffic) made by the model. The
accuracy of the LSTM models (both Imbalanced and SMOTE) is very high, with LSTM (SMOTE)
showing a slight improvement over the Imbalanced model. However, the accuracy for LinearSVC
models is lower, particularly for the SMOTE version, despite the increased recall. This suggests that
while SMOTE improves recall, it may have caused a decrease in overall accuracy due to the model
misclassifying more normal traffic as attacks. The LSTM models maintain a high level of accuracy,
suggesting they strike a better balance between detecting attacks and correctly classifying normal traffic.
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Precision-Recall Curve - LinearSVC (SMOTE) Precision-Recall Curve - LinearSVC (Imbalanced)
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Figure 3. Precision-Recall curves of a) LinearSVC (SMOTE), b) LinearSVC (Imbalance), ¢) LSTM
(SMOTE), d) LSTM (Imbalance)

Figure 3 (a-d) provide valuable insights into how each model performs in terms of detecting
network intrusions, particularly for the attack class (the minority class). The Precision-Recall curve is a
crucial tool for evaluating models, especially when dealing with imbalanced datasets, where the number
of normal traffic instances vastly outweighs the number of attack instances. For LinearSVC with
SMOTE (Figure 3.a), the Precision-Recall curve demonstrates the model's tendency to start with very
high precision when recall is low, indicating that the model is conservative about predicting attacks.
However, as the recall increases, precision drops significantly, which is typical in models trained with
SMOTE. SMOTE aims to balance the dataset by creating synthetic examples of the minority class, thus
improving recall. However, this results in a higher number of false positives, as the model starts to
predict more instances as attacks, even if they are not, which lowers precision. This sharp decline in
precision as recall increases is a hallmark of SMOTE's effect on model behavior, pushing the model to
detect more attacks at the cost of increasing false positives. The LinearSVC with Imbalanced Data
(Figure 3.b) shows a similar trend, with high precision but much lower recall. Since the model is trained
on an imbalanced dataset, it tends to be biased towards predicting the majority class (normal traffic),
leading to high precision (since it correctly classifies normal traffic as non-attacks) but poor recall for
the minority attack class. This illustrates a common problem with imbalanced datasets: the model is not
effectively learning to detect rare attack patterns, as it is overly focused on the more prevalent normal
traffic class.

The LSTM model trained with SMOTE (Figure 3.c) shows a somewhat better balance between
precision and recall compared to LinearSVC, although it still suffers from the precision-recall trade-off.
The curve starts with high precision and drops gradually as recall increases. The LSTM model, which
is designed to capture temporal patterns in sequential data, benefits from the SMOTE technique by
learning better from the augmented attack class data. However, as in the LinearSVC model, the
improvement in recall comes at the cost of a decrease in precision, showing that the model is detecting
more attacks but also making more false positive predictions. For LSTM with Imbalanced Data (Figure
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3.d), the Precision-Recall curve mirrors that of the LinearSVC with imbalanced data. Precision is high
at low recall levels, meaning the model is cautious about predicting attacks. However, as recall increases,
precision drops significantly, highlighting the challenge of class imbalance. The model struggles to
detect rare attack instances because it is predominantly trained on the majority class, leading to poor
recall. The comparison of these curves underscores the importance of handling class imbalance, which
significantly impacts model performance, particularly for minority class detection. The use of SMOTE
improves recall, allowing the models to better identify attacks, but it also increases false positives, which
is reflected in the drop in precision. Among the models, LSTM generally performs better at balancing
the precision-recall trade-off compared to LinearSVC, especially when SMOTE is applied, indicating
that LSTM’s architecture is more suited for sequential data with temporal dependencies, such as network
traffic. The Precision-Recall curves clearly demonstrate the trade-offs between precision and recall for
each model. The application of SMOTE helps to address the class imbalance issue by increasing recall
but at the expense of precision, as the models become more aggressive in predicting attacks. The LSTM
models, particularly when trained with SMOTE, provide a better balance between detecting attacks and
reducing false positives compared to the LinearSVC models, confirming that LSTM is better suited for
capturing complex patterns in imbalanced datasets.

4. DISCUSSIONS

4.1. Interpretation of Results

The application of the SMOTE had a noticeable impact on the models, particularly in terms of
recall. As expected, SMOTE addressed the class imbalance issue by generating synthetic samples for
the minority attack class, which allowed both LSTM and LinearSVC models to better identify attack
instances. The results showed a marked improvement in recall for both models, indicating that SMOTE
helped them recognize more attacks, which were previously underrepresented in the training data.
However, this improvement in recall came at the cost of reduced precision, particularly for LinearSVC.
This trade-off between recall and precision is expected when using SMOTE, as the model starts to
predict more instances as attacks, which may include more false positives. Despite this, SMOTE
significantly enhanced the models' ability to detect attacks, which is crucial in real-world intrusion
detection scenarios, where missing an attack (false negative) can be much more costly than a false alarm
(false positive). The effectiveness of SMOTE was more pronounced in LSTM compared to LinearSVC.
LSTM (SMOTE) demonstrated an impressive increase in recall without a severe drop in precision. In
contrast, LinearSVC (SMOTE) saw a substantial increase in recall but with a more significant reduction
in precision. This suggests that LSTM's architecture, designed to capture temporal patterns in sequential
data, was better able to integrate the synthetic data created by SMOTE, improving its attack detection
capabilities without overfitting to the synthetic examples. On the other hand, LinearSVC, which works
well for linearly separable data, struggled more with the high-dimensional feature space after SMOTE
augmentation, leading to a greater trade-off between recall and precision.

When comparing the two models, LSTM and LinearSVC, for this intrusion detection task, LSTM
emerged as the more suitable model. LSTM is particularly effective for handling sequential data, like
network traffic, where patterns over time are crucial for detecting anomalies. In this study, the LSTM
model (SMOTE) performed well in terms of recall, capturing more attack instances compared to the
LinearSVC model (SMOTE), which demonstrated a higher tendency to miss out on attack cases due to
its inability to model temporal dependencies effectively. The ability of LSTM to handle sequences of
data and capture long-term dependencies makes it an ideal candidate for network intrusion detection
tasks, where attacks often unfold over time in patterns that need to be detected early. In contrast,
LinearSVC performed well on imbalanced data, achieving high precision by correctly classifying the
majority class (normal traffic). However, its performance in terms of recall for the attack class was
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relatively low, even after applying SMOTE. This suggests that LinearSVC, despite its fast training and
effectiveness in simpler classification tasks, is less suited for tasks that require understanding complex
sequential dependencies. In scenarios where capturing patterns over time is essential—such as detecting
network intrusions—LinearSVC might struggle, as it is not inherently designed to handle sequential or
time-series data.

The LSTM model demonstrated its potential in the intrusion detection task, especially after
applying SMOTE. Although the recall was lower than ideal, the increase in recall after SMOTE
suggested that LSTM was able to learn more effectively from the minority attack class, capturing attack
patterns even when those instances were underrepresented. The F1-score for LSTM (SMOTE) also
improved, highlighting the model’s ability to balance the trade-off between precision and recall. LSTM's
ability to capture sequential patterns was crucial in this study, as attacks in network traffic often manifest
over time through complex and subtle changes in traffic patterns. Even though LSTM may not have
fully exploited its temporal modeling capabilities in this simplified setting, its performance—especially
in recall and F1-score—indicated that it was better suited for handling sequential data and imbalanced
datasets compared to LinearSVC. LinearSVC demonstrated strong performance on the imbalanced
dataset, particularly in terms of precision. However, its recall was relatively low, indicating that the
model had difficulty detecting the minority attack class, which was expected given the class imbalance
in the dataset. After applying SMOTE, LinearSVC achieved a significant boost in recall, but this came
at the expense of a noticeable drop in precision. The Precision-Recall curve for LinearSVC (SMOTE)
showed that the model became more aggressive in predicting attacks, but many of these predictions were
false positives, which led to a lower precision. The performance trade-off seen in LinearSVC was largely
due to its linear nature, which struggles when dealing with high-dimensional, synthetic features
generated by SMOTE. Unlike LSTM, which can better handle such data by modeling temporal
dependencies, LinearSVC was not as effective at leveraging the synthetic data to improve attack
detection.

In the context of network intrusion detection, recall and F1-score are far more important metrics
than accuracy. The goal of an intrusion detection system is to detect as many attacks as possible (high
recall), even if that means generating a few false positives (low precision). The F1-score, which balances
precision and recall, is a better indicator of a model’s overall ability to detect attacks while minimizing
false alarms. Accuracy, on the other hand, is less meaningful in imbalanced datasets because it can be
biased towards predicting the majority class (normal traffic). A model with high accuracy may still fail
to detect most attacks, leading to a false sense of security. The LSTM model (SMOTE) achieved a
favorable balance between recall and precision, as reflected in its higher Fl-score compared to
LinearSVC after SMOTE, indicating that it is better suited for detecting attacks in imbalanced datasets.
The results of this study align well with the chosen methodology, which focused on utilizing SMOTE
to handle class imbalance and LSTM for its ability to capture temporal dependencies. The LSTM
architecture was particularly effective in capturing the sequential nature of network traffic, which is
crucial for detecting complex and evolving network intrusions. The preprocessing steps, including
feature selection, handling missing data, and scaling, ensured that the data fed into the model was clean,
balanced, and ready for training. The use of SMOTE was particularly important in this study, as it
addressed the class imbalance, enabling both models to learn more effectively from the minority class.
However, the trade-offs observed in LinearSVC (SMOTE) emphasized that, while SMOTE can improve
recall, it may lead to a decline in precision, especially for models that are not inherently designed to
handle complex sequential data. The results reinforce the idea that for network intrusion detection,
models like LSTM that can capture temporal patterns are more suitable than simpler models like
LinearSVC when dealing with imbalanced datasets and time-series data.
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4.2. Comparison with Existing Approaches

In comparison to traditional signature-based IDS, which rely on predefined attack signatures, the
LSTM-based approach offers a distinct advantage, especially in detecting novel or polymorphic attacks.
Signature-based systems are highly dependent on having a prior knowledge of the attack signatures,
which makes them ineffective against new, unknown, or rapidly evolving attack patterns. This limitation
is particularly evident in the face of modern cyber-attacks, which often evolve or change to avoid
detection. LSTM, on the other hand, is adept at processing sequential data and capturing temporal
dependencies within network traffic, making it more suitable for detecting complex and evolving attack
patterns that might otherwise go unnoticed by traditional systems. Despite these advantages, the LSTM
model still faces challenges, particularly with rare attack types in imbalanced datasets. In such datasets,
the model is prone to bias toward detecting the majority class, which in this case is normal traffic. Some
recent hybrid models, combining LSTM with other machine learning algorithms like Random Forest or
XGBoost, have shown promise in improving detection performance by leveraging the strengths of
multiple models. These hybrid approaches have been found to be effective in improving the recall and
precision for the minority class, which is essential for detecting rare or complex attacks [5], [11]. Future
work in IDS could explore such hybrid models further to improve detection capabilities, particularly for
low-frequency attacks.

4.3. Limitations

The limitations of this study include the use of only a 10% subset of the CICIDS 2017 dataset,
which may not fully capture the complexity and variability of the entire dataset, potentially affecting the
generalizability of the results. Additionally, the study relied on a predefined set of features, and
alternative feature selection methods might lead to different outcomes. The LSTM architecture used was
relatively simple, consisting of a single layer with 50 units and a single time-step view; more complex
architectures or variations in sequence length could potentially improve performance. Moreover, the
models were trained with fixed hyperparameters such as the number of epochs, batch size, and default
settings for LinearSVC, without extensive hyperparameter tuning, which could have optimized model
performance further. Lastly, the study applied only the basic SMOTE algorithm, whereas other
advanced over-sampling techniques or combined approaches, such as Borderline-SMOTE or Adaptive
Synthetic Sampling (ADASYN), may yield better results in handling class imbalance.

4.4. Implications for Network Security

This study highlights the significant potential of using LSTM combined with SMOTE for
improving network intrusion detection, especially for complex and evolving attack patterns. The ability
of LSTM to capture temporal dependencies within network traffic allows it to detect attack patterns that
are dynamic and may not fit traditional attack signatures. However, for the system to be fully effective
in real-world environments, further refinements are necessary, particularly in improving the recall for
detecting attacks. Real-world IDS must be capable of identifying attacks not only accurately (precision)
but also comprehensively (recall) to ensure that all possible threats are detected. To further improve the
model, continuous training with updated data, incorporating more diverse datasets, and experimenting
with hybrid models combining LSTM with other machine learning techniques like Random Forest or
XGBoost could be beneficial. Additionally, integrating data from various sources such as user activity
logs or IoT traffic could enrich the model’s ability to detect a broader range of attack types and make it
more adaptable to different network environments. The results from this study suggest that combining
LSTM with techniques like SMOTE could provide a more accurate and timely approach to detecting
network intrusions, which is crucial for reducing the risk of cyber-attacks and data breaches [36], [44].
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This study enhances IDS utilising sequential learning by illustrating the efficacy of integrating
LSTM networks with SMOTE to tackle the issue of class imbalance in network traffic data. In contrast
to conventional IDS techniques that focus mostly on static attack signatures, LSTM's capacity to identify
temporal relationships in network data facilitates the detection of dynamic and intricate assault patterns.
This study distinguishes itself from prior research by concentrating on the incorporation of SMOTE,
which equilibrates class distribution and improves the identification of infrequent yet significant attacks.
Although LSTM has demonstrated potential in enhancing the identification of attack patterns,
subsequent research may expand upon these results by investigating hybrid models and integrating a
broader array of data sources, thereby better optimising the model's recall and flexibility across multiple
network contexts.

5. CONCLUSION

In this study, we compared the performance of LSTM and LinearSVC models for network
intrusion detection using the CICIDS 2017 dataset. The results highlighted the effectiveness of SMOTE
in improving recall, especially for LSTM, which showed a noticeable improvement in detecting attack
traffic after applying SMOTE. While LinearSVC demonstrated high precision, its recall was lower,
particularly with the SMOTE dataset, where it struggled with balancing between precision and recall.
LSTM, on the other hand, had a more favorable Fl-score and recall, indicating its suitability for
identifying rare attack types, though further improvements in precision are needed. Overall, LSTM
showed more promise in capturing temporal dependencies and attack patterns, especially when balanced
with SMOTE, but the trade-offs between precision and recall still require careful consideration in
practical applications. Looking ahead, several avenues for improvement can be explored in future work.
Using the full dataset or larger samples could provide a more comprehensive understanding of model
performance, especially for rare attack types. Exploring advanced feature engineering and selection
techniques may uncover more discriminative features to improve model accuracy. Additionally, the
performance of LSTM could be enhanced by implementing more complex architectures like stacked
LSTMs or Bi-LSTMs, or by integrating other deep learning models such as CNN-LSTM or
Transformers, which may better capture complex patterns. Extensive hyperparameter optimization
could also be performed to fine-tune models for better accuracy. Future research could consider different
sampling techniques, such as ADASYN, Borderline-SMOTE, or Tomek Links, to address class
imbalance more effectively. Lastly, extending the approach to multi-class classification would allow the
identification of specific attack types, providing a more detailed analysis of network threats. This
research underscores the urgent need for advanced, adaptable intrusion detection systems that can
effectively combat the increasing sophistication of cyber-attacks, emphasizing the importance of
leveraging cutting-edge techniques like LSTM and SMOTE to enhance network security in real-time
environments.
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