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Abstract

Steganography is a technique for embedding secret information into digital media, such as medical images, without
significantly affecting their visual quality. The primary challenge in medical image steganography is preserving the
quality of the cover image while ensuring robustness against distortions such as compression or data manipulation
attacks, which may impact diagnostic accuracy. This study proposes an enhanced steganographic method based on
Discrete Wavelet Transform (DWT) and Singular Value Decomposition (SVD) to improve the security and
robustness of medical image embedding. DWT decomposes the medical image into four frequency sub-bands (LL,
LH, HL, HH), while SVD is applied to embed the secret image while maintaining essential medical features.
Experimental results show that the proposed method achieves a PSNR value of up to 78 dB and an SSIM value
approaching 1, indicating that the stego image quality is nearly identical to the original cover image. Compared to
previous DCT-SVD and IWT-SVD-based approaches, the DWT-SVD method offers superior robustness and
imperceptibility, particularly in preserving image quality in complex-textured medical images. This method
contributes to enhancing data security in telemedicine and Al-based medical imaging applications by ensuring that
sensitive medical data remains protected while preserving image integrity for diagnostic use.
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1. INTRODUCTION

Data security ensures the protection of data from unauthorized access, manipulation, theft, or
damage [1], [2], [3]. In the rapidly evolving digital era, data has become a valuable asset that holds
critical information, ranging from medical records to financial data [4], [5]. Therefore, data security is
a top priority to maintain confidentiality, integrity, and availability [6], [7]. Data security strategies
encompass various techniques such as encryption, authentication, and access control, which are
designed to safeguard data both in storage and during transmission [8].

Medical data, including medical images such as MRI, CT scans, and radiographic images, often
contain highly sensitive information that could be misused if it falls into the wrong hands [9]. In reality,
many healthcare institutions still rely on outdated security protocols, making their data more vulnerable
to exposure and cyberattacks. For instance, ransomware attacks on hospitals have demonstrated how
medical images can be locked or altered, disrupting diagnosis and patient care. Moreover, the deliberate
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introduction of noise into medical images can compromise data integrity and reduce the accuracy of
computer-aided analysis, potentially threatening patient safety [10].

As a solution to these challenges, image steganography based on Discrete Wavelet Transform
(DWT) can be implemented to enhance the security of medical data [11], [12]. This technique enables
the embedding of confidential data, such as patient identities or diagnostic information, into medical
images by leveraging frequency-domain transformations, ensuring that the embedded data remains
protected without degrading the visual quality of the medical cover image. With DWT, embedding is
performed on the transform coefficients while preserving the primary structure of the image, ensuring
that the image remains suitable for diagnosis without significant distortion [13], [14]. Additionally,
DWT provides better resilience against noise attacks, compression, and other manipulations commonly
encountered in digital data processing [15]. This approach not only maintains the confidentiality of
medical data but also preserves the accuracy and reliability of medical images for diagnostic purposes.

Song et al. [16] proposed a DCT-SVD approach to enhance the robustness and imperceptibility
of steganographic systems. Based on this approach, a robust JPEG steganography algorithm was
developed in the nonsubsampled shearlet transform domain. This algorithm integrates the advantages
of nonsubsampled shearlet transform, DCT, and SVD to establish a compression-resistant embedding
domain. With a minimal distortion principle, the framework and key steps of the embedding and
extraction process are explained in detail. Experimental results demonstrate that this method not only
achieves competitive robustness but also enhances resistance against steganalysis, surpassing several
state-of-the-art robust steganography algorithms.

El-Shahed et al. [17] introduced an SWT-SVD approach to develop a steganographic algorithm
that embeds a secret image into video frames using multi-resolution techniques. In this method, three-
level 3D Stationary Wavelet Transform (SWT) is applied to the cover video frames, followed by the
application of Singular Value Decomposition (SVD) on one of the transformed sub-bands. SVD is also
applied to the secret image to extract its singular matrices, which are then embedded into the singular
matrix of the video sub-band. Finally, an inverse transformation is performed to reconstruct the stego-
video. This study compared the embedding performance at different resolutions and found that
embedding at the third resolution level yielded the best Peak Signal-to-Noise Ratio (PSNR) values. The
proposed algorithm demonstrated promising results both qualitatively and quantitatively when tested on
color and grayscale images.

Durafe et al. [18] proposed an IWT-SVD approach to enhance robustness and imperceptibility in
image steganography using a hybrid combination. This method embeds a color secret image into a fractal
cover image, producing a stego-image that closely resembles the original cover image. By utilizing
fractal compression and the hybrid IWT-SVD scheme, the algorithm achieves high embedding capacity
and strong resistance against image-processing attacks. The secret image is embedded into the U and V
components of the fractal cover image using a scaling factor based on the Human Visual System (HVS)
model, ensuring a secure and resilient stego-image.
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Table 2. Analysis of the novelty of methods from related research

Researcher Methods Research Objective

Discrete Cosine Transform (DCT) - Singular

Song et al. [16] Value Decomposition (SVD) Image Steganography
El-Shahed et al. [17] Stationaryv\g\ﬁ\éel;e;c'(l;rrar;zfs()i;rgn(?g/\\l/‘ll'a))- Singular Image Steganography
Durafe et al. [18] Integer \\//V;\ﬁ%t;?:sg;ﬂ:é;v(vsgé)s Ingular Image Steganography
Our Study Discrete Wavelet Transform (DWT) - Singular Image Steganography

Value Decomposition (SVD)

The three studies above propose SVD-based approaches to enhance the robustness of image
steganography, each employing different key techniques. Song et al. [16] integrated SVD with DCT to
establish a compression-resistant embedding domain in a JPEG steganography algorithm. EI-Shahed et
al. [17] combined SVD with SWT to embed a secret image into video frames using a multi-resolution
approach. Meanwhile, Durafe et al. [18] leveraged a hybrid IWT-SVD combination to embed a secret
image into fractal cover images, ensuring resistance against image-processing attacks. DCT-SVD
suffers from blocking artifacts and lower resistance to distortions when applied to compressed medical
images [16]. Meanwhile, IWT-SVD achieves good robustness but can introduce visible artifacts in
medical images with complex textures, reducing the quality of the stego image [18]. SWT-SVD provides
strong embedding capacity but increases computational complexity, making it less efficient for real-
time applications [17]. In contrast, the proposed DWT-SVD method overcomes these limitations by
embedding secret information in the LL sub-band of DWT, ensuring minimal distortion while
maintaining the medical image’s diagnostic value.

Based on these approaches, this study aims to develop an optimized steganographic method using
DWT-SVD to enhance data security in medical images while ensuring high robustness and
imperceptibility. The primary objective is to improve the security of embedded data in medical images
while maintaining visual fidelity and computational efficiency. Additionally, this study evaluates the
performance of the proposed method against existing DCT-SVD and IWT-SVD techniques to assess its
effectiveness in preserving image quality. The results of this research contribute to the advancement of
secure medical image transmission, particularly in telemedicine and Al-assisted diagnostics, where data
confidentiality and image integrity are crucial.
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Figure 1. Proposed Scheme

Based on Figure 2, the research process begins with the embedding stage, where a 2D Discrete
Wavelet Transform (DWT) is applied to both the secret image and the cover image, followed by Singular
Value Decomposition (SVD) on each transformed result. Next, the embedding process is carried out to
insert the secret image into the cover image. After embedding, an inverse 2D DWT is applied to generate
the stego-image.

In the extraction process, the stego-image is reconstructed by performing the reverse steps,
including the application of DWT and SVD, to recover the secret image from the stego-image. This
process ensures efficient integration and reliable extraction of the embedded data.

2.1. Discrete Wavelet Transform (DWT)

DWT in image steganography is used to break down an image into several sub-bands that
represent information at different scales or resolution levels [19]. This process begins by applying a
wavelet transform to produce four main components: LL, LH, HL, and HH [20]. The formula for DWT
on a 2D image can be seen in eq (1) and (2).

HEy) = ) 16D - Wil =) - WaGi = ) 1)
j

i

Where, eq (1) is the transformation process on image I(i, j) in the horizontal direction and W, is
the horizontal wavelet filter. Where, eq (2) is the transformation process on image H(i, j) in the vertical
direction and W, is the vertical wavelet filter.

D(x,y) = ZEH(i,j)-Wua—x)-Wu(/—y) )
Jj

i
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After DWT transformation, the image D (x, y) is divided into four main sub-bands: LL, LH, HL,
and HH. The results can be seen in Figure 2. Figure 2(a) shows the secret image to be used in the
steganography process, while Figure 2(b) shows the Level 1 DWT result of the image, which is divided
into LL, LH, HL, and HH sub-bands, each depicting a different frequency of the original image. The LL
sub-band contains low-frequency information and retains the most essential structural details, making it
the most suitable for embedding secret data with minimal distortion. The LH and HL sub-bands capture
horizontal and vertical edge details, respectively, which contribute to texture and contour information,
while the HH sub-band represents high-frequency noise and fine details. Given that the LL sub-band
holds the majority of perceptual and structural information, it is selected for embedding to ensure
imperceptibility and robustness against compression and noise.

LL(1; HL(U
Original image
256 x 256
LH,, HH,,,
(a) Secret Image (b) DWT Level 1

Figure 2. Pre-processed DWT

The LL sub-band represents low frequencies in both horizontal and vertical directions, containing
dominant information of the main image. The LH sub-band contains low frequencies in the horizontal
direction and high frequencies in the vertical direction, preserving the vertical details of the image. In
contrast, the HL sub-band contains high frequencies in the horizontal direction and low frequencies in
the vertical direction, focusing on the horizontal details of the image. Finally, the HH sub-band contains
high frequencies in both horizontal and vertical directions, depicting the texture or noise details of the
image. Each of these sub-bands provides different information that is used in various steganography and
image processing applications [21].

2.2. Singular Value Decomposition (SVD)

In this study, SVD is used to insert secret information by utilizing the singular values of the image
matrix [22]. The SVD process begins by breaking the image matrix A into three matrices, namely
U,Z,dan VT. Where, X contains singular values that represent the information strength of the original
image [23].

Implementation of SVD on cover image, applied to each RGB color channel of the cover image.
It divides the cover image into three matrix components: U, (as the left component), r.. (as the right
component). Matrix U, contains the left singular vectors of the cover image, which represent the main
orientation information of the image. While the implementation of SVD on the secret image is through
the same process as the cover image, where both have a size of 512x512 and undergo a 2D DWT
transformation using the Haar transform. After DWT, the LL (Low-Low) sub-band of the secret image
is selected to store the most dominant information, which is considered the most important to insert
information. A higher o value increases embedding capacity but may introduce visible distortions, while
a lower o value maintains better visual quality at the cost of lower robustness. In this study, a is
empirically set to 0.1-0.5, ensuring that the PSNR remains above 70 dB while maintaining a high SSIM
above 0.96. The combination of cover and secret image can be seen in eq (3).
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Oemnedded = O¢c+ @ * O (3)

Where, 6.mneadea 1S the singular value generated after embedding the secret image into the cover
image. This value is calculated by adding the singular value o, of the cover image and the singular value
o, of the secret image that has been scaled by a factor a. The factor a controls how much influence the
secret information has on the cover image, thus maintaining the visual quality of the cover image while
hiding the information.

After the process of embedding the secret image into the cover image, the next step is to change
the singular coefficient of the cover image with the singular coefficient of the secret image using eq (4).

Ss = Uc* Oemnedded - VcT (4)

Where, s is the modified singular matrix, obtained after embedding the secret information into
the cover image. This process is done by multiplying the U, matrix (left component of the cover image),
the Oumneadeq Matrix (singular values that have been embedded with information), and the V.7 matrix
(right component of the cover image).

2.3. Quality Assessment

At this stage, image quality measurements are carried out to evaluate the extent to which the
applied method affects the stego image results, which will be discussed through the MSE, PSNR, and
SSIM metrics. The discussion of these two metrics will be further described in the points below.

1. Mean Squared Error (MSE)

MSE is one of the metrics used to measure how big the difference is between the original image
and the stego image after the information insertion process [24]. MSE calculates the average of the
square of the difference between each pixel of the original image and the stego image. The calculation
formula for MSE can be seen in eq (5).

MSE = S SM SN (16 ) — KGj) (%)

2. Peak Signal to Noise Ratio (PSNR)

PSNR is a metric used to measure image quality by comparing the original image and a distorted
image, such as a stego image [24]. PSNR measures the ratio between the maximum signal (the highest
pixel value) to the level of noise or distortion present in the image [25]. PSNR is usually measured in
decibels (dB), and the higher the PSNR value, the better the quality of the stego image because it shows
less distortion or noise. The calculation of PSNR can be seen in eq (6).

i 2
PSNR = 10log 10 (mExeirae) ©

3. Structural Similarity Index (SSIM)

SSIM is a metric used to measure the similarity of visual structures between two images, taking
into account luminance, contrast, and structure [24]. Unlike MSE and PSNR which only measure pixel
differences numerically, SSIM focuses on how images are perceived by humans based on perceptual
similarity. The calculation of SSIM can be seen in eq (7).
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ux2+py2+cl)(ox2+oy2+c2)

_(
SSIM (x,y) = Quxpy+cl)(2oxy+c2)

(")

3. RESULTS

Testing in this study was carried out using MATLAB software version 2024a running on a
computer with specifications of an Intel Core i5-12400F processor, NVIDIA RTX 3060 GPU, 2 TB
SSD storage, and 32 GB RAM. These specifications were chosen to ensure that the entire computational
process, including DWT transformation and SVD decomposition, runs efficiently and supports optimal
analysis of steganography results.

(c) Medical 3 (d) Medical 4

(f) Secret 2 g‘) Secret 3 (h) Secret 4
Figure 3. Sample data cover image and secret image

(a) Stego Medical 1 (b) Stego Medical 2 (c) Stego Medical 3 (d) Stego Medical 4
(e) Extracted Secret 1 (f) Extracted Secret 2 (9) Extracted Secret 3 (h) Extracted Secret 4

Figure 4. Results of embedded image steganography and extraction of the secret image.
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In this test, the image size used for the cover image and secret image is 512 x 512 pixels each.
The visualization of the cover image used can be seen in Figure 3 (a) - (d), while the visualization of the
secret image used to be inserted into the cover image is shown in Figure 3 (e) - (h). Based on Figure 4,
in parts (a) - (d), the stego image display using a medical image as a cover image is visible. The four
stego images have a visualization that is almost identical to the original cover image without any
significant changes to the naked eye. This indicates that the applied steganography algorithm has
succeeded in maintaining the visual quality of the stego image with a high level of imperceptibility,
making it difficult to detect the presence of the inserted secret image.

Meanwhile, parts (e) - (h) show the results of extracting the secret image from the processed stego
image. The extracted secret image appears to have been successfully reconstructed, but there is a slight
difference in terms of brightness, where the image looks slightly darker than the original secret image.
This is likely due to the transformation and reconstruction process involving DWT and SVD, resulting
in small changes in pixel intensity values. However, the shape and main information of the secret image
can still be recognized well, indicating the success of the algorithm in maintaining the integrity of the
embedded data. Furthermore, image quality measurements were carried out to assess the performance
of the algorithm in maintaining the visual quality of each cover image using the secret image in (Figure
3 (e) - (h)). This measurement includes an analysis of the level of distortion that occurs in the stego
image compared to the original cover image, as well as an evaluation of the success of the algorithm in
reconstructing the secret image. The complete results of this measurement can be seen in Table 2.

Table 2. Image quality results for inserting the secret image “Secret 17

Cover Image MSE PSNR SSIM Running Time
Medical 1 0.00032 72.811 dB 0.9691 0 Min 36 Sec
Medical 2 0.00012 68.732 dB 0.9428 0 Min 36 Sec
Medical 3 0.00028 68.119 dB 0.9467 0 Min 36 Sec
Medical 4 0.00071 68.036 dB 0.9201 0 Min 37 Sec

Table 3. Image quality results for the “Secret 2” secret image insertion

Cover Image MSE PSNR SSIM Running Time
Medical 1 0.00021 74.006 dB 0.9610 0 Min 36 Sec
Medical 2 0.00017 74.198 dB 0.9600 0 Min 36 Sec
Medical 3 0.00014 74.721 dB 0.9690 0 Min 36 Sec
Medical 4 0.00022 73.677 dB 0.9687 0 Min 36 Sec

Table 4. Image quality results for inserting the secret image “Secret 3”

Cover Image MSE PSNR SSIM Running Time
Medical 1 0.00018 72.609 dB 0.9555 0 Min 36 Sec
Medical 2 0.00021 72.160 dB 0.9514 0 Min 36 Sec
Medical 3 0.00041 71.124 dB 0.9573 0 Min 36 Sec
Medical 4 0.00043 72.089 dB 0.9467 0 Min 36 Sec

Table 5. Image quality results for the “Secret 4” secret image insertion

Cover Image MSE PSNR SSIM Running Time
Medical 1 0.00012 78.081 dB 0.9891 0 Min 36 Sec
Medical 2 0.00010 78.765 dB 0.9834 0 Min 35 Sec
Medical 3 0.00018 78.777 dB 0.9846 0 Min 35 Sec
Medical 4 0.00032 78.321 dB 0.9818 0 Min 35 Sec
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Table 2 shows the image quality results in the Secret Image "Secret 1" embedding process using
several cover images. From the table, it can be seen that the MSE (Mean Squared Error) value is quite
small for all cover images, indicating a very low level of distortion. The PSNR (Peak Signal-to-Noise
Ratio) value for all cover images is above 68 dB, indicating very good visual quality in the stego image.
However, the difference in SSIM (Structural Similarity Index Measure) values shows that cover images
with complex textures, such as Medical 4, have slightly lower SSIM values than Medical 1 or Medical
2. The processing time for all images is relatively consistent, around 36-37 seconds.

Table 3 presents the image quality results for the Secret Image "Secret 2" embedding. Overall,
the algorithm performance looks better compared to Table 2, with higher PSNR values for all cover
images, reaching more than 73 dB. This shows that the secret image "Secret 2" has a smaller impact on
the visual quality of the stego image. In addition, the SSIM value is also more consistent, with all cover
images recording values above 0.96. This indicates that the algorithm has successfully maintained the
image structure at a higher level. The execution time remains uniform, which is 36 seconds.

Table 4 shows the results of image quality after the insertion of the Secret Image "Secret 3". From
these results, the MSE value shows a slight increase in distortion when compared to the previous Secret
Image, especially on the cover images Medical 3 and Medical 4. PSNR also shows a slight decrease in
both images, although it remains above 71 dB. However, the SSIM value remains quite high, which
means that the original image structure can still be maintained well. The processing time remains
consistent, indicating the efficiency of the algorithm in data processing.

Table 5 shows the best results among all tests, where the Secret Image "Secret 4" provides the
highest PSNR value, reaching up to 78 dB, with a very small MSE on all cover images. SSIM values
above 0.98 for all cover images indicate that the structure and visual quality of the image are very well
maintained. Differences in brightness and structure are barely visible, thus supporting a high level of
imperceptibility. In addition, the processing time is slightly faster for some cover images, such as
Medical 2, indicating the potential for optimizing the algorithm for images with certain characteristics.

4. DISCUSSIONS

In this study, the experimental results demonstrate that the proposed DWT-SVD steganographic
method successfully embeds secret images into medical cover images while maintaining high
imperceptibility and robustness. As shown in Tables 2-5, the method consistently achieves PSNR values
above 70 dB and SSIM values exceeding 0.96, indicating that the stego images are visually
indistinguishable from the original cover images. The effectiveness of the approach is further validated
by its ability to preserve image quality across different medical datasets, making it suitable for
telemedicine and Al-assisted diagnostic applications.

Compared to existing steganographic methods, the DWT-SVD approach offers several
advantages in imperceptibility and robustness. Previous research using DCT-SVD [16] reported high
imperceptibility but suffered from blocking artifacts and lower resistance to compression distortions,
which can degrade stego image quality in compressed formats such as JPEG. In contrast, IWT-SVD-
based methods [18] demonstrated strong robustness but introduced visible artifacts in images with
complex textures, limiting their applicability in medical imaging. SWT-SVD techniques [17] provided
higher embedding capacity but significantly increased computational complexity, making them less
efficient for real-time applications. The proposed DWT-SVD method addresses these limitations by
embedding secret information in the LL sub-band of DWT, ensuring minimal distortion while
preserving diagnostic details. Additionally, the integration with SVD enhances resistance against noise
and compression, providing a balance between robustness and visual fidelity.
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Despite its advantages, the DWT-SVD approach has some limitations. First, the embedding
capacity is constrained by the LL sub-band, meaning that while the method ensures high
imperceptibility, it may not be suitable for applications requiring high-capacity embedding. Second, the
computational complexity of SVD can be a bottleneck when processing high-resolution images, despite
optimization efforts to reduce operations in the LL sub-band. Third, while the method performs well in
controlled test environments, its robustness in real-world scenarios involving lossy transmission
channels or diverse imaging modalities needs further validation.

To further improve steganographic security and efficiency, several enhancements can be
considered. One potential improvement is integrating machine learning-based optimization to automate
the selection of embedding parameters, thereby optimizing the trade-off between imperceptibility and
robustness. Another area of future research is extending the approach to multi-resolution medical
images, where different wavelet decomposition levels can be used to adaptively embed information in
varying frequency components. Additionally, testing the method on real-world telemedicine systems
could provide valuable insights into its practical deployment, especially in Al-driven medical imaging
workflows. Lastly, exploring hybrid encryption-steganography frameworks could further enhance
security by integrating cryptographic techniques with DWT-SVD-based embedding.

5.  CONCLUSIONS

This study successfully implemented a DWT-SVD-based steganography method to enhance the
security of medical images while maintaining high imperceptibility and robustness. The proposed
approach effectively embeds secret images in the LL sub-band of DWT, minimizing visual distortion
while ensuring strong resistance against compression and noise. Experimental results demonstrate that
the proposed method achieves a PSNR value of up to 78 dB and an SSIM value approaching 1, indicating
that the stego image quality is nearly identical to the cover image, ensuring minimal perceptual
distortion. This research contributes to the field of computer science and information security by
optimizing transform-based steganography techniques for medical image protection. Unlike DCT-SVD
and IWT-SVD methods, which suffer from blocking artifacts and texture distortions, the DWT-SVD
approach ensures superior image fidelity and computational efficiency. The ability to maintain high
image quality while embedding confidential information makes this method particularly suitable for
applications in secure healthcare data management, where both data confidentiality and diagnostic
integrity are critical. While the proposed method demonstrates strong performance, some limitations
remain, such as limited embedding capacity and computational complexity in high-resolution images.
Future research should explore adaptive embedding strategies using machine learning optimization,
extend the method to multi-resolution medical images, and evaluate its effectiveness in real-world
telemedicine environments. Additionally, integrating cryptographic encryption with steganography
could further enhance data security in medical image transmission and Al-assisted diagnostics.
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