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Abstract

This research aims at overcoming the challenge of improving security and robustness in digital image watermarking,
a critical activity in protecting intellectual property against misuse and manipulation. In a move to overcome such a
challenge, this work introduces a new form of watermarking that incorporates Discrete Wavelet Transform (DWT)
and Daisy Descriptor, with a view to enhancing both durability and invisibility of the watermark. The proposed
method embeds a noise-variant watermark into selected frequency sub-bands using DWT, while the Daisy Descriptor
enhances resistance to noise-based attacks. Testing conducted with three grayscale images, namely Lena,
Cameraman, and Lion, each with a resolution of 512 x 512 pixels, showed that the proposed DWT-Daisy Descriptor
outperforms current methodologies, producing high Peak Signal-to-Noise Ratio (PSNR) and Structural Similarity
Index (SSIM) values. In fact, in Lena, a PSNR value of 63.71 dB and an SSIM value of 1 were attained, with
Cameraman having a PSNR value of 68.33 dB and an SSIM value of 1. As for attack resistivity, a high PSNR value
of 50.11 dB under Gaussian attack and 55.70 dB under Salt-and-Pepper attack, with SSIM values approaching 1,
confirm the robustness of the proposed scheme. This study highlights the significance of an efficient and secure
watermarking technique that not only preserves image quality but also withstands various distortions, making it
highly relevant for digital content protection in modern multimedia applications.

Keywords : Daisy Descriptor, Discrete Wavelet Transform, Gaussian Noise, Image Watermarking, Salt&Peppers
Noise.
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1. INTRODUCTION

Watermarking in a digital format is a challenge in terms of its susceptibility to attack and its
impact on source information quality, and most prominently, its potential to impair perceptibility of
source information and cause perceptual distortions compromising information integrity and overall
quality [1]. Complicating this problem is the fact that in inserting watermarks into high-resolution
information, even small distortions can have a considerable impact on overall quality [2]. In addition, a
challenge critical to a watermark is its survival under perturbations and attack types, such as JPEG
compression, cropping, rotation, and added noise, prevalent in processing and information dissemination
environments [3]. All such attack types have a potential for eroding, and in extreme cases, eradicating
watermarks, and thus, a challenge in developing techniques strong enough to survive such adversity
stands out in its formidability [4]. On the one hand, a constraint placed by a necessity for inserting
additional marked images with no loss in source information integrity compels a narrow margin for
watermarks with possibly deleterious secondary consequences. With an expansion of the use of digital
information in a variety of industries, such as multimedia, finance, and medical, such a problem is
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becoming increasingly acute [5], [6]. Thus, development of an efficient, sophisticated, and flexible
mechanism for inserting watermarks stands out as an important necessity in resolving such
complications, providing information integrity and security, and attack and degradation resistance in
processing and dissemination environments [7], [8].

The issue at hand is widespread in the field of digital information; therefore, a successful
resolution involves a mechanism capable of maintaining information integrity and at the same time
embedding a watermark and withstanding a variety of attack types. One such mechanism that can be
utilized entails the use of transform techniques in conjunction with feature descriptors for allowing
secure and flexible embedding of watermarks. In such a case, use of Discrete Wavelet Transform (DWT)
for embedding a watermark in the frequency domain constitutes a breakthrough in offering security for
perturbations such as compression and rotation, with integrity in the original information not
compromised in any way [9], [10], [11]. In addition, use of DAISY descriptors for counteracting
perturbations in relation to noise promotes robustness, with DAISY having the capability of detecting
and countering faint noise perturbations, including Gaussian and salt-and-pepper fluctuations [12]. In
such a case, therefore, incorporation of DWT for watermark covertness in the frequency domain, in
combination with use of DAISY for countering perturbances, effectively maximizes effectiveness in
both techniques in use [13]. Consequently, a watermarked information scheme that is decidedly more
robust, invisible, and resistant to a range of perturbations and manipulations, with integrity in the digital
information not compromised, is produced.

Alzahrani et al. (2022) [10] proposed a digital watermarking system to address copyright issues,
focusing on security, visibility, and robustness against attacks. The system combined Discrete Wavelet
Transform (DWT) and Singular Value Decomposition (SVD) to analyze and defend against various
watermark attacks. The DWT was used to embed the host image across four levels, processed with SVD.
Performance was evaluated using PSNR and SSIM for invisibility, and NC for robustness. Results
showed that the DWT-SVD method provided superior invisibility and robustness against pixel-value
modification attacks, outperforming existing systems and demonstrating its effectiveness in securing
watermarked images. Awarayi et al. (2021) [14] proposed a digital image watermarking scheme for
color images using Discrete Wavelet Transform (DWT) and Fractal Tromino encryption. The host
image is first transformed into the frequency domain using DWT, then a binary watermark is encrypted
with a fractal and a random key. The encrypted watermark is embedded into the host image to create the
watermarked image. Performance was evaluated using Peak Signal-to-Noise Ratio (PSNR) for image
quality and Structural Similarity Index Metric (SSIM) for perceptual similarity, showing the method’s
effectiveness in maintaining high image quality and watermark security. Also, Kumar (2020) [15]
proposed a watermarking technique to protect digital rights using Discrete Wavelet Transform (DWT)
and Least Significant Bit (LSB) methods. The approach aims to ensure the authenticity of documents,
preventing unauthorized modifications or distribution. The cover image is first divided into frequency
bands (HH, LH, LL, and HL) using DWT, allowing the watermark to be embedded into these frequency
components. The extraction process works in reverse, based on the embedding algorithm. The method’s
performance is assessed in terms of its ability to maintain image quality while providing robustness
against attacks such as JPEG compression and Gaussian noise, ensuring the security of intellectual
property.

Based on related study above, this study introduces a new method in digital watermarking
techniques through integration between the Discrete Wavelet Transform (DWT) and the DAISY
descriptor with a view to improving security and degradation resistivity of watermarks in case of several
types of degradation attacks. Unlike methodologies proposed in the past, including those proposed by
Alzahrani et al. (2022) [10], who merged DWT with SVD; Awarayi et al. (2021) [14], who utilized
Tromino fractal encryption with DWT; and Kumar (2020) [15], who used DWT with the Least
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Significant Bit (LSB) algorithm, the present technique prioritizes use of the DAISY descriptor for
embedding watermarks in a flexible and resistant manner in case of added noise. Integration of the
DAISY descriptor maximizes watermarks' resistivity to degradation triggered through JPEG loss, added
noise, and any form of degradation, with DWT allowing insertion of watermarks in the frequency
domain, in a manner that integrity in an image is not compromised and detectability in watermarks is
not hindered. The proposed mechanism seeks to develop an efficient, secure, and invisible watermarking
system for protecting digital information against unauthorized access and distribution.

2.  FUNDAMENTAL THEORY

In this section, the fundamental theories underlying the development of digital watermarking
techniques will be discussed, along with the principles supporting this research, which include: 2.1 Noise
Variant Attack, 2.2 DAISY Descriptor, 2.3 DWT, and 2.4 Quality Assessment (PSNR & SSIM).

2.1. Noisy Variant Attacks

Noise variant attack is a type of attack that involves injecting random perturbations in an image,
with an intention to impair its quality and even remove a hidden watermark. Two common types of noise
variant attacks include Gaussian noise and Salt-and-Pepper noise. Gaussian noise injects randomness in
pixel values following a Gaussian distribution and can cause a degradation in image quality over a
period, and in consequence, make detectability of a watermark even more challenging [16]. Salt-and-
Pepper noise, in contrast, injects white and black pixels at arbitrary locations in an image, and in
consequence, emulates extreme degradation with regard to loss of information [17]. Both types of noise
attack can have a profound impact in terms of perceptibility of a concealed watermark and can threaten
security of a watermarking scheme [18]. Thus, one must assess efficacy of a watermarking algorithm in
terms of its resistivity towards such a noise variant attack, such that even when an image suffers such
degradation, a hidden watermark not only survives but even tends to become detectable.

In image watermarking, noise addition is done through calculations which can be seen in equation
(1) for Gaussian noise and equation (2) for salt & peppers noise.

G (x,y) =W(x,y)+ N(,0%) 1)

Based on equation (1), the gaussian noise is generated by adding random values from a normal
distribution to each pixel in an image. G\ \left(x,\ y\right) is the noisy pixel value at position (x,y),
WAIleft(x,y\right) is the watermark pixel value at position (x,y), and N(0,\sigma”2) is the Gaussian noise
with mean\ 0 and variance \sigma”2. The noise is sampled from a normal distribution N(0,\sigma”2),
where \sigma controls the amount of noise.

0  with probability S&P;
S&P (x,y) = 1 255 with probability S&P, 2
W(x,y) otherwise

Based on eqution (2), the salt and peppers noise involves randomly replacing pixels in an image
with either black (0) or white (255) pixels. S&P\ \left(x,\ y\right) is the noisy pixel value at position
(x,y), WAleft(x,y\right) is he watermark pixel value at position (X,y), {S&P} s is the probability of
introducing a "salt" (white pixel), and {S&P} p is the probability of introducing a "pepper"” (black
pixel). Salt and pepper noise is characterized by sporadic replacement of image pixels with extreme
values (either 0 or 255), depending on the noise probability {S&P}_s and {S&P} _p. The results based
on gaussian and salt&peppers noise can be seen in Figure 1.
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(a) Gaussian Noise With (b) GaSS|an NAdiSE.With (c) salt & peppers noise (d) salt & peppers noise
0.25 intensity 0.5 intensity with 0.25 intensity with 0.5 intensity
Figure 1. Pre-noise embedding at each intensity

2.2. Daisy Descriptor

DAISY descriptor is a feature extraction method primarily used for image analysis and pattern
recognition, making it a useful tool in digital watermarking to enhance robustness and security [13]. In
the context of image watermarking, DAISY can be utilized to encode watermark features in a way that
makes them resilient against attacks such as noise addition, compression, and geometric distortions. The
DAISY descriptor works by computing a dense set of descriptors across an image based on gradient
orientations, allowing the extraction of distinctive patterns that can be used for embedding and later
retrieval of watermark information. This enhances the watermark’s imperceptibility while ensuring its
robustness against distortions [19]. DAISY descriptor is computed using a weighted sum of convolved
image gradients. The equation for the DAISY descriptor based on pixel location (x,y) can be seen in
equation (3).

D (x,y) = XF1 X5, W (r,6) - Go, "1 (x,y) (3)

Where, D (x,y) is the DAISY descriptor at pixel location (x,y), R is the number of concentric
rings around the pixel, T is the number of gradient orientations, W (r, 8) is a weight function applied to
the gradients at a specific radius  and orientation 6, G, _is a Gaussian kernel with standard deviation
o, applied at radius r, I (x, y) represents the image intensity at position (x, ).

The DAISY descriptor operates using a circular grid structure, consisting of multiple concentric
rings around a central pixel. Each ring contains several sampling points, which are strategically
positioned to capture local gradient information. At each sampling point, a gradient orientation
histogram is computed by analyzing the surrounding pixel intensities. As seen in Figure 2, the traversal
goes through the position of the central pixel, with 7; as the radius of the i — th circle and ¢; as the j —

th sector of the circle. The histogram of gradient orientations for that sector is computed using Equation

(4).

D®={H(@ng)li=1,.,Rj=1.,T 4

Figure 2. Feature Region of Daisy Derscriptor
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2.3. Discrete Wavelet Transform (DWT)

This algorithm is a powerful tool in the field of image watermarking, allowing for multi-resolution
analysis through decomposition of an image into its individual frequency subbands [20]. In cases when
a noised watermark is inserted in a host picture, DWT helps in attaining both perceptibility and
robustness through insertion of the watermark in individual frequency bands in contrast to insertion in
the spatial domain [21]. First, the host picture must be decomposed into four subbands: LL
(approximation), LH (horizontal detail), HL (vertical detail), and HH (diagonal detail). Next, a pre-
processed watermark, with additional added noise (e.g., Gaussian or salt-pepper noise), must be inserted
into upper frequency subbands (LH, HL, HH) in a manner that its robustness is not compromised in
general attacks such as filtering, shape transformation, and compression [22], [23]. Lastly, an inverse
DWT (IDWT) is performed to produce a watermarked picture in which the concealed watermark cannot
be detected but its robustness is preserved with regard to distortions. The decomposition of this
algorithm can be seen in equation (5).

LL=XX1(xy)¢ ()¢ (v)
LH = X1 (x,y)¢ (x)¢ (v)
HL = Y %1(xy)¢ (x)¢ (v)
HH = Y31 (x,y)¢ ()¢ (v)

Where, I(x,y) represents the pixel intensity at coordinate (x,y), and ¢ (x) and ¥ (x) denote the
scaling and wavelet functions, respectively. And to reconstruct the image after embedding the
watermark, the Inverse DWT (IDWT) is applied by equation (6).

®)

IGey)=LL- ¢ )P +LH - ¢ () )+ HL - ¢ () (v) + HH - ¢ () () (6)

This ensures that the noised watermark is seamlessly integrated while preserving image quality
and robustness. The results of DWT processing each level can be seen in Figure 3.

LL,, | HL,
LL, | HL, HL,,,
LH, | HH,
LH;, HH,, LH, HH,,,
(a) DWT level 1 (b)DWT level 2

Figure 3. DWT processing each level

2.4. PSNR and SSIM Assessment

Peak Signal to Noise Ratio (PSNR) and the Structural Similarity Index Measure (SSIM) have
become universally acknowledged approaches for estimating watermarked image quality in terms of
perceptibility and structural integrity [24], [25]. PSNR compares present distortion between a
watermarked and its source counterpart through a calculation of the proportion between the value at its
peak and added error. High PSNR values denote high-quality images with less distortion [26]. SSIM,
on the other hand, compares perceptual image similarity through examination of factors such as
luminance, contrast, and structure. Higher SSIM values, tending towards 1, denote a high level of
maintenance of structural information [26]. These assessments are measured using respective
calculations as shown in equation (7) for PSNR and equation (8) for SSIM.
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PSNR =10 Logso (o) @)
SSIM (x' y) - (ux2+py2+cl)(ox2+0y2+c2) (8)

(uxpy+c1)(2oxy+c2)

Both PSNR and SSIM play a crucial role in assessing the balance between watermark invisibility
and robustness, ensuring that the watermark does not significantly degrade the image quality while
remaining detectable under various attacks.

3.  PROPOSED SCHEME

This chapter discusses the watermarking process, which consists of embedding and extraction
stages. Section 3.1 Embedding Process explains how the pre-noised watermark is embedded into the
host image using Discrete Wavelet Transform (DWT) and DAISY descriptor to ensure imperceptibility
and robustness. Section 3.2 Extraction Process describes the retrieval of the watermark by reversing the
embedding steps while preserving its integrity against attacks.

3.1. Embedding Process

Based on Figure 4, the diagram illustrates the process of embedding a watermark into an image
using the DWT technique. The process begins with the host image undergoing DWT processing, which
decomposes the image into sub-bands (LL, LH, HL, HH). Meanwhile, the watermark image is subjected
to noise addition, such as Gaussian or salt-and-pepper noise, to generate a noised watermark image. This
noisy watermark is then processed using the DAISY Feature Descriptor to extract local feature
descriptors, D(X,y). These extracted features are embedded into the selected sub-band (typically LL or
HL) of the host image through the DWT process. Finally, an Inverse DWT (IDWT) is applied to
reconstruct the watermarked image, ensuring the watermark remains imperceptible to the human eye
while preserving the image quality.

Imperceptible
Watermarked

Host Image

Inverse DWT &
Processing

DWT Processing =9

A

Daisy Feature

Pre-Noise (Gaussian Descriptor D (x;y)

or Salt& Peppers)

Noised Watermark

Watermark Image Image (W (x,y))

Figure 4. Proposed Embedding Process

3.2.  Extracting Process

Based on Figure 5, the extraction process is the reverse of the embedding process. It begins with
the watermarked image, which is first subjected to an IDWT to reconstruct the sub-bands. Next, the
feature descriptors embedded using the DAISY descriptor are extracted from the relevant sub-bands,
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typically the LL or HL sub-bands. These descriptors, D(x,y), are then processed to recover the noisy
watermark. Finally, the extracted watermark is compared to the original one, ensuring that the
watermark has been successfully retrieved while maintaining its integrity and robustness against various
attacks.

Imperceptible
Extracted Host Image Watermarked

DWT Processing }‘ III‘J‘;EZZ;?X;T

\

Daisy Feature

Pre-Noise (Gaussian Descriptor D (x,y)

or Salt& Peppers)

Extracted Watermark Noised Watermark
Image Image (W (x,y))

Figure 5. Proposed Extracting Process

4.  RESULTS

In this section, researcher introduce the performance of the proposed scheme for watermarking,
together with an in-depth analysis of its efficiency. In testing, three sample images were incorporated,
and these were then subsequently used as watermarks according to the embedding scheme. Lena,
Cameraman, and Lion images, each in a resolution of 512 x 512 and in grayscale, were used. All three
images underwent processing via the embedding scheme discussed in the preceding chapter, and
performance of watermarked images was evaluated in terms of perceptibility, robustness, and extracted
watermark quality. Proposed sample image host and watermark can be seen in Figure 6.

(a) Lena.jpg (b) Cameraman.jpg (c) Lion.jpg
Figure 6. Sample Host And Watermark Image

After initializing Figure 6, the next step involves embedding noise into the watermark images,
followed by hiding the noised watermark using the DAISY descriptor, as shown in Figure 7. This
process ensures that the watermark remains imperceptible while being securely embedded into the host
image. The resulting images demonstrate the effectiveness of the embedding process and provide a basis
for evaluating the quality and robustness of the watermarked images.
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@
Figure 7. Pre-Processed Watermark Image. (A) — (C) Represents Gaussian Noise, (D) — (F) Represents
Salt&Peppers Noise

The next step involves embedding the watermarked image, which has been subjected to noise
addition and feature embedding using the DAISY descriptor, into the host image. This embedding
process is carried out using the DWT technique, as shown in Figure 8. The result is a watermarked host
image where the watermark remains imperceptible, ensuring both high-quality preservation of the host
image and robust watermark embedding.

(d)
Figure 8. Embedded Watermark Image To Host Image. (A) — (C) Represents Gaussian Noise Attack,
(D) — (F) Represents Salt&Peppers Noise Attack

The watermarked images, which have been embedded with added noise and hidden using the
DAISY descriptor, were subjected to a performance evaluation to assess their imperceptibility and
robustness. This evaluation is carried out using performance metrics such as PSNR and SSIM, which
measure the quality of the watermarked images and their perceptual similarity to the original host
images.
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The results of this evaluation, which are displayed in Table 1 to table 3, provide a quantitative
analysis of the effectiveness of the proposed watermarking method under different noise attacks,
highlighting its robustness and the ability to maintain image quality.

Table 1. Comparison results by related study (No Attack)

Study by Novelty Watermarked PSNR Results ~ SSIM Results
Lena 47.93 dB 0.9998
[10] DWT-SVD Cameraman N/A N/A
Lion 52.70 dB 0.9999
Lena 63.71 dB 1
Our DWT-Daisy Descriptor Cameraman 68.33 dB 1
Lion 66.89 dB 1

Table 2. Comparison results by related study (Gaussian Attack)

Study by Novelty Watermarked PSNR Results SSIM Results
Lena 29.92 dB 0.6940
[10] DWT-SVD Cameraman N/A N/A
Lion 29.95dB 0.7053
Lena 48.55 dB 0.9999
Our DWT-Daisy Descriptor Cameraman 50.11 dB 0.9999
Lion 49.92 dB 0.9999

Table 3. Comparison results by related study (Salt&Peppers Attack)

Study by Novelty Watermarked PSNR Results ~ SSIM Results
Lena 35.31dB 0.9736
[10] DWT-SVD Cameraman N/A N/A
Lion 35.45dB 0.9739
Lena 52.69 dB 0.9999
Our DWT-Daisy Descriptor Cameraman 55.70 dB 0.9999
Lion 53.62 dB 0.9999

5.  DISCUSSIONS

The results shown in Table 1, which compare the performance of the proposed DWT-Daisy
Descriptor watermarking method to that of the DWT-SVD method from related studies [10],
demonstrate a significant improvement in both PSNR and SSIM for watermarked images with no attack
applied. For all tested images (Lena, Cameraman, and Lion), the DWT-Daisy Descriptor method
produced superior PSNR values, with scores reaching up to 68.33 dB for the Cameraman image and
SSIM values of 1, indicating nearly perfect perceptual similarity to the original host images. These
results highlight the effectiveness of the proposed approach in embedding watermarks that are both
imperceptible and robust, as evidenced by the high PSNR and SSIM scores.

In Tables 2 and 3, the results under Gaussian and Salt-and-Pepper noise attacks further illustrate
the robustness of the DWT-Daisy Descriptor method. For Gaussian noise, the PSNR values for the
watermarked images remain significantly higher compared to the DWT-SVD method, with the Lena
image showing a PSNR of 48.55 dB and SSIM of 0.9999, indicating minimal quality degradation even
under such attacks. Similarly, under Salt-and-Pepper noise, the DWT-Daisy Descriptor method again
outperforms the DWT-SVD method, with the Lena image achieving a PSNR of 52.69 dB and an SSIM
of 0.9999. These results confirm that the proposed watermarking method maintains high robustness
against various types of noise attacks, ensuring both the integrity and security of the watermarked
images.
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6. CONCLUSION

This study introduces a new scheme for digital image watermarking utilizing the Discrete Wavelet
Transform (DWT) and Daisy Descriptor for enhancing security and robustness in watermarks. In its
testing, three test images, Lena, Cameraman, and Lion, with a resolution of 512 x 512 pixels in
grayscale, were utilized for evaluation in its scheme. In experimental testing, a high improvement in
Peak Signal-to-Noise Ratio (PSNR) and Structural Similarity Index Metric (SSIM) for watermarked
images was attained. For Lena, for example, PSNR attained 63.71 dB with an SSIM value of 1; for
Cameraman, PSNR attained 68.33 dB with an SSIM value of 1; and for Lion, PSNR reached 66.89 dB
with an SSIM value of 1, all of which represent high invisibility and high maintenance of quality in all
cases. In its scheme, DWT-Daisy Descriptor showed high robustness under both Gaussian and Salt-and-
Pepper attack cases. In cases of Gaussian attack, PSNR values for Lena, Cameraman, and Lion attained
48.55, 50.11, and 49.92, respectively, with SSIM values in all cases being near 1. In case of Salt-and-
Pepper attack, PSNR values attained 52.69 for Lena, 55.70 for Cameraman, and 53.62 for Lion, with
SSIM values in all cases approximating 1. Remarkably, Cameraman performed best in all cases of
attack, with high PSNR and SSIM values, and therefore proving effective in terms of integrity and
security of proposed watermarked images in its scheme.
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