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Abstract 
 

For an organization, information security is a priority. Within the rapid growth of information technology, 

information becomes easier to access, processed, and used in organization globally. Using information systems 

in government will improve efficiency, effectiveness, transparency, and accountability in respect of good 

governance. Regarding the use of information technology sometimes it does not align with its purpose, because 

there is uncertainty or particular risk that must be faced in using IT. The study conducts a systematic literature 

review (SLR) to understand the steps and frameworks for information security risk management. Data sources 

such as IEEE Xplore, ScienceDirect, Proquest, and ACM from 2009 to 2023 are used to obtain literature. 

Sixteen papers were obtained to complete this study. This research identifies three frameworks that can be used 

in information security risk management: ISO 27005, NIST SP 800-30, and Cobit 5 For Risk. stages in 

information security risk management in general are Context Formation, Risk Identification, Risk Assessment, 

Risk Treatment, and Risk Monitoring. 
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1. INTRODUCTION 

Information and communication technology 

(ICT) has helped governments and other 

organizations to facilitate citizens and other 

stakeholders in ways that are possible. By deciding 

on ICT, it becomes very easy for government 

organizations to collect, filter, collect, and produce 

data that were previously considered the most 

difficult aspects of e-governance [1]. In Indonesia, e-

government innovation has been started in recent 

years. In addition to the need, both the central and 

regional governments for an integrated system, the 

development of e-government in Indonesia begins 

with the issuance of the Presidential Instruction of 

the Republic of Indonesia Number 3 of 2003 

concerning National Policies and Strategies for e-

Government Development. To offset the current 

industry 4.0 demands, the Government of the 

Republic of Indonesia then issued Presidential 

Regulation (Perpres) Number 95 of 2018 concerning 

Electronic-Based Government Systems (SPBE). 

This regulation is a policy to create clean, effective, 

transparent, and accountable governance as well as 

quality and reliable public services. 

Noting the development of ICT use and 

complexity in the era of globalization, a condition 

has been created that places information as a 

valuable commodity. Good information is essential 

for effective operations and decision making at all 

levels of the business [2]. According to Whitman & 

Mattord, information is one of the important assets 

to protect its security [3]. The organization needs to 

pay attention to the security of its information assets, 

information leakage and failure in the system can 

result in losses both in the financial and productivity 

side of the company. 

Information security is the protection of 

information from various threats in to ensure the 

continuation of business processes, reduce business 

risks, and increase return on investment (ROI) and 

business opportunities [4]. In designing information 

systems security systems there are aspects of 

information security that need to be considered. 

These aspects include Confidentiality, Integrity, and 

Availability [5]. These three aspects are vulnerable 

to the threat of attacks that threaten their existence 

both attacks on information sources. It becomes 

extremely important for organizations, especially 

public service providers to use information security 

management system that manages information assets 

effectively [6]. From vulnerability and potential 

threats that produce negative impacts, can pose an 

information security risk to the organization's 

business processes in public service organizations. 

Therefore, we need information security risk 

management that is applied to public service 

organizations. The risk management process should 

be an essential function beyond a technical scope in 

public service organizations [7]. Information Risk 

Management is critical for a business to sustain 

growth and development. It is important to mention 
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that risk management is a crucial part of any 

organization’s existence, without which any incident 

can be devastating [8]. The risk management process 

in public service organizations is a continuous event, 

so its repeatability is very important [7]. 

The literature on information security risk 

management is replete with diverse taxonomies, 

frameworks, and methodologies. Countless sources 

present a wide array of structured categorizations, 

systematic frameworks, and systematic approaches 

that aim to address the complexities of managing 

risks in the realm of information security. Paz and 

Picon conduct research on risk management 

methodologies for complex organizations in industry 

4.0 and 5.0 [9]. In the government sector, several 

studies regarding the implementation standards of 

risk management in e-government include 

information technology risk management on e-

government [10], ISO 31000 for public sector 

organizations [11], IT project risk management [12], 

software lifecycle [13] [14], ISO 27000 for 

information security risk management [15] [16] [17], 

cloud computing [18], and COBIT as a tool for 

calculating the maturity level of e-government risk 

management [19]. 

This paper analyzes information security risk 

management procedures in public service 

organizations through several literature studies 

concerning the framework used. This paper provides 

a systematic review of risk management 

frameworks, such as ISO/IEC 27005, NIST SP 800-

30, and COBIT 5 For Risk, with a focus on their risk 

management methodologies. 

2. RESEARCH METHODS 

2.1. Literature Review 

Information is an asset for the organization. 

Therefore, information must be secured so that it is 

free from threats or dangers. Information security is 

the safeguarding of information from all threats that 

may occur to ensure or guarantee business 

continuity, minimize business risk, and maximize or 

accelerate the return on investment and business 

opportunities  [4]. 

United States National Information System 

Security defines information system security as 

protection of information systems against 

unauthorized access or modification of information, 

whether that occurs during storage, processing or 

transit, denial of service to authorized users or 

providing services to unauthorized users, also 

includes actions the actions needed to detect and 

fight the threat [20]. 

Based on ISO 27001, the goal of information 

security is to be consistent with information security 

policies, be measured, pay attention to information 

security requirements and the results of risk 

assessment and handling, communicated, and 

updated according to needs. [21]. 

Risk is a combination of impacts caused by the 

occurrence of an unexpected event with the 

likelihood of that event occurring [22]. Risk 

management is a process in identifying, estimating, 

and determining steps to reduce risk to an acceptable 

level [23]. 

The information security risk management 

process is regulated in ISO 27001 which is divided 

into four stages:  Plan, Do, Check, and Act [22]. 

Information security risk management can support 

an information security management system. 

2.2. Method 

Systematic Literature Review (SLR) is a 

secondary study to map, identify, critically evaluate, 

consolidate, and collect the results of relevant 

primary studies on a certain research topic [3]. SLR 

becomes a standard method for getting answers by 

reviewing the literature based on earlier relevant 

studies. The purpose of conducting SLR is to 

summarize earlier research, identify gaps that need 

to be met between previous and current research, 

produce coherent reports / synthesis, and make a 

research framework. 

The purpose of the literature study in this 

research is to further understand the methods and 

framework of information security risk management. 

To obtain comprehensive results, this study 

conducted studies on several literature published 

from the IEEE Xplore, Scopus, ScienceDirect, 

ProQuest, and ACM database journals from 2009 to 

2023. Stages of the systematic literature review were 

used in this study consists of three parts, including 

planning, implementation, and reporting. The 

process applied in conducting a systematic literature 

review involve these steps: 1) defining the research 

question, 2) determine the search strategy, 3) 

selecting the proper studies, and 4) extracting the 

data and synthesis. 

2.3. Research Question 

Research Question (RQ) was determined to 

keep the focus of the literature review. In 

formulating the RQ, this study used the PICOC 

Formula (Population, Intervention, Comparison, 

Outcome, and Context).  Table 1 shows the PICOC 

structure of the research questions. 

Table 1. The Criteria of Research Question 

Field Description 

Population 

IT risk management, ICT 
risk management, 

information security risk 

management 

Intervention 

Framework used for 

information security risk 
management 

Comparison - 

Outcomes 

Outcomes are all 

frameworks that applied 

for information security 
risk management  

Context Case Studies in public 
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service organizations 

 

The research questions and motivation 

addressed by this literature review are shown in 

Table 2. 

Table 2. Research Questions 

Research Question Motivation 

What kind of frameworks 
are used for information 

security risk management 

in public service 
organizations? 

Identify the frameworks 

for information security 
risk management in public 

service organizations 

What are the steps 
involved in information 

security risk management? 

Identify the steps in 
information security risk 

management 

2.4. Search Strategy 

Before starting a search, collecting the proper 

database must be chosen to improve finding relevant 

articles. The most popular literature databases in the 

field are searched to have the broadest set of studies 

possible. This study used six electronic database 

resources to find research articles: IEEE Xplore, 

ScienceDirect, Proquest, dan ACM. This study used 

the following search terms, derived from the major 

terms in the research question: (IT OR ICT OR 

"information technology" OR "information 

security") AND (risk OR "risk management" OR 

"risk assessment") AND (government OR "public 

sector" OR “public service”). Table 3 shows the 

results of the search. 

Table 3. Results of the Search 

Database Journal Number of Articles 

IEEE Xplore 1114 

ScienceDirect 267 
Proquest 402 

ACM 594 

2.5. Study Selection 

To select the proper studies were relevant to 

the research question, this study use inclusion and 

exclusion criteria. These criteria are shown in Table 

4. 

Table 4. Criteria 

Criteria 

Inclusion Criteria 

I1 - Papers studies relate to 
information security risk 

management in public service 

organizations. 
I2 - Papers can be accessed in full-

text. 
I3 - Papers written in English.  

 

Exclusion Criteria 

E1 - Similar papers from different 
database journal 

E2 - Papers in conference review or 
white paper 

 
Figure 1 displays the filter stages performed 

following the specified criteria. 

 
Figure 1. Process of filtering selected studies 

Papers were selected according to the title, and 

keywords, then obtained 85 journal papers, 

conference proceedings, workshops, and 

symposiums. Next filter followed by looking at the 

language of the paper. If the language of the paper is 

not English, the paper is not included. Duplicate 

papers also came out. Then continue to read the 

abstract of the paper, screening whether abstract has 

described information security risk management 

about their research topics. Papers with abstracts that 

do not meet the criteria are excluded. The paper in 

the conference review or white paper also came out. 

The last stage, we filter paper based on content. 

After applying the inclusion and exclusion criteria, 

several papers, which published in periodic journal 

or conference proceeding, satisfy the criteria, and 

can be used as the main reference for SLR. The 

selected paper is a paper that satisfy the goals and 

research questions. Finally, 19 selected papers will 

be reviewed. 

2.6. Data Extracting and Synthesis 

The goal of extracting data is to classify and 

save the information from selected studies 

accurately to answer the research questions. Data 

extraction must be defined to reduce the opportunity 

of bias [24]. Relevant information is extracted into a 

table from which contains information about the 

title, publication, year, topic, and method. The 

synthesized data collects and summarizes the results 

of data extraction to answer the research questions. 
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The next section explains the selected papers and 

analyzes them to find the framework used and steps 

in information security risk management in public 

service organizations. 

3. RESULT 

This section presents the results of a literature 

review of this study. It starts by describing of the 

selected papers. Next, it mentions the framework 

used and steps in information security risk 

management. A summary of the results of the 

reviewed paper can be seen in Table 5. 

3.1. Framework for Information Security Risk 

Management 

The number of papers selected in this study 

amounted to 19. Of the 19 papers, 11 papers applied 

an existing risk management framework. mation 

security risk management 

Table 6 shows the list of frameworks for 

information security risk management 

Table 6. List of Frameworks 

Frameworks Literature 

ISO 27005 [15] [17] [26] 
[28] [31] [33] 

[37] [38] [39] 

NIST SP 800-30 [15] [17] [31] 
[34] [37] [38] 

[39] 
Cobit 5 For Risk [34] [36] 

 
The most widely used framework is ISO 

27005. 9 papers have been reviewed, using ISO 

27005 in their research [15] [17] [26] [28] [31] [33] 

[37] [38] [39]. ISO 27005 can be applied to all types 

of organizations that need to safeguard their 

information [31] [33]. The framework approach of 

ISO 27001 based on organizational environment 

suitability and the same way with risk management 

in general. The defined context is evaluated first, 

then a risk assessment is carried out. If enough 

information is provided to determine the actions 

needed to modify the risk to an acceptable level, 

then risk treatment is finally followed. If there is 

insufficient information, another iteration is carried 

out in the revised context. The effectiveness of risk 

treatment depends on the results of the risk 

assessment. It is possible that risk treatment does not 

immediately produce an acceptable level of residual 

risk. This is the case when another iteration of risk 

assessment is needed with changing context 

parameters. Risk acceptance activities must ensure 

that the organization’s directors explicitly approve 

residual risks. ISO 27005 can be combined and be 

equipped with other guidelines. 

The second framework is NIST SP 800-30. 

NIST SP 800-30 is a framework to provide guidance 

in conducting risk assessments of information 

systems in an organization both public and private 

[34]. Risk assessment approach on NIST SP 800-39 

supported by security standard and other guidance to 

manage information security risk. NIST SP 800-30 

also can be applied to complete ISO 27005 standard 

in performing risk assessment [31]. Risk 

assessments are used to identify, estimate, and 

prioritize risks for the business process of 

Table 5. Summary of Papers 

Year Ref Object Framework Used Stages 

2009 [7] Public Organization - 
Preparation, Risk identification and analysis, Risk control, 
Assessment of mitigation approaches 

2010 [25] Government Agency - Risk Identifying, Risk Analyzing, Risk Controlling 

2012 [26] Public Organization ISO 27005 
Context Establishment, Risk Assessment, Risk Treatment, Risk 

Acceptance, Risk Communication, Risk Monitoring and Review 

2013 [27] - - Categorize, Select, Implement, Asses, Authorize, Monitor 

2014 [28] Government Agency ISO 27005 
Context Establishment, Risk Assessment, Risk Treatment, Risk 

Acceptance 

2014 [29] Public Organization - 
Establish Context, Risk Identification, Risk Analysis, Risk 

Response, Monitoring and Review 

2016 [27] - - 
Context Establishment, Identification, Estimation, Risk 
Assessment, Risk Treatment, Actions/ Monitoring and Review 

2017 [30] Academic Environment - 
Identify IT security threats, Assess risks based on current situation, 
Determine controls, Apply controls, Monitor results 

2017 [31] Government Agency 
ISO 27005 & NIST SP 

800-30 

Context Establishment, Risk Assessment, Risk Treatment and 

Acceptance 

2017 [32] University - 

Assets identification, Defining system boundaries, Vulnerability 

identification and assessment, Quantitative risk level 
measurement, Upgrade recommendations 

2018 [33] Government Agency ISO 27005 
Context Establishment, Risk Identification, Risk Estimation, Risk 

Evaluation 

2018 [34] Government Agency 
COBIT 5 for Risk & 

NIST SP 800-30 
Risk Identification, Risk Assessment, Risk Response 

2018 [35] Public Organization - 
Identification Asset, Identification Risk, Determining Risk 

Priorities, Risk Management, Risk monitoring and review 

2019 [36] Government Agency Cobit 5 For Risk Data Collection, Data Analysis, Risk Analysis 

2019 [15] Government Agency 
ISO 27005 & NIST SP 

800-30 

Context Establishment, Identification of Assets, Identification of 

Threats, Identification of Existing Controls, Identification of 
Vulnerabilities, Risk Analysis, Risk Evaluation 

2020 [37] - 
ISO 27005 & NIST SP 

800-30 

Context Establishment, Risk Assessment, Risk Analysis, Risk 

Evaluation, Risk Treatment and Acceptance 

2021 [17] Government Agency 
ISO 27005 & NIST SP 

800-30 

Context Establishment, Conduct Assesment, Risk Treatment, Risk 

Acceptance 

2022 [38] IT Consulting Industry 
ISO 27005 & NIST SP 
800-30 

Threat Identification, Vulnerability Identification, Control 

Analysis, Likelihood Determination, Impact Analysis, Risk 

Determination, Control Recommendation, Result Documentation 

2023 [39] Government Agency 
ISO 27005 & NIST SP 

800-30 

Context Establishment, Risk Assessment, Risk Treatment and 

Acceptance 
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organizations, assets, and use of information 

systems. NIST defines risk assessment synonymous 

with risk analysis. 

COBIT 5 for Risk is one of the COBIT 5 

family products that focus on IT risk. The guidelines 

and principles contained in COBIT 5 for Risk can be 

applied in various organizations. COBIT 5 for Risk 

provides two perspectives in the context of risk, Risk 

Function and Risk Management Perspective. COBIT 

5 for Risk defines IT risk as business risk, 

specifically, the business risk associated with the 

use, ownership, operation, involvement, influence, 

and adoption of IT within an enterprise. 

All three frameworks can be used partially or 

together for risk management. From the papers 

collected, ISO 27005 is the most used framework. 

3.1. Steps in Risk Management 

To classify steps to carry out information 

security risk management, a framework used at ISO, 

namely PDCA (Plan, Do, Check, Act). However, 

this grouping only reaches the Check stage. Steps to 

be taken for information security risk management 

can be seen in Table 7. 

Table 7. Steps of Information Security Risk Management 

Stages Steps Literature 

Plan 

Preparation [7] 

Context Establishment [15] [26] [28] 

[29] [31] [32] 
[33] [37] [39] 

  

Do 

Risk Identification [7] [25] [29] [32] 
[33] [34] [35] 

[38]  
Risk Analyzing [7] [15]  [25] 

[29] [37] 

Risk Estimation [33] [35]  
Risk Assessment [7] [26] [27] [28]  

[31] [32] [34] 
[37] [40] [39] 

Check 

Risk Control [7] [38] 

Risk Communication [26] 

Risk Monitoring and 
Review 

[26] [27] [35] 
[29]  

Risk Evaluation [33] 

Recommendation [32] [38] 

Act 

Risk Acceptance [26] [28] [31] 
Risk Treatment [26] [28] [31] 

[37] [38] 
Risk Response [29] [34]  

Implement [27] 

 
The Plan stage supposes the establishment of 

the context, assessment of the risk, development of a 

risk treatment plan and risk acceptance. In the Do 

stage there are implemented the security actions and 

controls necessary for risk reduction, according to a 

risk treatment plan. In the Check stage the managers 

will establish the necessities for reviewing the risk 

assessment and treatment procedure considering the 

incidents that were produced from the last review 

and on the context change [26].  

The context of information security risk 

management should be established which involves 

the determination of the basic criteria necessary for 

information security risk management, defining 

scope and boundaries and establish an appropriate 

organization of information security risk 

management activities [31] [34]. Risks need to be 

identified. Risks identification supposes the 

identification of the vulnerabilities and threats to all 

assets or groups of assets, of risk sources, security 

events or incidents that may occur. The already 

existent security controls must be identified, as well 

as their efficiency, the consequences (loss of 

confidentiality, integrity, availability) and the impact 

on the interested parties, loss of business or market 

position, damage of reputation, etc. Risk 

identification consists of several activities: 

Identification of assets, Appraisal of critical assets, 

Identification of threats, Identification of controls, 

and Identification of Vulnerabilities. After 

identifying assets, threats, vulnerabilities, and flow 

control, followed by estimating the existing risk. 

After identifying the risks, the next step is to 

conduct an analysis for each risk. Risk analysis is 

conducted by looking at the risk likelihood and risk 

impact. Risk analysis can also provide an input into 

making decisions where choices must be made, and 

the options involve different types and levels of risk 

[29]. Risk assessment is a process of risk 

management during which there must be identified, 

estimated, and established the risk level and the 

priority degree in terms of the risk criteria adopted 

by the organization, which runs repetitively by 

utilizing iterations. NIST SP 800-30 framework can 

be used as tool for assessing risk [31]. 

Risk acceptance is the decision to accept the 

risk and responsibility for the decisions taken in 

managing these risks [28]. Risk control is to choose 

and use some risk controlling methods to guarantee 

that the risk can be reduced to an acceptable level. 

Risk control is the most important step in the risk 

management. It is the key factor to determine 

whether the risk management is successful or not. 

Risk is not static. Threats, vulnerabilities, likelihood, 

or consequences can change suddenly without any 

sign. Monitor and review that lead to the results of 

the risk management system undertaken as well as to 

identify the changes that need to be done. 

Okonofua and Shawon mention that factors 

help to sustain risk management plan in 

organizations depend almost entirely on the key 

elements of i) people: Management commitment to 

organizational needs ii) process: Repeatable 

Approach to Risk Management, and iii) technology: 

Sustainable Data Quality and Integrity [8]. 

4. DISCUSSION 

Risk management plays a vital role in 

upholding information security within every 

organization. Numerous methodologies exist for 

executing risk management, each presenting distinct 

approaches and qualities. The purpose of this section 
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is to emphasize the differences among three 

frameworks: ISO/IEC 27005, NIST SP 800-30, and 

COBIT 5 for Risk. Moreover, it aims to offer 

guidance on selecting an appropriate strategy 

tailored to specific circumstances. 

ISO/IEC 27005 is part of the ISO/IEC 27000 

series and provides guidelines for information 

security risk management. It emphasizes a 

systematic and comprehensive approach to 

identifying, assessing, and treating information 

security risks. The framework is aligned with the 

ISO 31000 standard for risk management. 

NIST Special Publication 800-30 offers 

guidance on risk assessment and risk management 

for federal information systems. It provides a 

structured approach to risk assessment, including 

threat identification, vulnerability assessment, 

impact analysis, and risk determination. NIST SP 

800-30 is widely used in government and industry. 

COBIT 5 is an IT governance and management 

framework. The "Evaluate, Direct, and Monitor" 

(EDM) domain of COBIT 5 includes guidance on 

managing IT-related risks. COBIT 5 for Risk 

focuses on integrating risk management into overall 

IT governance processes. 

To ensure information security and business 

continuity, organizations should assess their 

requirements for a risk assessment approach that 

matches their objectives. Selecting an approach and 

performing a risk assessment is imperative for all 

organizations to protect their information assets and 

ensure business continuity. 

5. CONCLUSION 

This literature review aims to identify and 

analyze steps and frameworks used in information 

security risk management between 2009 and 2023. 

Based on the inclusion and exclusion criteria 

designed, finally studied 16 studies of information 

security risk management. This literature review has 

been carried out as a systematic literature review. 

The results of this study also identified three 

frameworks that can be used in information security 

risk management: ISO 27005, NIST SP 800-30, and 

Cobit 5 For Risk. stages in information security risk 

management in general are Context Establishment, 

Risk Identification, Risk Assessment, Risk 

Treatment, and Risk Monitoring.  

Despite having some similarities, each standard 

has its own unique strengths and weaknesses, and 

choosing any of them can enhance an organization’s 

information security. However, it is crucial to 

carefully consider which standard is most suitable for 

an organization’s security needs and requirements.  

For future research endeavors pertaining to 

information security risk management, the 

frameworks identified in this study can serve as 

valuable resources for exploration and analysis. 

These frameworks can provide a solid foundation for 

investigating various aspects of risk management 

within the realm of information security. Utilizing 

these frameworks can help researchers delve deeper 

into topics such as risk assessment methodologies, 

implementation challenges, best practices, and the 

effectiveness of these frameworks in different 

organizational contexts. By leveraging the insights 

gained from these frameworks, researchers can 

contribute to the advancement of knowledge in the 

field of information security risk management. 
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